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Abstract

Although patients have the legal right in Canada and many other countries to specify how, when
and by whom their medical records can be accessed, the harsh reality is that in almost all cases
using existing systems and solutions, patients are unable to ensure that their expressed consent
directives are respected. Almost all health information systems deployed today lack the most basic
ability to express and enforce consent at a data field level, and all are stretched when consent
management must span disparate systems. Even the simplest of consent directives (e.g. “Only Dr.
Bob is allowed to read records related to my mental health history status entered in 2017 at the
Waterloo General Hospital) is impossible to implement or enforce in an automated fashion.

This is not an unrecognized problem in the consent management domain. Numerous
consent model types have been proposed, along with a multitude of access control mechanisms.
Unfortunately, most contemporary consent models used today are either paper based, an online
consent directive with a digital signature, a simple checkbox to either opt in or opt out or employ
simple browser cookies. The result is that most consent models can capture only the most basic
of consent expressions. Despite there being many different approaches for expressing and
managing consent, few models actually enable patients to express discrete consent directives at
the resource or at the data attribute level. As a result, contemporary consent models are mainly
used to meet the compliance obligations of healthcare organizations as opposed to empowering
patients to manage their privacy and control access to their medical records. No architecture or
system that we are aware of can adjudicate field-level consent directives in the multi-system, multi-
jurisdiction, multi-provider, multi-patient environments that exist in healthcare today. The
inability to effectively and efficiently capture and enforce patient consent directives leaves many
data custodians vulnerable to inadvertent data release — mitigated only by the fact that many
providers attempt to secure a carte-blanche consent directive from all patients to relieve themselves
of the problem of needing to respect more restrictive consent directives.

Advances in healthcare IT systems are adding to, rather than reducing, the complexity of
protecting patient privacy which exposes an important research question: How can we empower
patients to have control over their health records and be able to dictate who has access to their
records, where and when? This thesis addresses this question by proposing a consent-centric
architecture called consent-centric attribute-based access control (C-ABAC). C-ABAC offers a
new standard for authorization. It allows expression of consent at any abstraction level — from the
record to the data field level — and also guarantees that patient consent directives can be enforced
at the system level, ensuring that patient data is made available only to parties entitled to access it.

The C-ABAC model offers (1) a new standard for “authorization,” (2) a new profile and
application of attribute-based access control, (3) support for fine-grained access control, (4)
seamless interoperability, (5) automation of a complex process and (6) dynamic flexibility
allowing for both rich consent expression and complex consent enforcement.

The following are the steps we followed to test the validity of the C-ABAC model to make

sure that it achieves the intended goal of empowering patients to express consent and enabling
organizations to enforce consent directives at a fine-grained level:
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e Documented a formal model of consent. This formalization provides a way to evaluate a
set of access policies against a set of attributes that make up the patient consent directive.

e Came up with a design that follows the model of “convention over configuration”, which

means that the new standard for authorization takes up the majority of working privacy and

security use cases into consideration. The model was designed using a microservice

architecture.

Created a prototype using Java and the SpringBoot framework.

Exposed all the six microservices through RESTful APIs.

Deployed the C-ABAC solution to the IBM Cloud.

Used Postman as a testing tool to test the functionality of the C-ABAC model.

Used JMeter to test performance.

Created a set of test cases that are privacy and security centric.

Evaluated access requests against the properties of the formal model of consent.

e Tested the C-ABAC model against a publicly available data set from the Toronto
University Health Network.

e Documented the result.

e Compared the C-ABAC model against existing consent model types using a set of privacy
requirements described

Compared to existing consent models that make it difficult for patients to express consent
directives and make it much more complex, if not impossible, for organizations to enforce these
consent directives, the C-ABAC model is presented as an alternative to solve some of the problems
with the existing consent model types. The C-ABAC is a consent-centric, patient-centric, fine-
grained, healthcare-centric and based on an existing healthcare data standard: Fast Healthcare
Interoperability Resources (FHIR).
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Chapter 1

1. Introduction

A health information exchange (HIE), Figure 1.1, is a system that enables the electronic movement
of health-related information among health care organizations (HCOs). Numerous studies have
demonstrated that timely access to health information through HIEs improves healthcare efficiency
[1, 2, 3], reduces medical errors [4, 5], decreases cost [6, 7] and increases patient satisfaction [8,
9, 10].
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Figure 1.1: Health Information Exchange Data Providers and Data Consumers

A number of data standards have been developed to facilitate the sharing of health-related
data within HIEs. These include the Clinical Document Architecture (CDA) [11], Health Level
Seven Version 2 (HL7v2) [12], Digital Imaging and Communications in Medicine (DICOM) [13],
and the Fast Healthcare Interoperability Resources (FHIR) [14]. FHIR, Figure 1.2, is the most
recent in the line of standards for healthcare resources [15]. Each of these standards was developed
to facilitate the sharing of health data such as clinical summaries, imaging studies, prescriptions
and immunization records with external service providers such as physicians, insurance

companies, public health professionals and researchers.
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Figure 1.2: Fast Healthcare Interoperability Resources



Despite the significant attention that has been given to achieving the end goal of efficient
HIEs by finding effective ways through data standards to classify data types, match disparate but
related records, and address challenges created by linking different proprietary health systems, an
undesirable byproduct of these advances is that they all add significant complexity to managing
and protecting patient privacy. It is currently technically challenging, if not impossible, for patients
to express discrete privacy restrictions (e.g. only Dr. Bob is allowed to view my HIV status at the
Waterloo General Hospital) or for modern HIEs to enforce any privacy restrictions that a patient
has expressed.

This situation exists against a backdrop where patients are legally entitled to seek redress
if their privacy wishes are not respected by a data custodian. In other words, the law grants privacy
expectations and rights to patients that current scientific methods are unable to respect. For
example, under the Canadian Personal Health Information Protection Act [16], the European
Union General Data Protection Regulation (GDPR) [17] and the US Health Insurance Portability
and Accountability Act (HIPAA) [18], data custodians need to obtain an individual's consent to
collect, use and disclose personal health information. Failure to comply with the consent directives
given by patients often leads to huge fines [19, 20, 21] and always causes reputational damages
for data custodians. Indiana IAM healthcare paid a settlement of $1.25 million for not respecting
one patient’s consent directive by inadvertently disclosing a patient’s HIV diagnosis on a claim
page in contravention of the patient’s expressed consent [22]. To be clear, all contemporary
systems include the functionality to capture consent. That consent, however, is often high-level
(“T allow any person who needs access to my records for the purpose of treatment to be granted
that access” or “I deny access to everyone”). What is currently lacking is the ability to efficiently
and effectively capture and enforce consent directives at a discrete level. For example, it would
currently be impossible to implement a consent directive such as, “Dr. Bob can have access to all
of my medical data except my HIV status” or “Dr. Alice can view my HIV status only when she
is physically at the Waterloo General Hospital.” Current system design implementations result in
largely “all or nothing” access.

As the number of HIE participants increases, the complexity of managing privacy will only
accelerate. In Canada alone, more than 50 percent of healthcare professionals are accessing
electronic medical records (a core component that enables HIE) to get laboratory tests, diagnostic
imaging, clinical reporting, and prescription information [23, 24]. As of March 2017, electronic
health records of 94 percent of Canadians are available to authorized health care providers through
the use of HIE systems [25]. Even though 75 percent of Canadians are comfortable sharing their
health information with healthcare organizations, 80 percent of Canadians are not comfortable
sharing the same health information with pharmaceutical and insurance companies [26]. As people
become more aware that their medical information is shared electronically and that they have the
legal right to express consent as to the scope and nature of that sharing, they face the challenge of
not having access to well-designed systems that facilitate both the sharing of their sensitive data
and the control of access to that data.

With the rapid emergence of electronic medical records (EMRs), HIEs, medical devices,
personal health records (PHRs), mobile healthcare applications and personal health devices, data
is coming in faster and in larger volumes. It is estimated that worldwide healthcare data volume is
currently equal to 500 petabytes, and it is expected to reach 25 exabytes in 2020 [27]. With 94



percent of Canadian personal health records stored in EMRs, millions of patient-caregiver
encounters per year, many petabytes of health-related data accessed and more than 3,000 data
fields in the Discharge Abstract Database alone [28], patients have the right (legally) to express
restrictive consent for any EMR data field. The information systems currently used have
absolutely no way to respect (or even capture) those consent restrictions, as the use of informed
consent in current mechanisms remains static, paper-based, not consumer friendly, not machine-
readable and not machine-actionable in a manner that recognizes national boundaries and legal
frameworks [29].

To preserve privacy, consent management and access control are the primary sources of
defense. However, most consent and access control solutions favor companies or providers over
individual users, as privacy is often considered as an afterthought [30, 31]. Existing consent models
and access control approaches that are healthcare focused make it difficult for individual patients
to easily grant or revoke access to their private data or limit the amount of data shared with others
[32, 33, 34].

There is a need to correct this imbalance by proposing an approach that explicitly embraces
the patient in the consent granting process and that allows the expression of consent at the field
level. As a solution, we created a consent-centric access control model called consent-centric
attribute-based access control (C-ABAC). The C-ABAC model is an extension of the attribute-
based access control (ABAC) framework [35]. To demonstrate the viability of C-ABAC, we
analyzed our proposed approach against a set of key characteristic requirements (Section 1.2) that
a well-designed consent mechanism needs to meet [36, 34].

1.1. Motivation

In an era when information is shared digitally across organizations, it is clear that current privacy
models do not serve individual patients particularly well. As stated in the MEF Global Consumer
Trust Initiative privacy document, page 11, “there is no universal template for ‘good’ consent
models,” and companies use the default “implied consent” in which patients grant consent with a
single tick box on a very large list of “terms and conditions” [30]. Current mechanisms of informed
consent remain static and paper-based [29]. There is a pressing need to automate the process of
collecting consent directives and helping patients to express fine-grained consent at the level of
individual data fields.

Privacy preservation in HIEs is becoming more complex due to the large number of users
who are able to access patient records with a click of a button. HIEs meet the needs of different
stakeholders with sometimes conflicting viewpoints: patients, health care professionals,
researchers, insurance companies and public organizations.

Every HIE stakeholder can make arguments for why they should be granted access to
patient medical records. For example, doctors, nurses and the hospital care team argue that they
should have access to a person’s medical records to provide the best possible treatment [1, 2].
Insurance agencies argue that they must access the patient records to process claims and pay for
care while protecting against fraud by providers, patients or their families [37]. Researchers argue
that they need to access patients’ records to improve the quality of care by analyzing data and



conducting studies to produce new treatments [38], and increasingly, families and patients
themselves are demanding access to their medical records [39, 40].

Arguments for and against access by a given stakeholder to patient medical records often
lead to confusion over who has the right to view a patient’s medical records based on the consent
granted by the patient at the time of data collection (assuming explicit consent was even obtained).
What is missing from most of these arguments is the patient’s will in granting access to and
protecting his or her medical records. As in any other domain, such as social networking or
ecommerce, there is a need in healthcare to empower patients so that they are able to manage their
privacy and protect their health data [41]. Regrettably, many patients may not be aware of the
danger of sharing large amounts of data until it is too late. For example, sharing sensitive data such
as disease status (cancer, HIV and cardiovascular problems) or behavioral health records may lead
to harm in terms of denied employment, denied insurance claims or discrimination [42].

To enable patients to manage their own privacy, and to enable system providers to respect
the privacy directives of patients while still allowing data sharing, we designed a consent-centric
access control approach that uses a centralized consent directive from the patient at its core to
control access to data.

1.2. Key Characteristic Requirements for Consent

Consent (a synonym for authorization) is the process of capturing fully considered and empowered
permission or a harmonious approval (agreement) or passive assent [34]. The privacy by design
framework developed by Cavoukian [43] goes further by defining privacy principles that
encourage moving beyond privacy compliance — for example, by taking a proactive not reactive
stance and preventive not remedial approaches — by embedding privacy into design. In practice,
however, privacy is often considered as an afterthought, as current consent mechanisms tend
toward the reactive mode end of the continuum [44, 45].

To recommend a design for a consent-centric access control model, it is useful to define a
set of key characteristic requirements that the new model needs to meet. These requirements have
been defined by Maler [34], Xiang et al. [46] and Moehrke et al. [36]:

e Choice: Authorization should be policy-driven, minimizing the use of implied consent and
maximizing the use of informed and explicit consent. For a consent to be valid, it must be
freely given, specific, informed and revocable [58, 59, 47]. Consent should be a patient-
driven initiative, and this includes the right to share data with others and to share specific
clinical resources while restricting access to other resources. Patients should also have the
right to revoke access at any time and the right to be forgotten.

¢ Consumer-friendly mechanism: Patients should be able to give consent in a manner that
is well understood and convenient to them. Patients should be able to view all their consent
privacy settings in one place.

o Interoperable: Consent should be electronically ported or transferred between
organizations and across jurisdictions. This requires the use of a widely used data standard
such as FHIR [48].



e Automation: Consent should be machine-readable and machine actionable. Human
intervention should not be required to process consent or to allow systems to
operationalize, access, use and disclose controls. Rationale: Automation improves the
speed of handling, accuracy of fulfillment, and auditability. Paper-based consent should
be eliminated or kept to a minimum. This requires the use of a data format that can be
automatically read and processed by a computer, such as comma-separated values (CSV),
JavaScript object notation (JSON) or extensible markup language (XML) [49].

e Granular: Consent parameters should move from general (overall opt-in/opt-out) to
granular (specific data attributes, specific people, specific consuming applications).

e Codifiable: A consent-centric model should use standard codes to express consent
directives. This requires the application of security controls at the resource level and at the
field level.

o Flexible/adaptable: Features should be “turned-on” or “turned-off” based on differing
levels of jurisdictional requirements.

¢ Unambiguous/complete: Conflicts between directives can be identified and resolved.

e Dynamic: As opposed to static entitlements defined by administrators at the system level,
dynamic authorization offers better security controls, as it relies on centrally managed
policies that are always up to date. Dynamic authorization management always makes
authorization decisions in the context of the user, the environment and the resource being
requested [50].

e Separation of concerns: Each component “should do one thing and do it well” [51]. User
expressed consent directives should be separated from access control policies. Consent
directives should be expressed by the patient in a text format. Consent directives should
then be converted into a set of access control policies that can be enforced by an
authorization framework.

1.3. Analysis of Typical Consent Types and Access Control
Approaches in Use

With the key characteristic requirements defined, we briefly analyze typical consent mechanisms
used and the access control approaches used to enforce these consent mechanisms. Detailed
analysis is done as part of the literature review section (Chapter 2).

Consent models are classified into three types from strongest to weakest: opt-in, opt-out
and no-consent [36, 34]. In an opt-in model, patient consent is required for a patient’s health
records to be stored, accessed and disclosed within an HIE. In an opt-out model, there is no
granularity of patient preferences, and this means that the patient can opt out from allowing his or
her data to be part of an HIE. In a no-consent model, patients have no opportunity to consent to
their health records being part of an HIE. A no-consent model often covers cases where collecting
consent is impractical, such as when an individual is unconscious and medical personnel need to
access the patient’s medical records, or when the law grants access to records regardless of a
person’s wishes (such as accessing blood alcohol levels in the case of a drunk-driving arrest) [36].



Information systems typically use one of the five common approaches to implementing
consent models [34]. These are terms and conditions (TaC) opt-in/opt-out, cookie opt-in/opt-out,
OAuth-based, share and consent directive.

As part of her research when introducing the User-Managed Access (UMA) [34], Maler
evaluated the five common approaches to implementing consent against a set of optimistic
requirements that include choice, relevance, granularity, scalability, automation and reciprocity.
Maler concluded that existing consent models do not meet all the optimistic requirements that a
well-designed privacy preservation framework should have. Maler graded the five consent models
as strong (+1), neutral (0), or weak (-1) for each optimistic requirement, as detailed in Table 1.1.

Requirements Existing Consent Mechanisms

TaC opt-in | Cookie OAuth | Share | Consent | UMA

opt-in/out directive

Choice -1 0 0 +1 +1 0/+1
Consumer-friendly -1 0 +1 +1 0 +1
mechanism (Relevance)
Interoperable (Scalable) -1 0 0/+1 +1 0 0/+1
Automation -1 0 +1 +1 -1 0/+1
Granular -1 0 0/+1 -1 0 +1
Codifiable -1 0 +1 +1 -1 -1
Flexible/Acceptable -1 -1 -1 0 -1 +1
Unambiguous/Complete -1 -1 0 +1 0 +1
Dynamic -1 -1 0 0 0 0
Separation of concerns -1 -1 +1 0 0 +1

Table 1.1 Comparing Existing Consent Mechanisms to Optimistic Requirements

Access control for health data has been widely studied [52, 53, 54, 55]. However, few
researchers have focused on FHIR as the backend standard for medical resources [15], given that
FHIR is the most recent in the line of standards for healthcare resources [15]. Even though FHIR
is still in its infancy, its adoption is on the rise. Canada Health Infoway adopted FHIR as the data
standard of choice for enabling the exchange of medical health records between health
organizations, caregivers, and patients [56]. FHIR implementation differs from traditional EMR
and PHR systems. FHIR is representational state transfer based and has its own data modeling
standards, called resources. This implies that an access control system running on the top of FHIR
must adhere to REST and the FHIR resource standards [15]. The common access control
approaches used to secure access to FHIR resources are OAuth 2.0 and role-based access control
(RBAC) [57].

In this thesis, we created a new standard for authorization that solves the problems with the
existing consent model types and automate the process of converting consent directives into a set
of access policies that are enforced by the attribute-based access control framework.



1.4. Introducing C-ABAC

The Canadian Personal Information Protection and Electronic Documents Act (PIPEDA) and the
Personal Health Information Protection Act (PHIPA) aim to protect access to users’ personal
identifiable information such as their name, birth date, and medical records. Among the central
principles of the PIPEDA and PHIPA are the individuals’ right to manage and control the
collection, use, disclosure and retention of their personal information. Patients have the right to
control access to their data , right to withdraw consent at any time, right to restrict processing, right
to object, right to retrieve data in a commonly used and machine-readable format and right to
transmit that data to another controller without hindrance from the controller [58, 59]. Based on
the analysis from Section 1.3 and Chapter 2.0 of the typical consent types and access control
approaches in use, it is clear that current privacy models do not meet the key characteristic
requirements from Section 1.2, do not meet the PHIPA requirements, and do not serve individual
patients particularly well.

C-ABAC solves two problems: a) it allows patients to express informed consent at any
abstraction level — from the record through to the data field, and b) it guarantees that patient consent
directives are enforced at the system level, ensuring that detailed and discrete patient consent
directives are available to all parties needing access to this information. This is achieved through
the use of an interoperable and centralized consent management server (Section 1.4.1).
Enforcement of the consent directives expressed by patients is achieved through the use of the
ABAC framework (Section 1.4.2).

1.4.1. Informed Consent Expression

To ensure the effective and efficient capture of informed consent directives, we created an
interoperable and centralized consent management server that is managed by a trusted third-
party consent directive custodian. The interoperable, centralized consent management acts on
FHIR resources (e.g. patient demographics, medication, observation, immunization) and subjects
(e.g. care team, clinician, caregiver, consuming application, researcher etc.). Subjects and FHIR
resources should be registered with the trusted third-party consent directive custodian to use the
system.

The C-ABAC model allows the patient to upload one or many consent directives that can
be applied to subjects and FHIR resources. Figure 1.3 illustrates the principles and roles of the
interoperable, centralized consent management server. The patient consent directive is uploaded
by the patient (data owner) to a centralized server (managed by a trusted data custodian). All
systems (hospital system A, labs system, pharmacy system, insurance system etc.) are able to
retrieve and enforce the patient consent directives as long as they are using the same data custodian.
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Figure 1.3: C-ABAC — An Interoperable, Centralized Consent Server

Figure 1.4 shows the different components that make up the centralized consent
management server. This includes the consent directive, the security labels and the languages
(ALFA and XACML [60]) used to enforce them.
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Figure 1.4: C-ABAC Model Data Flow

The FHIR specification is an integral part of the C-ABAC model. We use the FHIR
specification to create the semantics of the C-ABAC to achieve interoperability. In addition to the
FHIR specification, security labels are used to achieve granularity. A security label is metadata
that can be applied to a subject (e.g. patient or data requestor) and to data objects (e.g. patient
demographic, encounter, medication, observation or imaging study). Figure 1.5 illustrates an
example of a security label attached to a medication resource of type “search” informing the data
requestor to delete all copies of a medication resource after use.



"resourceType": "Medication",
"patient": "patient]123",
"type": "search",
"id":"medication123",
"dataRequestor": "doctor123",
"securityLabel": {

"system value':" //CodeSystem/ActCode",
"code value": "DELAU",

"display value': "delete after use"

Figure 1.5: Security Label Applied to a Medication Resource

To formulate the access control policies, we used ALFA, which translates the consent
directive into a set of rules that could be evaluated by the policy enforcement point (PEP). ALFA
is a pseudocode language that maps directly into the XACML [61]. We formulate semantics that
convert FHIR consent directives and the security labels to ALFA and to XACML (Figure 1.6).

Converted To:
Consent Resource ——)

ALFA Rule
{ namespace exampleDateTime {
"resourceType": "Consent", policy checkAccess {
"id": "consent123",

e " : L
"subject": "patient123", target clause user = "doctor123" and actionld == "view

"resource™: "observation123" and document == "observation123"
“endDateTime":"2019-04-18", condition currentdateTime <= "2019-04-18T12:00:00Z"
""organization":"organization123", condition purpose = "PurposeOfTreatment"
"actor":"doctor123", pen’nit
"type": "per_mit", }

"action": "view", }
""purpose": "PurposeOfTreatment"
1

Figure 1.6: Consent Directive Conversion to ALFA Rule



The C-ABAC data flow is outlined in Figure 1.7:
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Figure 1.7: C-ABAC Data Flow

Ecosystem parties:

Alice is the patient (patientid123).

Bob is the doctor (doctor123) and works for Hospital A (hospital123).
Hospital A is where Alice’s health records are stored.

Hospital A has a patient’s portal.

Data Flows:

Steps 1, 2 and 3: Patient Alice with patientid123 logs in to Hospital A’s patient portal to obtain
an authorization token.

Step 4: Patient Alice manages access to her medical records (e.g. blood-pressure with an
identity of observation123).

Step 5: Patient Alice creates a consent policy with an identity of consent123 (Figure 1.9) to
share observation123 (Figure 1.8) with Doctor Bob (doctor123) for the purpose of treatment.
Remaining steps: Doctor Bob (doctor123) issues a request to access Patient Alice’s observation
resource (observation123). The assumption is that Doctor Bob is already authorized to request
access to the FHIR resources, and the only step left is to evaluate policies for such access
requests.
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"resourceType": "Observation",
"id":"observation123",
"subject":"patient123",

"resourceType": "Consent",
"id": "consent123",

"name": "blood-pressure", ::subjeCt": "ra‘atlent123", "
"codeDisplay": "Diastolic blood pressure", resource': "observation123",
"effectiveDateTime": "2019-01-18", "dateTime": "2019-01-18",
""performer"":"practionner123", "organization": "organization123",
"Y?‘,l:ﬁgg.a()%my":{ "actor": "doctor123",
B e ’ " mn.n ‘tlv

"unit": "mmHg", type : p‘t'?rml iy

"system": "http://unitsofmeasure.org", "action'': "view",

"code": "mm[Hg]" "purpose': "PurposeOfTreatment",
3 "period": "End of treatment"
"interpretationDisplay": "Below low normal" }

}
Figure 1.8: Observation Resource Figure 1.9: Consent Directive Resource

1.4.2. Informed Consent Enforcement
We are addressing two research problems as part of this thesis:

a) how to overcome the limitations presented by current technical approaches to
effectively ensure the accurate and complete capture of informed consent directives
that meet the key characteristic requirements of a well-designed privacy preservation
framework (Section 1.2) and

b) the inability of current technical approaches to enforce consent directives that have
been captured at the document and field levels to meet the fine-grained key
characteristic requirement.

Informed consent expression is achieved through the creation of an interoperable and
centralized consent directive and security control that uses the FHIR specification (Section 1.4.1).
To realize the informed consent enforcement, we implemented authentication, delegated
authorization, policy management and policy enforcement.

Based on the outcome of our evaluation from the literature review, Chapter 2, all of the
commonly used access control frameworks have their own strengths and weaknesses. To help
address this challenge, instead of using one access control framework to implement an informed
consent enforcement, we use three complementary access control frameworks: OpenlD Connect
(OIDC), OAuth 2.0 and ABAC. These three frameworks are complementary standards that can be
used to offer a comprehensive enforcement mechanism for the C-ABAC model.

For authentication, we use OIDC. OIDC is an interoperable authentication protocol based
on the OAuth 2.0 specification and uses the standard JSON web token (JWT) [62]. For delegated
authorization, we use OAuth2.0. OAuth2.0 addresses the password anti-pattern problem [63]
and is more suited for authorization delegation [64 ] than it is for policy management and
enforcement (e.g. instead of sharing my username and password with Dr. Bob to access my
personal health records, I provide Dr. Bob an OAuth 2.0 authorization token to access these
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records). For policy management and policy enforcement, we use the ABAC framework. ABAC
and its XACML policy language enable dynamic and fine-grained access control and offer greater
efficiency, flexibility, scalability and security than traditional access control methods [65]. To
avoid conflict between OAuth2.0 and ABAC, OAuth 2.0 is only used to delegate authorization,
while ABAC is used for evaluating the policy (permit/deny) of the C-ABAC consent directive.
Figure 1.10 illustrates the informed consent data flow that combines three complementary
standards: OpenID Connect, OAuth 2.0 and ABAC.

N OALIhZ 0/0IDC
Legand Authorization Service
Existing that needs improvements (Le. profile)
] New <

1. GET PatientMedicalon123 " ¢>  13.GET PatientMedicatory123
B FHIR
o) A1 Gateway L
—> U (ki S | Resources
15, GET /PateriMedicaton/123 N X % 14. GET PatertMedica

g 1

$g7 i

af
-

Data -tem,e toe

LAV) PHRA “S9A '€

Altribunes Data Store

v

Poicy Relreal Poit <= > o o)
s FHIR o Reguiatory
PRP Cansent tos ) Attrbutes
s 2T
I
Y A
Palcy Adminstration Point = \ K R | i | <
(PAP) ,,, ovia 5,: Reaasip EU HIPAA PIPEDA
(S m,r Annwe Amt-.r s J GOPR |  UsA Canaca
Ypoicy S Labels) J \ et —

Figure 1.10: FHIR-ABAC Enforcement Data Flow

1.5. Application of approach
We followed a four-step approach to design, develop, implement and test the C-ABAC model:

Step 1: Designed a consent-centric model that uses the FHIR resources and security
labels. The outcome of this step is a centralized consent management service that is
accessible via RESTful APIs and uses the FHIR specifications to define the consent
directive and security labels.

e Step 2: Extended the ABAC framework and incorporated the consent expression
component. As part of this step, we combined a variety of complementary access
control frameworks — namely, OIDC for authentication, OAuth 2.0 for delegated
authorization and the ABAC framework for dynamic authorization. To express consent
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directives, we used JSON and the FHIR specification. To convert consent directives
into a set of policies, we used ALFA.

Step 3: The first two steps mainly focus on architecture and design. In the third step,
we created the C-ABAC prototype by extending the HAPI-FHIR open source
framework (http://hapithir.io/). We used Java programming and the SpringBoot
framework to create our prototype [66]. We extended our consent management service
with the OIDC, OAuth 2.0 and ABAC libraries. Our consent management service
combined with the access control libraries form our C-ABAC model. The C-ABAC
model is then integrated with the HAPI-FHIR open source framework.

Step 4: As part of this step, we evaluated the proposed C-ABAC model using a
qualitative approach and demonstrate that, unlike existing consent and access control
approaches, our model meets the key characteristic requirements from Section 1.2. We
also tested the C-ABAC/HAPI prototype against the University Health Network HAPI-
FHIR public server (https:/fhirtest.uhn.ca/), which stores, as of May 2019, over 1
million test patient demographics and medical records, including over 100,000
observations, over 20,000 medical statements and over 7,000 encounters. We tested
whether access is being appropriately denied based on user consent directives, and we
documented the results of the different test cases.

1.6. Contributions

There are numerous technical challenges and inefficiencies to implementing an adequate informed
consent model in healthcare [67, 68] that addresses patient privacy concerns and meets regulatory
requirements. It is impossible at the moment for patients to clearly express discrete privacy
directives at the document and the field level, and it is difficult for existing systems to enforce such
directives even if they could be expressed. This work seeks to overcome these technical challenges
by recommending a comprehensive consent-centric model to address two problems: (a) how to
express and capture consent and (b) how to enforce patient consent directives to meet the key
characteristic requirements from Section 1.2. This thesis makes the following key contributions:

Informed consent expression: We created a novel and a centralized consent-centric model
that is patient-centric, fine grained, industry specific (healthcare) and interoperable using
the FHIR standard to overcome the limitations presented by current technical approaches
to capturing and automatically processing patient informed consent directives.

Informed consent enforcement: We automatically convert patient consent directives into
a set of policies that can be enforced by the PDP of the ABAC framework.

In summary, our contributions are a scalable new standard for authorization, a new profile

and application of ABAC, a fine-grained access control through the use of security labels and an
interoperable model that can easily be integrated with existing HIEs through a widely used
healthcare data standard (FHIR).
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1.7. Thesis Outline

Chapter 2 illustrates the related work and explains the background necessary to understand the
details of the proposed model.

Chapter 3 describes the details of the proposed model, including architecture, design and the
interaction between the different components.

Chapter 4 provides examples of how the C-ABAC model can be applied in real-world scenarios
through use cases. It also tests and validates the C-ABAC model against a publicly available health
data set from the Ontario University Health Network server [69] and determines whether the
proposed C-ABAC model adequately addresses the design goals.

Chapter 5 states the conclusions of the thesis and suggests future work.
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Chapter 2

2. Related Work

The C-ABAC consent-centric model is related to several areas of the research, including the
following:

Consent model types

Access control approaches
Languages used to enforce policy
Healthcare standards

In comparison with related work, this thesis introduces the design of a consent-centric and
access control model that focuses on expressing and enforcing informed consent. We propose an
interoperable and centralized informed consent model using the Fast Healthcare Interoperability
Resources (FHIR) specifications [48]. We enable fined-grained access privacy controls using
security labels. The consent-centric enforcement is achieved using three complementary access
control approaches: OpenID Connect (OIDC), OAuth 2.0 and attribute-based access control
(ABAC).

2.1. Consent Model Types

Consent is a set of policies that enable individual users to choose what data they are willing to
permit their service providers to access and share [70]. In healthcare, consent allows patients to
affirm their participation in electronic health initiatives, including patient portals, personal health
records (PHRs), and health information exchanges (HIEs) [71]. The following are the different
consent types in use today: terms of service (ToS) opt-in/opt-out, cookie opt-in/opt-out, OAuth,
share and the medical consent directive.

The terms of service (ToS), also referred to as terms and conditions (TaC) and end-user
license agreement (EULA), are rules to which one must agree to use a service [72]. ToS can also
be merely a disclaimer, especially regarding the use of websites. Most users skip reading the ToS
because of its tiny font size, large document size and the technical language used, which makes it
difficult to understand. The user is given two options: “Agree” or “Decline.” Many web
applications do not offer a choice to users — either they accept the TaC, or they are not allowed to
access the service. The TaC are often too complex to understand, and they do not support different
levels and choices of access to personal data [72]. For these reasons, the TaC mechanism does not
meet many of the key characteristic requirements from Section 1.2, including that it be automated,
have a consumer-friendly mechanism and be scalable.

A cookie is a small file stored on a user’s computer designed to hold a small amount of
data specific to that user and a website. This allows the provider to deliver a page tailored to a
particular user by tracking his or her activities and to deliver targeted content such as news,
products and services [73]. Visitors to websites are given controls over whether cookies are set or
not, and they can either opt in or opt out. There are four categories of cookies: strictly necessary,
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performance, functionality and targeting/advertising [74]. Since the General Data Protection
Regulation (GDPR) came into force in May 2018, websites operating out of Europe have been
required to get user consent before storing cookies. Cookies are becoming an inconvenient way to
obtain user consent, as users are regularly interrupted by pop-up windows indicating cookies that
they must consent to [32]. Similar to ToS, cookie-based consent models do not meet many of the
key characteristic requirements from Section 1.2

An OAuth-based consent process allows patients to authorize external users and
applications to access private data such as demographics, imaging studies and observations.
OAuth 2.0 lacks a language such as the extensible access control markup language (XACML) to
define policies, which makes it difficult for organizations using it to manage patient’s privacy
rules. OAuth 2.0 defines permission in terms of scopes. If a user has many scopes, this may lead
to scope explosion (also known as token bloat) [75]. The original intent of OAuth 2.0 is to provide
a framework for delegated consent, which is a form of discretionary authorization but is different
from policy-driven, dynamic and fine-grained authorization [76]. OAuth 2.0 does not meet many
of the key characteristic requirements from Section 1.2, including dynamic authorization, choice,
flexibility and completeness.

The share feature allows a user to share a file with anyone by generating and sharing a link
to a file or folder stored online with a service provider such as Google Drive or Dropbox [77]. The
user can also configure privacy settings such as view, comment, edit and download [78]. Anyone
with the shared link can access the shared files. Some service providers, such as Google, allow
users to share files and folder with only specific users by using the recipients email addresses. The
Share option is limited in scope in terms of features, as users can apply permissions only at the
document level and not at the field level (e.g. I can share my Google document, but I am unable
to limit the sharing to a specific line or section within my Google document), thus the share option
does not meet the granularity (fine-grained access control at the field level) requirement.
Additionally, the Share consent model does not meet many of the other key characteristic
requirements from Section 1.2, including flexibility and separation of concerns.

The medical consent directive, which is usually paper based [29], allows patients to grant
or deny access to their personal health information (PHI) [79] for the purpose of care, operations
or payment. Patients can also grant or withhold consent for the purpose of research, public health,
quality control measures and marketing. Most consent directives that are offered at initial point of
care and enrollment are paper based, and there are no standard paper consent forms within a
jurisdiction [33]. Medical consent directives do not meet many of the key characteristic
requirements from Section 1.2, such as the requirement that it be consumer-friendly (e.g. as a
patient, I need to sign a consent directive every time I visit a hospital) and provide granularity (e.g.
as a patient, I am not able to limit access to my medical records at the document or the field level).

All these consent model types in use today make it difficult for patients to control who has
access to their medical records and to limit such access to a specific data set [34]. It is currently
technically challenging, if not impossible, for patients to express discrete privacy restrictions or
for modern HIEs to enforce any privacy restrictions that a patient might have expressed. This
thesis came up with an approach that explicitly embraces the patient in the consent granting process
and enabled consent to be expressed at the data field level.
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2.2. Access Control Approaches

An access control (AC) function is used to limit which principals (persons, processes and
machines) have access to which resources (files, directories, data stores and records) and what kind
of actions (write, read, delete, update, execute and share) principals can perform against the
resources through permissions assignment [80]. There are a variety of access control approaches
used today to protect healthcare resources that are based on the FHIR — namely OAuth 2.0, role-
based access control (RBAC), ABAC and relationship-based access control (ReBAC) [57, 81, 82].

Traditional access control approaches have been successfully applied in different
environments to solve various problems [83, 84]. To create a comprehensive pre-preservation
architecture that solves both the expression and enforcement problems for informed consent, we
combined three complementary frameworks. We used OIDC for authentication, OAuth2.0 for
delegated authorization and ABAC for policy management and policy enforcement. Clearly, there
are extensions to AC that have been proposed to solve a similar problem in healthcare [15, 82,
85,86], but those extensions either focus on consent expression or consent enforcement, but they
don’t focus on standardization, automation and integration. Because FHIR is the most recent in
the line of such standards [15], few have focused on FHIR as the backend standard for medical
resources [15].

2.2.1. OAuth 2.0

OAuth 2.0 is an open standard for delegated authorization that gives a process to third-party
applications to obtain access to a user’s resources on a resource server without the user having to
share their login credentials [87]. OAuth 2.0 is widely used for delegated authorization by
companies such as Facebook, Google, Twitter, Microsoft (MSN and Live), Instagram, Foursquare,
GitHub, Yammer, Meetup and LinkedIn [88, 89]. Figure 2.1 shows the standard OAuth workflow
[90].

Resource Owner

2. Authorize

Y

3. Authorize user

»
User agent (browser) i Authorization Server
'y 4. Return authorization code

1. Direct to authoriztion - Y
endpoint 5. Return authorization

code

6. Client credentials, authorization code,
and redirect URI

OAuth client app

A

7. Access token with optional refresh token

8. Access token

» Resource Server

Figure 2.1: OAuth 2.0 Workflow
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1. The OAuth client application (browser or mobile application) initiates the flow when it
directs the user agent (browser) of the resource owner to the authorization endpoint. The
OAuth client includes its client identifier, requested scope, local state and a redirection
URI. The authorization server sends the user agent back to the redirection URI after access
is granted or denied.

2. The resource owner provides an authorization token to send to the authorization server.

3. The authorization server authorizes the resource owner through the user agent and either
grants or denies the access request.

4. 1If the resource owner grants access, the OAuth client uses the redirection URI provided in

Step 1 to redirect the user back to the OAuth client. The redirection URI includes an

authorization code.

The user agent sends the authorization code back to the OAuth client.

6. The OAuth client requests an access token from the authorization server through the token
endpoint. The OAuth client authenticates with its client credentials and includes the
authorization code received in the previous step. For verification, the OAuth client includes
the redirection URI used to obtain the authorization code.

7. The authorization server validates the client credentials and the authorization code. The
server also ensures that the redirection URI received matches the URI used to redirect the
client. If the URI is valid, the authorization server responds with an access token.

8. Once the client app obtains an access token, it can use it to access the resource server.

N

The original intent of OAuth is to provide a framework for delegated consent, which is a
form of discretionary authorization that differs from policy-driven authentication [91]. OAuth 2.0
lacks a language such as XACML to define policies. Instead, it defines permission in terms of
scopes. If a user has many scopes, this may lead to scope explosion (also known as token bloat)
[75]. Token bloat occurs when a single user is a member of too many groups on an authorization
server and has too many scopes.

OAuth 2.0 is not an authentication protocol and does not provide single sign-on [92]. However,
OAuth protocol has been used within many authentication protocols, such as OIDC [89].

2.2.2. OpenlID Connect

OIDC is a lightweight authentication protocol developed under the OpenID Foundation working
group [93]. OIDC is based on the OAuth 2.0 family of specifications, and it uses a JavaScript
object notation (JSON) web token [89]. OIDC lets applications and site developers authenticate
users without their taking on the responsibility of storing and managing passwords [93]. In
addition to handling authentication, OIDC also obtains basic profile information about the end user
using the representational state transfer (REST) API. Figure 2.2 illustrates the OIDC workflow:
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Figure 2.2: OpenID Connect (OIDC) Workflow

1. The user or resource owner enters his or her OpenlD (e.g. example@gmail.com) or picks
an OpenlID provider from the list (e.g. Google).

2. The user is redirected to the discovered OpenlID provider (e.g. http:/www.gmail.com).

3. The user authenticates by entering his or her login credentials and approves (or consents
to) the attributes requested from the relaying party.

4. OIDC validates the user’s credentials.

5. The user is redirected to the relying party. A key known only to the OpenID provider and
the corresponding relying party is used to sign this response. Once the relying party
receives the response, it validates the signature.

6. Once the user access token is validated, the relying party forwards the user to his or her
services.

The C-ABAC model includes an end-to-end architecture for user consent as part of its
design. We used OIDC that relies on OAuth 2.0 protocols to authenticate the patient and to create
and manage his or her informed consent.

2.2.3. Role-Based Access Control (RBAC)

RBAC, Figure 2.3, is “used to regulate access to systems, resources or information based on the
roles of individuals within an organization” [94]. RBAC assigns permissions to roles, and users
are assigned roles. In RBAC, access control checks that the user has the needed permission by
checking the role before denying or allowing access to desired resources. RBAC suffers from the
same issue as OAuth 2.0: scope explosion. To handle different use cases, administrators create
many roles over time. Some of these roles may conflict with each other, which leads to a failure
in the separation of duties. Traditional RBAC is not able to specify authorization policies or
constraints that are sufficiently fine grained to be applied to an access control policy [95]. RBAC
does not take into consideration environmental conditions that are outside of the scope of
permission, such as the current time and location of the user.
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Figure 2.3 Overview of the RBAC Model [96]

2.2.4. Attribute-Based Access Control (ABAC)

ABAC is a promising alternative to traditional models of access control such as discretionary
access control (DAC), mandatory access control (MAC) and RBAC. However, ABAC adoption
is still in its infancy [35]. ABAC is an approach in which access rights are granted to users (e.g.
components, persons, devices and processes) via the use of policies that combine attributes [97,98].
These policies involve different types of attributes (e.g. component attributes, user attributes and
resource attributes). Time and space attributes are especially relevant when temporal and
geospatial access control policies are required [99]. While many research studies have investigated
the application of ABAC to existing problems and have attempted to formalize ABAC further, few
have sought to provide an in-depth summary of current efforts or detail the open problems present
in the area of ABAC research [Error! Bookmark not defined.].

ABAC would be beneficial in an HIE with many systems and many stakeholders. ABAC
removes the need for manual intervention when authorizing users for certain roles or security levels
and thus simplifies administration in complex systems with a large number of users while also
automating access control decisions for remote users from external systems [Error! Bookmark n
ot defined.].

As part of this thesis, we used ABAC to implement the informed consent enforcement
mechanism [100, 101, 102].

2.2.5. Relationship-Based Access Control (ReBAC)

ReBAC expresses authorization policy in terms of relationship between users (e.g. mother-child,
friend-friend, doctor-patient of employer-employee), and access control policies are expressed in
terms of these relationships [103]. Figure 2.4 illustrates an example of ReBAC applied to
healthcare:
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Figure 2.4: ReBAC Model

ReBAC is widely used in online social networks (OSNs) [104]. Traditional access control
such as DAC, MAC, RBAC and ABAC uses attributes or some type of user credentials such as
role, age or security label to evaluate access control authorization. ReBAC introduces the concept
of relationship as another attribute to define access control authorization. ReBAC has also been
applied to domains other than OSNs. For example, Rizvi et al. demonstrated that ReBAC can be
incorporated into a production scale medical records system to control access to patient medical
records based on relationships (e.g. my primary physician is allowed to access my medical records)
[82]. ReBAC can be merged into ABAC, as relationship is considered as an attribute within
ABAC. Rizvi et al. did not use the FHIR consent directive [105] and did not implement the
recommended FHIR security labels infrastructure [106] to enable the fine-grained access control
to resources that would enable patients to limit the amount of health data shared with others.

2.2.6. User Manager Access Control

The User Managed Access (UMA) framework is an OAuth-based protocol that enables users to
control access to their digital data, content and services [107]. UMA privacy principles and the
UMA framework are widely accepted and used by the privacy and security community [107, 86,
85, 108, 109, 89,110, 111]. We built the C-ABAC model on the top of the work that Maler
proposed. The design proposal for our C-ABAC model is evaluated against Maler’s optimistic
requirements and the key characteristic requirements from Section 1.2.

Since the UMA 2.0 profile was built using the OAuth framework [86], it suffers from the
same limitations as OAuth 2.0. Released in May 2017, HEART is a still new profile, and there is
little research and documentation on HEART [112]. The focus of UMA and HEART is primarily
on resource owners trying to protect individual resources. UMA does not make use of specific
resource attributes — for example, “Release all patient data to researcher A where patient-age >
40” — that would specify how policies should be defined to govern batch release of resources [15].
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2.2.7.

Automated Consent management Solution

Huynh et al. create a multi-layered access control model called SGAC (Solution de Gestion
Automatisée du Consentement / automated consent management solution) that manages patient
privacy wishes regarding access control to their medical records. SGAC implemented a conflict
resolution strategy to resolve conflicts between competing access policies [113].

Similar to C-ABAC, SGAC empowers patients to control access to their medical records.
However, SGAC does not meet the following key characteristic requirements from Section 1.2
that the C-ABAC meets.

2.2.8.

Interoperability: Interoperability enables health information systems to work together
across organization boundaries to advance patient care. The majority of health care IT
systems uses either HL7, DICOM or FHIR to enable interoperability. C-ABAC uses FHIR
as its data model for consent expression to meet the interoperability requirement. SGAC
did not implement any of the existing healthcare data standards to enable interoperability.
SGAC does not meet the ease of integration with EMR and HIE that are FHIR compliant.
Fine-grain access control: C-ABAC empowers patients to control access at any abstraction
level: at the record level and at the attribute level. SGAC implements an access control at
the record level, but not at the attribute level. SGAC does not implement the concept of
security labels to achieve a fine-grain access control at the filed level.

Codifiability: C-ABAC meets the codifiability requirement by implementing and using
security labels. EMR and HIE that are FHIR compliant are able to interpret and enforce
these security labels. SGAC does not implement and use any security labels. Without,
security labels, patient and organizations don’t have a common language to restrict access
to resources and attributes.

Separation of concerns: The C-ABAC model follows a microservice architecture and
meets the “convention over configuration” requirement. The C-ABAC model outlines
clearly the different components and the six microservices that make up the model. The
C-ABAC model achieves the separation of concerns and the services can scale up and
down to meet the performance requirements of HIEs. SGAC used XACML policy
language to convert patient consent directives into a set of XACML access policies, but
the authors did not specify in their paper what are the different components and services
that make up the SGAC model.

Health Information Protection and Associated Technologies

Health Information Protection and Associated Technologies, HIPAAT, is a commercial product
that enables health information exchanges to capture and enforce patient privacy. HIPAAT uses
OAuth 2.0 and thus lacks a language, such as XACML, to define policies. Also, there is no
indication that HIPAAT enables s patients to express informed consent at the data field level
[114]. Compared to HIPAAT, C-ABAC allows patients to express informed consent at any
abstraction level — from the record level to the data field level
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2.3. Policy Languages

The XACML is an OASIS standard that describes both a policy language and an access control
decision request/response language, both written in extensible markup language (XML). The
policy is used to describe general access control requirements. The request/response language lets
systems answer the question of whether an access request should be allowed or not using one of
four values: permit, deny, indeterminate or not applicable [115]. XACML data flow is defined in
[116] and illustrated in Figure 2.5:
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Figure 2.5: XACML Data Flow

The de facto format for XACML is XML. XML is extremely verbose and difficult to read
for humans. The XACML grammar is also a rich grammar. The combination of these two aspects
lead to an XML representation of XACML difficult to edit by hand [117]. The abbreviated
language for authorization (ALFA) is a domain-specific language for a high-level description of
XACML policies.