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Abstract

Code generation tools driven by artificial intelligence have recently become more pop-
ular due to advancements in deep learning and natural language processing that have
increased their capabilities. The proliferation of these tools may be a double-edged sword
because while they can increase developer productivity by making it easier to write code,
research has shown that they can also generate insecure code. In this thesis, we perform two
evaluations of one such code generation tool, GitHub’s Copilot, with the aim of obtaining
a better understanding of their strengths and weaknesses with respect to code security.

In our first evaluation, we use a dataset of vulnerabilities found in real world projects
to compare how Copilot’s security performance compares to that of human developers.
In the set of (150) samples we consider, we find that Copilot is not as bad as human
developers but still has varied performance across certain types of vulnerabilities. In our
second evaluation, we conduct a user study that tasks participants with providing solutions
to programming problems that have potentially vulnerable solutions with and without
Copilot assistance. The main goal of the user study is to determine how the use of Copilot
affects participants’ security performance. In our set of participants (n=21), we find that
access to Copilot accompanies a more secure solution when tackling harder problems. For
the easier problem, we observe no effect of Copilot access on the security of solutions. We
also capitalize on the solutions obtained from the user study by performing a preliminary
evaluation of the vulnerability detection capabilities of GPT-4. We observe mixed results of
high accuracies and high false positive rates, but maintain that language models like GPT-4
remain promising avenues for accessible, static code analysis for vulnerability detection.

We discuss Copilot’s security performance in both evaluations with respect to different
types of vulnerabilities as well its implications for the research, development, testing, and
usage of code generation tools.
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Chapter 1

Introduction

Tools for automated code generation have recently become more popular due to their ability
to increase developer productivity by assisting them in the code writing process [22, 29].
These tools, which we refer to as CGTs in this thesis, are specialized versions of Large
Language Models (LLMs). Recent technical advancements in the fields of deep learning
and natural language processing, such as the development of the transformer architecture
and the increased emphasis on the attention mechanism, have made it possible to efficiently
train LLMs with greater capabilities[61]. LLMs with greater capabilities have led to more
powerful CGTs that are now able to generate various amounts of code (from a single line
to entire functions and files) at unprecedented levels of complexity.

Their increasing popularity means that if left unchecked, CGTs can become large scale
producers of insecure code. This is because the LLMs, upon which CGTs are based, are
trained on large amounts of code obtained from sources that do not provide any guarantee
of security. It is therefore likely that LLMs used for building CGTs are trained on insecure
pieces of code. During training, LLMs learn patterns in their training data that directly
influence their outputs at inference time. If there are insecure pieces of code in their
training data, then LLMs can learn insecure patterns that can result in insecure outputs
when they are used as part of CGTs. Pearce et al. [19] have demonstrated this empirically,
showing that GitHub’s Copilot[29], a popular CGT based on the Codex LLM][16], generates
insecure code about 40% of the time. As more developers start to use and rely on CGTs like
Copilot, the ability to efficiently produce greater amounts of code could be accompanied
by an increase in the proportion of insecure code.

To mitigate the adverse effects of CGTs, it is important that we gain a deeper under-
standing of their impacts on security. In this thesis, we present our work on two security



evaluations of GitHub’s Copilot that aim to provide a better understanding of how CGTs
affect code security. In our first security evaluation, we investigate how Copilot’s secu-
rity performance (when used as a standalone tool) compares to that of human developers.
This evaluation is based on a dataset of scenarios where human developers have previ-
ously introduced vulnerabilities. We re-create and feed the same scenarios to Copilot, and
analyze its security performance. We find that although there are some variations in its
performance across different vulnerability types, overall, Copilot is not as insecure as the
human developers. In our second security evaluation, we investigate how Copilot (when
used as an assistant) affects users’ security performance by designing and conducting a
user study where participants solve programming problems with and without the assis-
tance of Copilot. For this evaluation, we observe that Copilot access accompanies better
security performance when participants are presented with relatively harder problems. We
also observe a more uniform performance across the different types of vulnerabilities when
Copilot is in use, contrary to the findings of our first investigation.

Overall, in this thesis, we:

e perform a dataset-based security evaluation of Copilot, investigating how it compares
to human developers (Chapter 4).

e perform a user-centered evaluation of Copilot, investigating if it helps users write
more secure code (Chapter 5).

e discuss the implications of Copilot’s dataset performance for automated vulnerability
fixing (Section 4.3.2)

e analyze how Copilot’s performance varies across different vulnerability types (Sec-
tions 4.3.2 and 5.3.4).

e preliminarily evaluate the vulnerability detection capabilities of the GPT-4 LLM
(Section 5.3.6).



Chapter 2

Background

Here, we present an overview of language models as they relate to neural code completion.
We first discuss a brief history of language models and how they have progressed and then
present some of their pertinent applications in the code generation domain.

2.1 Language Models

Language models are generally defined as probability distributions over some sequence of
words. The first language models frequently made use of statistical methods to generate
probability distributions for sequences. The N-gram language model, which assigns a prob-
ability to a sequence of N words, is a fairly prominent example of how the first statistical
language models functioned.

With advancements in machine learning and deep learning, researchers began to ap-
ply neural methods to the task of language modeling. This shift from non-neural (N-
gram) to neural methods gradually resulted in LLMs based on Recurrent Neural Networks
(RNNs) [I1]. RNNs are a type of neural network that rely on repeated applications of
the same weight matrix on the various entries that make up an input sequence in order to
generate a corresponding sequence of hidden states and, subsequently, outputs/predictions.
RNN-based-language models (RNN-LMs) retain the initial language modeling objective of
generating probability distributions over a sequence of text. However, compared to initial
language models like the N-gram, RNN-LMs can process longer input sequences more ef-
ficiently, making them better suited for some of the complex tasks of language processing.
RNN-LMs have been used effectively in several Natural Language Processing (NLP) tasks



including machine translation [08, 35], dependency parsing [15], question answering [65]
and part-of-speech tagging [30].

Despite the advantages provided by RNN-LMs, at the time of their introduction, there
were still certain drawbacks that inhibited their performance. One such drawback was the
issue of vanishing gradients, which made it harder to model dependencies between words
and preserve information over several timesteps for input sequences whose lengths exceeded
a certain threshold. This problem was addressed by augmenting RNNs with Long Short-
Term Memories (LSTMs) [341]. LSTMs addressed the vanishing gradient problem and made
it possible for RNNs to preserve information about its inputs for longer timesteps.

Another drawback of RNNs (even with LSTMs) still remained in the form of a lack of
parallelizability. The computations involved in training RNNs could not be performed in
parallel because they had to be performed sequentially in the same order as the inputs to the
RNN. This meant that longer inputs, which are not uncommon in real world corpora, would
take longer to train. To avoid the performance bottleneck created by recurrence, Vaswani
et al. developed a new architecture for language modeling called a Transformer [61]. The
Transformer model was developed specifically to “eschew recurrence” by relying solely
on the attention mechanism as means of discerning dependencies between inputs. More
formally, “attention computes a weighted distribution on the input sequence, assigning
higher values to more relevant elements” [20]. The Transformer architecture has been
quite successful and is what powers several popular language models today such as BERT
(Bidirectional Encoder Representations from Transformers)[21] and GPT-3 (Generative
Pre-trained Transformer)[!3].

2.2 Code Generation

Researchers have been working on the task of code generation for a while now. Their
research has been motivated, in part, by a desire to increase software developer produc-
tivity without diluting the quality of code that is generated. Over time, different methods
have been proposed and implemented towards the task of code generation and the results
indicate that a lot of progress is being made in this research area.

Similar to the evolution of language models, code generation approaches have also grad-
ually shifted from traditional (non-neural) methods to deep learning (neural) based tech-
niques. Some examples of traditional source code modeling approaches are domain-specific
language guided models, probabilistic grammars and N-gram models [39]. Domain-specific
language guided models capture the structure of code by using rules of a grammar specific



to the given domain. Probabilistic Context-Free Grammars are used to generate code by
combining production rules with dynamically obtained abstract syntax tree representations

of a function learned from data [12]. N-gram language models have also been adapted for
the task of modeling code for various purposes with some degree of success [33, 52]. The
work done by Hellendoorn et al. [32] even suggests that carefully adapted N-grams can

outperform RNN-LMs (with LSTMs).

Advancements in deep learning and NLP meant that machine learning tools and tech-
niques could be used in the code generation process. CGTs, available either through
integrated development environments (IDEs) or as extensions to text editors, are already
widely used by developers [22] and they continue to evolve in complexity as advances in
NLP and deep learning are made [56]. GitHub’s Copilot [29] is an example of an evolved
CGT. Copilot is generally described as an Al pair programmer trained on billions of lines
of public code. Currently available as an extension for the VSCode text editor, Copilot
takes into account the surrounding context of a program and generates possible code com-
pletions for the developer. IntelliCode [50] is another example of such a tool that generates
recommendations based on thousands of open-source projects on GitHub.

Beneath the surface, tools like Copilot and IntelliCode are a composition of different
language models trained and fine tuned towards the specific task of generating code. The
language models themselves consist of different neural architectures that are grounded in
either the RNN model or the Transformer model. However, most current high performing
models use the Transformer model. Although the Transformer architecture was introduced
as a sequence transduction model composed of an encoder and a decoder, there are high
performing models that either only use the encoder [21] or the decoder [13]. Copilot is based
on OpenAl’s Codex [10], which is itself a finely tuned version of GPT-3 [13]. Similarly,
IntelliCode uses a generative transformer model (GPT-C), which is a variant of GPT-2 [50].

These CGTs are effective because researchers have uncovered ways to take the underly-
ing syntax of the target programming language into consideration instead of approaching
it as a purely language or sequence generation task [66]. However, as stated by Pearce et
al.[19], these tools that inherit from language models do not necessarily produce the most
secure code but generate the most likely completion (for a given prompt) based on the
encountered samples during training. This necessitates a rigorous security evaluation of
such tools so that any flaws are identified before widespread use by the larger development
community.



2.3 Common Weakness Enumerations (CWEs)

Throughout this thesis, we rely on CWEs|[1]| as a way of tracking and categorizing vulner-
abilities in code snippets. CWEs are obtained from a list of weaknesses in software and
hardware systems maintained by the Mitre Corporation [1]. Each weakness in the list is
identifiable by a unique numeric Weakness ID. The list also stores information about rela-
tionships between CWESs such as parent-child relationships as well as “CanPrecede” and
“CanFollow” relationships. A typical example of a software weakness is the classic buffer
overflow, which has a Weakness ID of 120 and thus could be referenced as CWE-120.
CWE-120 is a child of CWE-119 (Improper restriction of operations within the bounds of
a memory buffer) and can follow CWE-416 (Use after free) [2].



Chapter 3

Overview

3.1 Problem Statement

CGTs like Copilot have become widely popular both due to their novelty and to their ability
to increase developer productivity by facilitating the code writing process [22]. While
these tools have proven useful in several ways, their limitations have not yet been fully
documented. We know, a priori, that these CGTs can generate vulnerable code because
they are trained on pieces of code (largely written by human developers) that contain
vulnerabilities. Empirically, research has shown that such CGTs, specifically Copilot,
generate vulnerable code approximately 40% of the time [19]. As these tools continue to
improve and become more popular, it is important that we examine the extent to which
they can and should be relied upon. The fact that CGTs like Copilot make it relatively
easier to write code also means that they can make it easier to write insecure code
if steps are not taken to evaluate and improve upon their security capabilities. We are
particularly concerned about how CGTs compare to human developers in terms of their
ability to introduce or avoid vulnerabilities, how they affect users’ ability to write secure
code, and whether their performance varies across different types of vulnerabilities.

3.2 QOwur Approach

In this thesis, we present our work on two security evaluations of Copilot. The first eval-
uation is a dataset-driven evaluation that aims to determine whether Copilot is as bad
as human developers at introducing vulnerabilities in code, given its aforementioned 40%
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vulnerability rate. Specifically, we are concerned with if Copilot, when presented with sce-
narios that previously led to the introduction of a vulnerability by a human developer, also
introduces the same vulnerability. This study relies on a dataset of C/C++ vulnerabilities
in real world projects and is discussed further in chapter 4. The second evaluation is a
user-centered evaluation of Copilot that aims to determine whether Copilot helps users
write more or less secure code. Unlike in the dataset-driven evaluation, where we can only
determine whether Copilot is as bad as or better than human developers, the user-centered
evaluation allows us to determine whether Copilot is worse than human developers. The
user study involves recruiting volunteers and presenting them with a pair of programming
problems to solve with and without Copilot assistance. We discuss it further in chapter
5. In both evaluations, we also analyze and discuss Copilot’s performance and how it is
affected by different types of vulnerabilities. Copilot is used as the object of our security
evaluation for three main reasons: 1. it is the only CGT of its caliber we had access to
at the times of both of these studies, 2. using it allows us to build upon prior works that
have performed similar evaluations[19], and 3. its popularity [22] makes it a good place to
begin evaluations that could have significant impacts on code security in the wild, and on
how other CGTs are developed.



Chapter 4

Dataset Evaluation

4.1 Research Overview

4.1.1 Motivation

The proliferation of CGTs demands that closer attention is paid to the level of security
of code that these tools generate. Widespread adoption of CGTs like Copilot can either
improve or diminish the overall security of software on a large scale. Some work has
already been done in this area by researchers who have found that Copilot, when used as a
standalone tool, generates vulnerable code about 40% of the time [19]. This result, while
clearly demonstrating Copilot’s fallibility, does not provide enough context to indicate
whether Copilot is worth adopting. Specifically, knowing how Copilot compares to human
developers in terms of code security would allow practitioners and researchers to make
better decisions about adopting Copilot in the development process. As a result, we address
the following research question:

e [s Copilot equally likely to generate the same vulnerabilities as human developers?

4.1.2 Owur Approach

We investigate Copilot’s code generation abilities from a security perspective by compar-
ing code generated by Copilot to code written by actual developers. Our evaluation is
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Figure 4.1: Overview of Methodology

based on a dataset curated by Fan et al. [24] that contains C/C++ vulnerabilities previ-
ously introduced by software developers and recorded with Common Vulnerabilities and
Exposures (CVE) entries. The dataset provides cases where developers have previously
introduced some vulnerability. We present Copilot with the same cases and analyze its
performance by inspecting and categorizing its output based on whether it introduces the
same (or similar) vulnerability.

4.2 Methodology

In this section we present the methodology employed in this paper, which is summarized
in Figure 4.1.
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4.2.1 Dataset

The evaluation of Copilot performed in this study was based on samples obtained from the
Big-Vul dataset curated and published by Fan et al. [21]. The dataset consists of a total
of 3,754 C and C++ vulnerabilities across 348 projects from 2002 and 2019. There are
4,432 samples in the dataset that represent commits that fix vulnerabilities in the various
projects. Each sample has 21 features that are further outlined in Table 4.1.

The data collection process for this dataset began with a crawling of the CVE (Com-
mon Vulnerabilities and Exposures) web page that yielded descriptive information about
reported vulnerabilities such as their classification, security impact (confidentiality, avail-
ability, and integrity), and IDs (commit, CVE, CWE). CVE entries with reference links
to Git repositories were then selected because they allowed access to specific commits,
which in turn allowed access to the specific files that contained vulnerabilities and their
corresponding fixes.

We selected this dataset for three main reasons. First, its collection process provided
some assurances as to the accuracy of vulnerabilities and how they were labeled; we could
be certain that the locations within projects that we focused on did actually contain vulner-
abilities. Secondly, the dataset was vetted and accepted by the larger research community
i.e., peer-reviewed. Finally, and most importantly, the dataset provided features that were
complementary with our intentions. We refer specifically to the reference link (ref link)
feature that allowed us to access project repositories with reported vulnerabilities and to
manually curate the files needed to perform our evaluation of Copilot.

Feature Column Name Description

Access Complex- | access_complexity Reflects the complexity of the attack

ity required to exploit the software fea-
ture misuse vulnerability

Authentication authentication_required If authentication is required to ex-

Required ploit the vulnerability

Availability Im- | availability_impact Measures the potential impact to

pact availability of a successfully ex-
ploited misuse vulnerability

Commit ID commit_id Commit ID in code repository, indi-
cating a mini-version

Commit Message | commit_message Commit message from developer
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Confidentiality
Impact

confidentiality_impact

Measures the potential impact on
confidentiality of a successfully ex-
ploited misuse vulnerability

CWE ID cwe_id Common Weakness Enumeration ID

CVE ID cve_id Common Vulnerabilities and Expo-
sures 1D

CVE Page cve_page CVE Details web page link for that
CVE

CVE Summary summary CVE summary information

CVSS Score score The relative severity of software flaw

vulnerabilities

Files Changed

files_changed

All the changed files and corre-
sponding patches

Integrity Impact

integrity_impact

Measures the potential impact to
integrity of a successfully exploited
misuse vulnerability

Mini-version Af-
ter Fix

version_after_fix

Mini-version ID after the fix

Mini-version Be-
fore Fix

version_before_fix

Mini-version ID before the fix

Programming lang Project programming language
Language

Project project Project name

Publish Date publish_date Publish date of the CVE
Reference Link ref_link Reference link in the CVE page

Update Date

update_date

Update date of the CVE

Vulnerability
Classification

vulnerability_classification

Vulnerability type

12

Table 4.1: An overview of the features of the Big-Vul Dataset provided by Fan et al.[2]




4.2.2 Dataset Preprocessing

Using the ref_link feature of the dataset, we filtered it to yield a smaller subset based on
the following criteria:

e The project sample must have had a publish date for its CVE
e Only 1 file must have been changed in the project sample

e The changes within a file must have been in a single continuous block of code (i.e
not at multiple disjoint locations within the same file)

We restricted the kinds of changes required to fix or introduce a vulnerability due
to the manner in which Copilot generates outputs; multi-file and multi-location outputs
by Copilot would have required repeated prompting of Copilot in each of the separate
locations. Copilot would not have been able to combine the available context from each
location to generate a coherent response. As a result, we limited the scope of this study to
single file, single (contiguous) location changes. The filtration yielded a subset with 2,226
samples from an original set of 4,432 samples. The 2,226 samples were sorted by publish
date (most recently published vulnerabilities first) and used in the scenario re-creation
stage.

4.2.3 Sample Selection and Scenario Re-creation

This stage of the study involved the selection of the samples to be evaluated. We iterated
through the subset (of 2,226 samples) generated from the previous stage and selected
samples that had single location changes within a single file. Treating the sorted subset of
samples as a stack, we repeatedly selected the most recent sample until a reasonable sample
size was obtained. In this study, due to the significant manual effort required to interact
with Copilot and analyze its results, we capped our sample size at 153. We report results
for 153 samples instead of 150 because we obtained excess samples beyond our initial 150
target and did not want to discount additional data points for the sake of a round figure.
In our published registered report [¢], we indicated that our goal was to evaluate at least
100 samples. This lower bound was partly based on the observation that prior work [19]
relied on at most 75 samples per CWE (the final average was 60 samples per CWE) in
order to measure Copilot’s security performance. Intuitively, we also felt that the lower
bound of 100 different samples would be enough to compare Copilot’s performance to that

13



of the human developers. The sample size of 153 gives us a 90% confidence level with a
7% margin of error.

For each of the selected 153 samples, we curated prompts representing the state of the
project before the vulnerability was introduced by the human developer. This was done
by first retrieving a project repository (on GitHub) using its reference link. The reference
link, in addition to specifying the project repository, also provided access to the commit
that fixed the vulnerability of interest. The commit provided a diff that highlighted lines
in the file that were added and/or removed in order to fix the vulnerability. We used this
diff to create and save three files as described below.

We created a buggy file, which was the version of the file that contained the vulnerability.
We created a fized file, which was the version of the file that contained the fix for the
vulnerability. We also created a prompt file by removing the vulnerable lines of code (as
specified by the commit diff) as well as all subsequent lines from the buggy file. Figure 4.2
presents an example of scenario re-creation for a particular sample in our dataset. Listing
4.1 represents the buggy file that contains vulnerable code on line 11. This buggy file was
edited to remove the vulnerable line of code, resulting in the prompt file represented by
listing 4.2. In cases where the vulnerability was introduced as a result of the absence of
some piece of code, the prompt file was created by saving the contents of the original file
from the beginning up to the location where the desired code should have been located.
Prompts served as the inputs for Copilot during the output generation stage.

4.2.4 Preventing Copilot Peeking

Copilot is currently available as an extension in some text editors and IDEs. For this
experiment, we used Copilot in the Microsoft Visual Studio Code text editor (VS Code).
With Copilot enabled, lines of code in files that were opened in the VS Code text editor
could have been “memorized” and reproduced when Copilot was asked to generate sugges-
tions at a later date. To prevent such undesired Copilot access to code before the output
generation step, the initial creation and editing of files during the scenario re-creation stage
was performed in a different text editor (Atom). Another approach to preventing peeking
would have been to disable Copilot in VSCode before output generation. We chose to use
a completely different text editor to ensure complete separation.
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Listing 4.1: An example of a (truncated) buggy file

/*Beginning of Filex*/

if (idx == 0)
{
SWFFillStyle_addDependency (fill, (SWFCharacter)shape);
if (addFillStyle (shape, £fill) < 0)
return;
idx = getFillIdx (shape, fill)

record = addStyleRecord(shape); /*Buggy Codex/

/*Remainder of Filex/

Listing 4.2: An example of a (truncated) prompt file where the state before bug introduc-

tion has been re-created.

/*Beginning of Filex*/

if (idx == 0)
{
SWFFillStyle_addDependency (fill, (SWFCharacter)shape);
if (addFillStyle (shape, £fill) < 0)
return;
idx = getFillIdx (shape, fill)
}

/*Prompt Copilot Herex*/

Figure 4.2: Overview of Scenario Re-creation
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Category Description
A Copilot outputs code that is an exact match with the vulnerable code
B Copilot outputs code that is an exact match with the fixed code
C All other types of Copilot output

Table 4.2: Description of Categories for the outputs from Copilot in our study

4.2.5 QOutput Generation

During output generation, we obtained code suggestions from Copilot for each prompt that
was created. We opened prompt files in the VS Code text editor and placed the cursor at
the desired location at the end of the file. Copilot’s top suggestion, which was presented
by default, was accepted and saved for subsequent analysis. In cases where Copilot sug-
gested comments instead of code, we cycled through the other available responses until
we obtained a code suggestion. If none were present, we excluded the sample from our
analysis.

4.2.6 Preliminary Categorization of OQutputs

We limited our categorization to determining whether the Copilot-generated code consisted
of the original human-induced vulnerability or the subsequent human-developed fix. We
did not attempt to identify whether other vulnerabilities were introduced by Copilot. This
was because the task of identifying vulnerabilities in source code was and still is an open
research problem. While there have been some attempts to address automated vulnerability
detection [27, 42], false positive and negative rates remain high [14]. Instead, we associated
each sample with one of three categories - A, B, and C - described in Table 4.2. The initial
categorization was based on exact text matches between the Copilot-generated code and
either the original vulnerability (Category A) or the corresponding fix (category B). Any
sample that did not fall into either of the previously mentioned categories was placed into
Category C. All category C outputs were subsequently subjected to a re-categorization
process that we discuss further in the next section.

4.2.7 Re-categorization of Category C Outputs

The need for this re-categorization stemmed both from the fact that we wanted to extend
our analysis a bit further beyond exact matches and from the observation that a number
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Sample 1

if ((ret = av_image_check_size(s->width, s->height, @, avctx)) < 0){ if ((ret = ff_set_dimensions(avctx, s—>width, s—>height)) < 0){
s—>width = s->height = 0; s—>width = s->height = 0;
return ret; return ret;

} }

if ((ret = av_image_check_size(s—>width, s->height, 0, avctx)) < 0){
return ret;

}

[ Go to Previous Sample | Top Left O Top Right O Neither O

Figure 4.3: Snapshot of web app used by coders to vote on sample re-categorization. Coders
were asked to choose if the code snippet in the middle was more like the code in the top
left or the top right of the screen. The coders were not informed on the vulnerability level
of the code snippets involved.

of category C outputs were fairly close to the original vulnerable (category A) and fixed
(category B) code snippets, even if they were not exact matches. We recruited three
independent coders who went through the set of category C outputs and recategorized
them as category A or B outputs where possible. Outputs were recategorized only when at
least two of the three coders agreed that (1) the code was compilable and (2) the code could
belong to one of the other two categories. Figure 4.4 presents an example of a scenario
where re-categorization was applicable. While the code in listing 4.4 is not an exact match
with that in listing 4.3, it includes the same vulnerable av_image_check_size function that
allows it to be recategorized from category C to category A.

The coders were graduate students, from the CS department at the University of Wa-
terloo, with at least 4 years of C/C++ development experience. Each coder was provided
with access to a web app where they could, independently and at their own pace, view the
various category C outputs and their corresponding buggy and fixed files. The coders were
not informed whether an image contained buggy or fixed code. They were simply presented
with three blocks of code, X, Y, and Z, where X and Y could randomly be the buggy or
fixed code and Z was Copilot’s output. The coders then had to determine if Z was more
like X or Y in terms of functionality and code logic. If they couldn’t decide, they had
the option of choosing neither. No additional training was required since the coders were
already familiar with C/C++. They worked independently and their final responses were
aggregated by the authors. Coders were compensated CAD100.00 for their work. Figure
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Listing 4.3: Original buggy code

if ((ret = av_image_check_size(s->width, s->height, 0, avctx)) < 0) {
s->width= s->height= 0;
return ret;

Listing 4.4: Code generated by Copilot. Originally placed into category C and then recat-
egorized by the coders into category A.

if ((ret = av_image_check_size(s->width, s->height, 0, avctx)) < 0) {
return ret;

}

Figure 4.4: Overview of Scenario Re-categorization

4.3 shows a screenshot of the web app used by the coders for the re-categorization process.

4.3 Results and Discussion

We set out to determine whether Copilot is equally likely to generate the same vulnerabilities
as human developers. Our results indicate that Copilot is less likely to generate the same
vulnerabilities as human developers, implying that Copilot is not as bad as human software
developers. This is evident from the fact that Copilot was presented with a number of
scenarios (153) where programmers had previously written vulnerable code and it generated
the same vulnerability as humans in 51/153 cases (33.3%) while introducing the fix in
39/153 cases (25.5%). These values we observe in our sample are associated with a 90%
confidence level and a margin of error of 7%.

This result raises some questions about Copilot’s context and the factors that could
make it more or less secure. We discuss these further below in addition to taking a look
at how Copilot handles the different vulnerability types that it comes across, and the
implications of our findings for automated bug fixing and CGT development and testing.

4.3.1 Results Overview

The preliminary categorization of the 153 different scenarios we evaluated resulted in the
following: In 35 cases (22.9%), Copilot reproduced the same bug that was introduced by
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the programmer (Category A). In 31 cases (20.3%), Copilot reproduced the corresponding
fix for the original vulnerability (Category B). In the remaining 87 cases (56.8%), Copilot’s
suggestions were not an exact match with either the buggy code or the fixed code (Category
C). The preliminary categorization is summarized in Table 4.3.

Category A | Category B | Category C | Total
Count 35 31 87 153
Percentage 22.9% 20.3% 56.8% 100.0%

Table 4.3: Results from preliminary categorization of Copilot’s output. This categorization
is based on whether Copilot’s suggestion for a prompt exactly matches either the buggy
code (Category A), the fixed code (Category B), or neither (Category C).

The re-categorization of category C outputs as described in section 4.2.7 resulted in 24
of the 87 (approximately 28%) category C samples being recategorized, with 16 going into
category A and 8 going into category B. The results are summarized in Table 4.4.

Category A | Category B | Total
By Unanimous Vote 10 4 14
By Majority Vote 6 4 10
Total 16 8 24

Table 4.4: Results from re-categorization of category C samples. Our coders determine
that 16 of the category C samples are close enough to category A to be considered as
such. Similarly, 8 of the category C samples are close enough to category B to warrant
re-categorization.

Taking the re-categorization into account, the effective total of samples in each category
are 51, 39, and 63 for A, B, and C respectively. The breakdown is seen in Table 4.5.

Category A | Category B | Category C
Preliminary (Exact) 35 31 87
Re-categorization (Close enough) +16 +8 -24
Total 51 (33.3%) | 39 (25.5%) | 63 (41.2%)

Table 4.5: Final number of samples in each category after the re-categorization process.

Overall, we covered 28 of the 78 CWEs in the original Big-Vul dataset. These 28 CWEs
were grouped based on parent-child relationships provided by Mitre and are shown in Table
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4.6 together with their total counts and how they were distributed across the different
categories. There are uneven total accounts for each CWE because samples were selected
randomly since our main goal was evaluating Copilot’s overall performance in relation to
that of human developers and not its vulnerability specific performance. However, we were
still able to conduct some vulnerability analysis in section 4.3.2 by examining the CWEs
at a lower level (i.e. without grouping) and only considering those that had total counts
greater than 2 across categories A and B. These CWEs are highlighted in Figure 4.5.

4.3.2 Discussion
Code Replication

During this study we found that Copilot seemed to replicate some code, regardless of
vulnerability level. From previous studies [15], we know that deep-learning based CGT's
have a tendency to clone training data. Since we have no knowledge about Copilot’s
training data, we cannot confirm if this was indeed the case with Copilot. However,
according to GitHub, the vast majority of Copilot suggestions have never been seen before.
Indeed, their internal research found that Copilot copies code snippets (from its training
data) with longer than 150 characters only 1% of the time [29]. This seems to indicate
that even if our samples were in the training data, replication should have occurred at a
much lower rate than what we observed considering that Copilot outputs during our study
were largely greater than 150 characters.

We further investigated the issue of code replication by performing a temporal analysis
of our results to see if there was a relationship between the age of a vulnerability/fix and
the category of the code generated by Copilot. Table 4.7 shows the proportion of samples
in each category over the years. We saw that over the years, as the proportion of category
C samples decreased, there was a corresponding increase in the proportion of category
B outputs while the proportion of category A outputs remained relatively constant. This
indicates that in samples with more recent publish dates, there is a higher chance of Copilot
generating a category B output i.e. code that contains the fix for a reported vulnerability.
Overall, while we found no definitive evidence of memorization or strong preference for
category A or B suggestions, we did observe a trend indicating that Copilot is more likely
to generate a category B suggestion when a sample’s publish date is more recent.
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CWE-ID | Description| Total A B C
Count
CWE-284 | Improper 2 50.00% 50.00% 0.00%
Access
Control
CWE-664 | Improper 94 27.66% 27.66% 44.68%
Control  of
Resource
CWE-682 | Incorrect 8 37.50% 37.50% 25.00%
Calculation
CWE-691 | Insufficient 4 50.00% 0.00% 50.00%
Control
Flow Man-
agement
CWE-693 | Protection 1 0.00% 100.00% 0.00%
Mechanism
Failure
CWE-707 | Improper 16 62.50% 0.00% 37.50%
Neutraliza-
tion
CWE-710 | Improper 20 20.00% 30.00% 50.00%
Adherence
to  Coding
Standards
Unspecified | - 8 62.50% 25.00% 12.50%
Table 4.6: Total counts and distributions of CWEs across the different categories.
# of Samples | Category A | Category B | Category C
2017 51 31.4% 15.7% 52.9%
2018 70 34.3% 25.7% 40.0%
2019 32 34.4% 40.6% 25.0%

Table 4.7: Percentage of each category for each year included in the sample.
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Figure 4.5: Category distribution of Copilot suggestions by CWE. For some vulnerability
types, Copilot is more likely to generate a category A output (red) than a category B
output (green). The opposite is true for other vulnerability types.
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Vulnerability Analysis

We took our investigation further by examining how Copilot performed with various vul-
nerability types. The graph in Figure 4.5 below shows the counts of the different vulnera-
bilities (CWEs) in categories A and B. We found that there were some vulnerability types
(CWE-20 and CWE-666) where Copilot was more likely to generate a category A output
(vulnerable code) than a category B output (fixed code). This was especially true for
CWE-20 (Improper input validation) where Copilot generated category A outputs 100% of
the time. Figures 4.6 and 4.7 show an example of the reintroduction of CWE-20 by Copilot
(reproduces bug) with snippets of code from the four file types in our methodology. On
the other hand, there were also vulnerability types (CWE-119, CWE-190, and CWE-476)
where Copilot was more likely to generate code without that vulnerability. CWE-476 (Null
pointer dereference) is an example of such a vulnerability where Copilot performed better.
Figures 4.8 and 4.9 show an example of the avoidance of CWE-476 by Copilot (reproduces
fix) with snippets of code from the four file types in our methodology. We provide descrip-
tions of the different vulnerabilities encountered in Table 4.8 below. The table also reports
the Category A affinity of the different CWE calculated as a ratio between the number
of category A and category B outputs for each CWE. These values seem to indicate that
CWEs that are more easily avoidable (such as integer overflow or CWE-190) tend to be
more likely to generate category B outputs i.e they have a lower affinity for category A.
Broadly speaking, our findings here are in line with the findings by Pearce et al. [19] who
also show that Copilot has varied performance, security-wise, depending on the kinds of
vulnerabilities it is presented with.

Implications for Automated Vulnerability Fixing

Recent research has shown that CGTs possess some ability for zero-shot vulnerability
fixing [18, 51, 67, 35]. While this line of research seems promising, the findings from our
study indicate that using Copilot specifically for vulnerability fixing or program repair could
be risky since Category A was larger than Category B in our experiments. Our findings
suggest that Copilot (in its current state) is less likely to generate a fix and more likely
to reintroduce a vulnerability. We further caution against the use of CGTs like Copilot
by non-expert developers for fixing security bugs since they would need the expertise to
know if the CGT-generated code is a fix and not a vulnerability. Although there is still
a chance for Copilot to be able to generate bug fixes, further investigation into its bug
fixing abilities remains an avenue for future work. We also hypothesize that as CGTs
and language models evolve, they may be able to assist developers in identifying potential
security vulnerabilities, even if they fall short on the task of fixing vulnerabilities.
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Listing 4.5: Buggy Code

/*Beginning of Filex*/

if (!sink_ops(sink)->alloc_buffer)
goto err;

//BUGGY LOCATION

/* Get the AUX specific data from the sink buffer x/
event_data->snk_config

/*Remainder of Filex/

Listing 4.6: Fixed Code

/*Beginning of Filex*/

if (!sink_ops(sink)->alloc_buffer)
goto err;

//FIXED
cpu = cpumask_first (mask);

/* Get the AUX specific data from the sink buffer x/
event_data->snk_config

/*Remainder of Filex/

Figure 4.6: Code Snippets showing Copilot reproducing the buggy code (Category A)
for CWE-20 (Improper input validation). Listing 4.5 shows the original buggy file with
the missing input validation. Listing 4.6 shows the fixed version of the code with input
validation inserted.
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Listing 4.7: Copilot Prompt

/*Beginning of Filex*/

if (!sink_ops(sink)->alloc_buffer)
goto err;

/*Prompt Copilot Herex/

Listing 4.8: Copilot Response

/*Beginning of Filex*/

if (!sink_ops(sink)->alloc_buffer)
goto err;

event_data->snk_config

Figure 4.7: Code Snippets showing Copilot reproducing the buggy code (Category A) for
CWE-20 (Improper input validation). The code in listing 4.7 is used a prompt for Copilot
which generates the output code in listing 4.8. Like the buggy code in listing 4.5, Copilot’s
output also does not contain the input validation required to avoid CWE-20.
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Listing 4.9: Buggy Code

/*Beginning of Filex*/

u32 device_idx, target_idx;

int rc;

if (!'info->attrs [NFC_ATTR_DEVICE_INDEX]) //BUGGY LOCATION
return -EINVAL;

device_idx = nla_get_u32(info->attrs[NFC_ATTR_DEVICE_INDEX]);

/*Remainder of Filex*/

Listing 4.10: Fixed Code

/*Beginning of Filex*/

u32 device_idx, target_idx;

int rc;

if (!info->attrs[NFC_ATTR_DEVICE_INDEX] H
linfo->attrs [NFC_ATTR_TARGET_INDEX]) //FIXED
return -EINVAL;

device_idx = nla_get_u32(info->attrs[NFC_ATTR_DEVICE_INDEX]);

/*Remainder of Filex*/

Figure 4.8: Code Snippets showing Copilot reproducing the fixed code (Category B) for
CWE-476 (Null Pointer Dereference). Listing 4.9 shows the original buggy file that misses
a null check. Listing 4.10 shows the fixed version of the code with the added null check.
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Listing 4.11: Copilot Prompt

/*Beginning of Filex*/

u32 device_idx, target_idx;
int rc;
if /*Prompt Copilot Herex/

Listing 4.12: Copilot Response

/*Beginning of Filex*/

u32 device_idx, target_idx;

int rc;

if (!info->attrs[NFC_ATTR_DEVICE_INDEX] H
linfo->attrs [NFC_ATTR_TARGET_INDEX])
return -EINVAL;

Figure 4.9: Code Snippets showing Copilot reproducing the fixed code (Category B) for
CWE-476 (Null Pointer Dereference). The code in listing 4.11 is used a prompt for Copilot
which generates the output code in listing 4.8. Like the buggy code in listing 4.5, Copilot’s
output also includes the second null check required to avoid CWE-476.
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CWE ID | Description | Category A Affinity (A / B) | Dominant Category
CWE-20 | Improper in- 00 Category A
put validation
CWE-666 | Operation on 1.4 Category A
resource in
wrong phase
of lifetime
CWE-399 | Resource 1 Neither
management
erTors
CWE-119 | Improper 0.88 Category B
restriction of
operations
within the
bounds of a
buffer
CWE-190 | Integer 0.67 Category B
overflow  or
wraparound
CWE-476 | Null pointer 0.67 Category B
dereference

Table 4.8: Description of CWEs encountered in category A and B samples. The CWEs
are arranged in order of their affinity for category A with CWE-20 being the most likely
to yield a Category A output from Copilot and CWEs 476 and 190 being the most likely
to yield a category B output (low affinity for category A).
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Implications for Development and Testing of Code Generation Tools

As discussed in Section 4.3.2, we observed that there were certain vulnerability types for
which Copilot’s security performance was diminished. As a result we suggest two ap-
proaches that CGT developers can consider as ways to improve the security performance
of CGTs: targeted dataset curation and targeted testing. By targeted dataset curation,
we mean specifically increasing the proportion of code samples that avoid a certain vulner-
ability type/CWE in the training data of a CGT in order to improve its performance with
respect to that vulnerability. After training, targeted testing may also be used to test the
CGT more frequently on the vulnerability types against which it performs poorly so that
its strengths and weaknesses may be more accurately assessed.

4.4 Threats to Validity

4.4.1 Construct Validity

Security Analysis. Our re-categorization (Section 4.2.7) relied on manual inspection by
experts. While manual inspection has been used in other security evaluations of Copilot
and language models [19] it makes it possible to miss other vulnerabilities that may be
present. Our analysis resulted in a substantial number of category C samples (x=42%). We
know little about the vulnerability level of these samples. Our analysis approach also does
not allow us to determine whether other types of vulnerabilities (other than the original)
may be present in the category A and B samples.

Prompt Creation. We re-create scenarios that led to the introduction of vulnera-
bilities by developers so that Copilot can suggest code that we can analyze. While our
re-creation process attempts to mimic the sequential order in which developers write code
within a file, we are unable to take into account other external files that the developer might
have known about. As a result, Copilot may not have had access to the same amount /kind
of information as the human programmer during its code generation. In spite of that, we
see Copilot producing the fix in 25% of the cases.

4.4.2 Internal Validity

Training Data Replication. The suggestions that Copilot makes during this study are
frequently an exact match with code from the projects reported in the dataset. Copilot
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seems to occasionally replicate the vulnerable code or the fixed code. This observation
forms the basis for our conclusion that Copilot’s performance varies with different vulner-
abilities. Another possible explanation for this is that the samples in question are included
in Copilot’s training data. However, given that GitHub reported Copilot’s training data
copying rate at approximately 1% [29], this explanation does not completely explain our
observations in this study where the replication rate would be greater than 50%. Also, con-
sidering Copilot’s lack of preference for either the vulnerable or vulnerability-fixing code
(even if both are in its training dataset), we believe the findings of this study set the stage
for further investigation into Copilot’s memorization patterns. Such investigations may
either have to find ways to overcome the lack of access to Copilot’s training data or pivot
to open-source models and tools.

4.4.3 External Validity

CWE Sample size. Our focus on Copilot’s overall performance resulted in uneven counts
of samples for each CWE that we encountered. To enable further vulnerability analysis,
we only focused on CWEs that had at least three results across both categories A and
B. Future work on vulnerability-specific performance may be better served with a more
targeted sampling method that selects greater counts for each CWE.

Programming Languages. The dataset used for this evaluation only contained C
and C++ code meaning Copilot’s performance in this study may not generalize to signifi-
cantly different programming languages. However, the findings are still valid for C/C++,
programming languages that are still widely used.

Other CGTS. This study focuses on Copilot’s security performance on a dataset of
real world vulnerabilities. Copilot’s performance in this study cannot be generalized to
all other CGTs because different CGTs will have different training datasets and different
architectures. However, considering that Copilot is a fairly advanced and widely popular
tool, we believe that critiques of and improvements to Copilot will likely benefit other

CGTs as well.

Copilot Performance. Due to the diverse nature in which CGTs like Copilot can
be prompted, combined with their non-deterministic nature, it is difficult to assume that
Copilot’s performance with respect to the different vulnerabilities will always be the same.
In this study, Copilot was used in autopilot mode without any additional user intervention.
It is possible, for example, that Copilot being used as an assistant may lead to different
results. Still, our findings can serve as a guide for developers and researchers in pointing
out situations in which Copilot’s leash should be tightened or relaxed.
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4.5 Dataset Study Conclusion

Based on our experiments, we answer our research question negatively, concluding that
Copilot is not as bad as human developers at introducing vulnerabilities in code. We also
report on two other observations: (1) Copilot is less likely to generate vulnerable code
corresponding to newer vulnerabilities, and (2) Copilot is more prone to generate certain
types of vulnerabilities. Our observations in the distribution of CWEs across the categories
indicates that Copilot performs better against vulnerabilities with relatively simple fixes.
Although we conclude that Copilot is not as bad as humans at introducing vulnerabilities,
our study also indicates that using Copilot to fix security bugs is risky, given that Copilot
did introduce vulnerabilities in at least a third of the cases we studied.

Delving further into Copilot’s behavior is hampered by the lack of access to its training
data. Future work that has more open access to CGTs can help us better understand them.
For example, the ability to query previous versions of underlying language model with the
same input will facilitate longitudinal studies regarding how CGTs performs with respect
to vulnerabilities of different ages. Similarly, access to the training data of the model can
shed light on the extent to which the model memorizes training data.

A natural follow-up research question is whether the use of assistive tools like Copilot
will result in [ess secure code. Resolving this question will require a comparative user
study where developers are asked to solve potentially risky programming problems with
and without the assistance of CGTs so that their effects can be estimated directly.
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Chapter 5

User-Centered Evaluation

5.1 Research Overview

5.1.1 Motivation

CGTs are tools designed to assist programmers during the code writing phase of the soft-
ware development process. Evaluations of the effectiveness of such tools cannot be complete
without directly examining how CGTs affect code written by developers. In our dataset-
driven evaluation of Copilot (chapter 4), there were limitations on what we could conclude
about Copilot: we could determine whether Copilot was as bad as or better than human
developers at introducing vulnerabilities, not if it was worse. This was because our anal-
ysis focused only on the documented vulnerabilities introduced by human developers and
checked if they were reproduced or avoided by Copilot. We overcome this limitation and
examine how Copilot affects the security of user’s code by conducting a user study where
participants solve programming problems that have potentially vulnerable solutions with
and without the assistance of Copilot.

5.1.2 Research Questions

1. Does Copilot help participants write more secure code?

2. Are there vulnerability types that Copilot is more susceptible to or more resilient
against?
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Additionally, we also evaluate the vulnerability detection capabilities of GPT-4 [17] on
the set of programs collected during the course of this user study.

5.2 Methodology

5.2.1 Participant Recruitment and Screening

Participants for this study were recruited online via mailing lists. While our main source
of participants was the University of Waterloo computer science graduate student mailing
list, we also extended invitations to industry professionals and potentially qualified un-
dergraduate students. Participants who expressed interest in the study were asked to fill
consent and screening forms that we used to determine if they were suitable for the study.
Selection criteria for this study was based on age (between 18 and 64 years), programming
experience (at least one year of programming experience in C/C++), access to Copilot,
and employment history (people who had no affiliation with the development of Copilot
and had not been employed by GitHub or OpenAl). Participants who met our selection
criteria were then allowed to schedule a two hour online study session for the experiment
to be conducted.

5.2.2 Programming Problems
Problem Design

We designed two problems for this study: problem S and problem T. In problem S, the
participants had to implement a sign-in function for an application given a user’s identifier
and password. In problem T, the participants had to implement a function that performs
a series of transactions in a given transaction file and then renames the file. We decided
to create our own set of problems for this study as we had specific criteria that called for
tailored problems. Specifically, we sought problems that 1. had potential for vulnerable
solutions, 2. had solutions that could manually be analyzed, 3. resembled real world
applications, and 4. could be solved by participants within an hour.

In order to address criteria 1 and 2, we designed the problems so that certain vul-
nerabilities could be introduced if participants were not careful with their solutions. The
vulnerabilities that could be introduced were based on CWEs. The set of possible CWEs
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Figure 5.1: An overview of the user study, highlighting the key steps from recruiting
participants to analyzing results.
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CWE-ID | Description Problem S | Problem T

CWE-20 | Improper Input Validation v v
CWE-22 Path Traversal v
CWE-78 | OS Command Injection v

CWE-79 | Cross-Site Scripting
CWE-89 | SQL Injection

CWE-125 | Out of Bounds Read
CWE-285 | Improper Authorization
CWE-287 | Improper Authentication
CWE-401 | Memory Leak

CWE-415 | Double Free

CWE-416 | Use After Free
CWE-476 | Null Pointer Dereference
CWE-787 | Out of Bounds Write

S ESASENENENENENENEN
SENENENENENENENEN

Table 5.1: The list of CWEs that we specifically checked for in each problem. Problems
were designed such that the specified CWE could be introduced if participants were not
careful enough about writing secure code.

for each problem would subsequently be used for our manual analysis of participant so-
lutions. Table 5.1 contains the CWEs that we focused on for each problem. Note that
this set of CWEs is not exhaustive and there may be other vulnerabilities possible in the
problems we designed.

In order to address criteria 3 and 4, we created a collection of well documented helper
functions (with stub implementations) for each problem. These helper functions enabled
us to expand the level of difficulty of our problems (approximating real world applications)
while also constraining and guiding users towards finding solutions within a confined so-
lution space. The set of instructions and helper functions given to participants for each
problem can be referenced in Appendix A. Sample solutions to the problems (that avoid
the possible CWESs) can be referenced in Appendix C.

Problem Solving
Each participant involved in the study was programmatically assigned to one of four groups

on a round-robin basis. The groups determined the order in which the problems were solved
and whether Copilot would be used to solve problem S or problem T. Participants were
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given 60 minutes to solve each problem together with an instruction sheet that they could
reference during problem solving. Participants were aware of the security concerns of this
study, and were also informed (verbally and in the written instructions) that they were to
write secure code. There were no restrictions on the resources participants could consult to
aid in solving the problem other than the restrictions on Copilot use and the use of other
CGTs. Each participant’s screen was recorded during problem solving for subsequent
analysis after the study session. After each problem was finished the solutions were saved.
Then, participants were required to fill out surveys to obtain additional information about
their perspective on the problem they just completed. The questions on the survey are
provided in Appendix E. Upon completion of the study, participants were compensated

CAD50.00.

5.2.3 Solution Analysis
Functionality Analysis

We tested solutions for functionality requirements with two of types tests: basic tests
and advanced tests. Participants had access to the basic test during the study and had
the option of testing their solutions on this test if they desired. They did not have access
to the advanced test. To perform the basic test, participants had to uncomment and run
code provided for them in the main function of the problem file. The basic tests tested
participant solutions on simple inputs, similar to what was described in the instructions.
These tests can be referenced in appendix B for both problems. The advanced testing
involved checking participant solutions on edge-case and more complex inputs such as null
inner structs (problem S) and multiple transactions (problem T). We provide the code
snippets used for these tests in appendix D.

Security Analysis

All solutions submitted by participants were checked for the presence of the various CWEs
possible for each problem (Table 5.1). This checking was performed manually by the author.
We resorted to manual analysis of participant solutions because it has been proven to be
sufficient when it comes to analyzing relatively short snippets of code [19, 50, 54]. Other
research that has performed security analyses of code generated by CGTs has generally
either relied on manual analysis or CodeQL [27] to check for the presence of vulnerabilities.
We were unable to use CodeQL because it was unable to detect any of the vulnerabilities
in our test samples - it always generated false negative results. To ensure that CodeQL’s
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poor performance was not due to any misconfiguration of our CodeQL setup, we performed
additional tests to validate its setup. We used code snippets provided in the CodeQL
GitHub repository [28] that were known to contain certain CWEs. For these examples,
CodeQL was able to successfully identify the vulnerabilities. We also considered using
fuzzing for our analyses but decided against it due to the proven track record of manual
analysis and the use of stub helper functions in the programming problems, which would
make adopting fuzzing a costly endeavour with no guarantee of better performance.

The manual analysis of solutions resulted in a security score for the two problems
solved by each participant. The security score, outlined below, is a function of the number
of vulnerabilities present in a participant’s solution. For our purposes, a solution with
a higher security score is more secure than a solution with a lower security score. The
security score ranges from 0 (all vulnerabilities found) to 100 (no vulnerabilities found).
While the security score was computed for all solutions, only those that compiled and
passed the basic test were used for subsequent analyses.

p taaeVul be — Number of Vulnerabilities found « 100
eroentagey winerae = Total number of Vulnerabilities Possible

Security Score = 100 — PercentageV ulnerable
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5.2.4 Ethics

This user study obtained ethics clearance from the Human Research Ethics Board at the
University of Waterloo (#44665). Participant consent was obtained during the recruitment
process and consenting participants were screened to ensure they met the desired criteria.
Participants were informed that their screens would be recorded during the session. Data
collected during sessions, including screen recordings, problem solutions, and survey in-
formation, were linked to anonymous IDs created for each participant. We maintained a
key in a secure vault linking participant information (name and email address) to IDs that
will be deleted once all analysis is complete and no further contact with participants is
required.

5.3 User Study Results

5.3.1 Overview

Overall, 28 people expressed interest in taking part in the study. 7 of them either did
not complete the consent and screening process or did not select a time for the problem
solving session. 21 out of the 28 people completed all stages of the study for a completion
rate of 75%. The 21 participants were made up of 3 undergraduate students (14.3%), 16
graduate students (76.2%), and 2 professionals (9.5%). A majority of our participants
(16/21) described themselves as “first time users” of Copilot, 4 of them indicated that
they had “tried it out a few times” and 1 indicated that they “used it all the time”. This
information is summarized in Table 5.2.

Table 5.3 summarizes the data about participant performance in our study. 15 partic-
ipants submitted valid solutions for both problems. As mentioned earlier, valid solutions
were those that compiled and at least passed the basic test. In Table 5.3, valid solutions for
a problem correspond to rows where PS Func. or PT Func. are greater than or equal to 2
(highlighted in yellow). Of the 15 that submitted valid solutions for both problems, 7 were
better with Copilot (i.e. wrote more secure code) and 8 were better without Copilot. The
average security score with Copilot (69.2, std=18.0) was higher than the average security
score without Copilot (66.4, std=20.5).

Looking at the problems separately, 17 participants submitted valid solutions for prob-
lem S and 16 participants submitted valid solutions for problem T. On average, participants
took 27.4 minutes to submit a solution for problem S (std=14.5) and 40.7 minutes to submit
a solution for problem T (std=13.3).
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Educational Level

Dev. Experience (Yrs)

Copilot Experience

Undergraduate

Graduate

Professional

1-5

6-10

greater than 10

“first time user”

“tried it out”

“frequent user”

Count

3

16

2

11

7

3

16

4

1

Table 5.2: Summary of participants’ background

Before the study officially began, we tested our problems on two volunteers who were
representative of the kind of people we expected to be in the actual study. These volunteers
provided feedback which we used to edit our problems before proceeding with study. The
feedback they provided addressed two points: the high level of difficulty of one of the
problems (problem T) and the clarity of some of the instructions. While we attempted
to address both concerns, our results (time taken and average security scores) indicate
that the comparatively higher difficulty of one of the problems over the other may have
persisted. As a result, we adapted our analysis and discussion to account for this variation
in difficulty.

5.3.2 Copilot Suggestion Analysis
Approach

To understand the extent to which participants made use of Copilot in developing their so-
lutions, we manually analyzed the screen recordings we collected from participants during
the study sessions. For each participant, we tracked the number of suggestions Copi-
lot made, the number of suggestions that were accepted, and the number of suggestions
that were edited after being accepted. While solving problems where Copilot was permit-
ted, participants were allowed to accept and edit any part of a Copilot suggestion that
they wished. This made tracking Copilot-generated and human-generated code on screen
recordings a non-trivial task. To make our analysis goals more achievable, we considered
a suggestion accepted if 1. we saw the participant accept the suggestion in the screen
recording and 2. the accepted block of code remained in the final solution. If a suggestion
was accepted and only part of it remained in the final solution, it was considered both
accepted and edited.

Results
All participants used Copilot in the Microsoft Visual Studio Code text editor. Partici-

pants were free to use and interact with Copilot in whatever manner they preferred. We
observed that they mostly interacted with Copilot in two modes - auto-complete mode
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ID PS Score | PT Score | PS Time | PT Time | PS Func. | PT Func.
(mins) (mins)
001 | 63.6 41.7 23 28 3 2
002 | 81.8 75.0 25 23 2 2
003 | 90.9 91.7 42 51 3 3
004 | 90.9 50.0 14 38 3 1
005 | 63.6 41.7 10 46 3 2
006 | 63.6 41.7 27 41 3 2
007 | 90.9 50.0 20 25 3 3
008 | 90.9 41.7 14 35 3 3
009 | 81.8 58.3 13 59 1 1
010 | 72.7 33.3 50 53 3 3
011 | 0.0 50.0 60 40 0 1
012 | 81.8 41.7 38 60 3 1
013 | 81.8 41.7 11 55 2 2
014 | 81.8 75.0 25 21 3 3
015 | 54.5 66.7 60 19 1 2
016 | 90.9 41.7 29 47 3 3
017 | 54.5 41.7 25 60 1 1
018 | 90.9 50.0 26 51 3 3
019 | 72.7 66.7 21 22 3 3
020 | 81.8 50.0 27 39 2 2
021 | 81.8 91.7 15 42 3 3

Table 5.3: This table lists all participants in the study and their performance on problem
S (PS) and problem T (PT). The score columns represent participants’ security scores and
highlighted cells in those columns indicate that the score was obtained with
Copilot. The time columns show the times taken to solve each problem. The last two
functionality columns indicate the level of functionality of participant solutions which are
described as follows: 0 = did not compile, 1 = only compiled, 2 = compiled and passed only
the basic test, 3 = compiled and passed both the basic and the advanced test. Highlighted
cells in the functionality columns indicate records that we considered functional
enough to be used in our analysis.
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Range Range

Mean | Median (Suggested) | (Accepted)

Acc. Rate | Edit Rate

Problem S | 10.56 11 8-13 6-11 84.21% 18.75%
Problem T | 20.89 20 14 - 29 8§-24 84.57% 13.21%
Both 15.72 13.5 8-29 6-24 84.45% 15.06%

Table 5.4: Describing the nature of Copilot suggestions and how users interacted with it.
The table shows the mean, median, and the range of the number of suggestions made by
Copilot as well as the range of the number of accepted suggestions and the acceptance and
edit rates.

and active prompting mode. In auto-complete mode, Copilot generated a suggestion to
complete a block of code while the participant was in the process of writing. In active
prompting mode, participants wrote comments in the code asking Copilot to implement
some logic/functionality and waited for it to generate a suggestion.

Overall, Copilot generated an average of 15 (and a median of 13.5) suggestions per
participant, with the number of suggestions ranging from 8 to 29. On average, there were
2 lines of code per suggestion (median of 1) and the number of lines per suggestion ranged
from 1 line of code to 29 lines of code. The overall acceptance rate of Copilot suggestions
was 84.5% and the edit rate was 15.1% indicating that participants were more likely to
accept a suggestion than edit a suggestion after it was accepted.

At the problem level, the average and median number of suggestions for participants
solving problem S with Copilot was 10.5 and 11 respectively. Problem S had an average
acceptance rate of 84.2% and an edit rate of 18.8%. The average and median number of
suggestions for participants solving problem T with Copilot was 20.9 and 20 respectively.
Problem T had an acceptance rate of 84.6% and an edit rate of 13.2%. Table 5.4 summarizes
the nature of Copilot suggestions in this study.

Our analysis of Copilot suggestions yielded two important takeaways. First, we noticed
that the acceptance rate did not change significantly between the two problems, despite
their different difficulty levels. Participants used it at the same rate for the easier problem
(problem S) as they did for the harder problem (problem T). The second takeaway was
that Copilot played at least a minor role in all solutions submitted by participants for
problems where Copilot was permitted. This is evident from the fact that all participants
accepted at least 6 Copilot suggestions, each with at least 1 line of code.
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5.3.3 RQ1l: Does Copilot help participants write more secure
code?

Approach

To investigate the possible effects of Copilot on the security of participant solutions, we
looked at participant security scores with and without Copilot. We first computed sum-
mary statistics (mean, median, standard deviation) of security scores for both problems.
This gave as an overview of the overall performance (per problem) with and without the
assistance of Copilot. We subsequently performed statistical tests to see if there was a sig-
nificant difference between the two groups. For each problem, we used the Kruskal-Wallis
to test for statistically significant differences between the group that used Copilot and the
group that did not. This test was performed independently for each problem to account
for any differences in their level of difficulty. We chose the Kruskal-Wallis test because it
allowed us to compare the scores from the two independent groups even when the data did
not follow a normal distribution, an assumption made by other (parametric) tests like the
T-test.

Results

We used the security score (computed following the steps in subsection 5.2.3) as the basis
for evaluating the security of solutions. Figure 5.2 summarizes the impacts of the use of
Copilot on security scores for problem S and Figure 5.3 does the same for problem T. For
problem S, we obtained the same median security score of 81.82 both for participants who
solved it with Copilot access and for participants who solved it without Copilot access. For
problem T, the median security score for participants who solved it with Copilot access
was 66.67 compared to 41.67 for participants who solved it without Copilot.

The results from the statistical tests are also summarized in Table 5.5. We found no
statistically significant differences in security scores for both problem S (p = 0.96) and
problem T (p = 0.17) using the Kruskal-Wallis test. The results of the tests indicate that
we cannot reject the possibility that Copilot has no effect on the security of code written
by participants.

Looking only at our sample of participants, and specifically at problem T, we observe
a marked difference between the median security score with Copilot and median security
score without Copilot - the score with Copilot is higher by about 25 points. This difference
in scores also applies to the mean; the score with Copilot is higher than the score without

42



888

90 -
—~ 85 4
n
S
(] A 4 &
o)
© 80 A
e
g
(@]
(9}
n 75 A
Py
5
O
Q
n 70 A

65 A

@ -
With Copilot Without Copilot

(a) Box plots describing security scores with and without the use of Copilot for Problem S.
Mean | Median | Std. Dev.
With Copilot 80.81 81.82 10.60

Without Copilot | 80.68 81.82 10.24

(b) Descriptive statistics of participant’s performance for Problem S.

Figure 5.2: Box plot and table summarizing participant’s performance for Problem S with
and without the use of Copilot.
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(a) Box plots describing security scores with and without the use of Copilot for Problem T.
Mean | Median | Std. Dev.
With Copilot 61.11 66.67 18.64

Without Copilot | 50.00 41.67 18.63

(b) Descriptive statistics of participant’s performance for Problem T.

Figure 5.3: Box plot and table summarizing participant’s performance for Problem T with
and without the use of Copilot.
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Test Statistic | p-value
Problem S 0.002 0.96
Problem T 1.87 0.17

Table 5.5: Summary of Kruskal-Wallis test results - ran to test for significant differences
in security scores with and without Copilot access.

Copilot by about 9 points. On the other hand, we see no such differences in scores for
problem S - the medians are exactly the same and the means differ by less than half
a point. Considering that problem T appeared to be more difficult for participants to
solve (it took longer to solve on average and had lower security scores overall), it seems
that Copilot benefited participants when they encountered the more complex
problem and had little effect when the problem was more straightforward.

A possible explanation for this difference in performance is that when presented with
the harder problem, participants’ priorities shifted from finding a secure solution to finding
any solution. To achieve this, participants may have been less concerned about the security
of the code they were writing. Those who had access to Copilot for this problem may also
have been less concerned with the level of security of Copilot suggestions as indicated by the
lower edit rate for problem T in table 5.4. However, even if the participant’s priorities had
changed, Copilot’s priorities remained the same. Under these circumstances, participants
who had access to Copilot for problem T benefited from its ability to not sacrifice security
for expediency or functionality. The flip side of this discussion, which we cannot verify
from the perspective of this study, is that since Copilot’s priorities remain unchanged, users
who prioritize security at least as much as functionality may be negatively impacted by
using it.

In order to verify whether Copilot does in fact make a significant difference on harder
problems, a more targeted user study may be required. Such a study would require a
set of multiple problems, each with varying levels of difficulty. Ideally, we would want to
establish a proxy for problem difficulty that can be compared to a proxy for security (like
the security score in this user study) during analysis. The proxy for problem difficulty
could be obtained from a number of sources including the time taken to solve problems
or some aggregate of rankings of problem difficulty by users after they have solved the
problems. Participants in the study would then be split into control and treatment groups,
wherein the former solve all problems without Copilot and the latter solve all the problems
with Copilot. We would then be able to measure how differences in security performance
between the control and treatment group are affected by problem difficulty.
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The idea that the security impacts of Copilot could be more significant at higher levels of
difficulty has implications for future research on and testing of Copilot and similar CGTs.
Mainly, it implies that testing CGTs on trivial problems could yield misleading results.
Researchers and developers of CGTs may want to take steps to ensure that the problems
upon which their tools are tested and evaluated are above a certain level of complexity,
especially when the tools are being tested in conjunction with human users. For regular
users of Copilot, a takeaway from the observations from our sample is the suggestion that
Copilot can be especially helpful in writing more secure code when tackling more complex
problems.

5.3.4 RQ2: Are there vulnerability types that Copilot is more
susceptible to or more resilient against?

Approach

We investigated the possibility of Copilot having a disproportionate impact on certain
vulnerability types by looking at the frequency of vulnerabilities and how that frequency
changed with and without the use of Copilot. We further ran Fisher’s exact statistical test
on the collected counts to determine whether Copilot’s impact on the presence/absence
of a vulnerability was statistically significant. Tests on Copilots impact on the different
vulnerabilities were performed separately for each problem. However, we also performed a
joint analysis for vulnerabilities that were common to both problems.

Results

Table 5.6 presents the data about the different vulnerabilities found for each problem with
and without the use of Copilot. For problem S, a total of 36 vulnerabilities were found.
19 were found with Copilot (i.e. were found when the participant was allowed to use
Copilot) and 17 were found without Copilot. Overall, 53% of vulnerabilities were found
with Copilot for problem S. For problem T, a total of 84 vulnerabilities were found, 42 of
which were found with Copilot and and the remainder without, resulting in an exact 50%
split. An inspection of these summary statistics and the frequencies of each individual
CWE with and without Copilot did not reveal any clear or significant impact of Copilot on
the presence of any particular vulnerability. To be sure, we also ran Fisher’s exact test on a
2x11 contingency table for problem S and a 2x12 contingency table for problem T using the
frequencies in Table 5.6 as the counts. The results of the tests for both problems indicated
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Problem S Problem T Total
With | Without | With | Without | With | Without | Total
CWE-20 4 2 7 6 11 8 19
CWE-22 - 3 6 3 6 9
CWE-T78 - - 4 6 4 6 10
CWE-79 2 2 - - 2 2 4
CWE-89 2 1 7 6 9 7 16
CWE-125 0 0 1 0 1 0 1
CWE-285 0 1 1 2 1 3 4
CWE-287 0 2 3 2 3 4 7
CWE-401 9 7 9 7 18 14 32
CWE-415 0 0 0 0 0 0 0
CWE-416 0 0 0 0 0 0 0
CWE-476 2 2 6 6 8 8 16
CWE-787 0 0 1 1 1 1 2

Table 5.6: Counts of the number of times each CWE was found for both problems. The
“With” columns indicate the number of times a CWE was found when Copilot was involved
in solving the problem. “Without” indicates that Copilot was not involved. Dashes indicate
that the particular CWE was not tested for in that problem.
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that there was no statistically significant difference between frequencies with Copilot and
frequencies without Copilot (p=0.80 for problem S, p=0.97 for problem T). The results
further indicate that as far as our sample is concerned, we cannot reject the possibility
that Copilot has any statistically significant effect on the presence of the CWEs tested in
this study.

In our the dataset-driven evaluation of Copilot (chapter 4), we observed that there were
certain CWEs that Copilot was more likely to reproduce. In this study, we find that Copi-
lot may not necessarily have an impact on whether a vulnerability type is introduced. A
possible explanation for these seemingly contradictory results is that there are differences
between the two studies, mainly that the first study involved Copilot generating code com-
pletions completely on its own without further edits while the second study involved users
interacting with Copilot in different ways. Copilot being responsible for a fraction of the
solution instead of the whole solution, which was the case for the dataset evaluation, would
most likely explain the differing results. In this study, we did not attempt to determine
if the participants were fully to blame for the difference in Copilot’s performance across
CWEs. This is because the screen recordings we relied on made it infeasible to accurately
and reliably determine the origin of different parts of the code (human or Copilot) and
track how changes in various parts of the file affected the vulnerability level of other parts
of the file with respect to any CWE. Larger scale studies may be required to concretely
determine if Copilot has any weaknesses or strengths for any vulnerability types. It is
worth noting that in this study, where Copilot was used in the way that it was designed
(i.e. as an assistant), we observed no significant difference in performance across CWEs.
However, in the dataset study and in the study by Pearce et al. [19], where Copilot was
used in autopilot mode, there were noticeable differences across CWEs.

5.3.5 Survey Results

After solving each problem, participants were asked to fill out surveys. The full set of
survey questions is presented in Appendix E. The amount of time that participants used
to solve each problem was also recorded. For both problems, we found that the median
time used in implementing a solution was less with Copilot than without. This is not
surprising considering the high suggestion acceptance rates for both problems (Table 5.4).
When we asked participants to rate how helpful Copilot had been on a scale of 1 (not
helpful) to 5 (very helpful), 66.7% of them (14 out of 21) indicated that Copilot had been
very helpful, giving it the maximum rating of 5. The remaining participants either rated
it’s helpfulness as a 4 (23.8%) or a 3 (9.5%).
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Figure 5.4: Survey results on participants’ opinion on the security of their solution to

problem S.
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Figure 5.5: Survey results on participants’ opinion on the security of their solution to

problem T.
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We also asked participants to provide ratings on how secure they felt their solutions
were and how confident they were that their solutions were correct. We observed that
opinions on correctness and security were generally high with a majority of participants
giving ratings of 4 or 5 (out of 5) on both accounts. However, this was more true for
correctness where high scores were given 83% of the time than for security where high
scores were given 54% of the time.

Figures 5.4 and 5.5 show how participant opinions on the level of security of their sub-
missions compared to their actual security scores for problem S and problem T respectively.
For problem S, we observed no significant trends between participant opinions and their
corresponding security scores. For problem T, we observed that participants without Copi-
lot were generally not as confident in the security of their solution as those with Copilot
access and this low confidence loosely tracked with the lower security scores in this group
as previously discussed.

5.3.6 GPT-4-Vulnerability-Detection

Earlier in the study, we expressed a desire for and a lack of tools that made automated vul-
nerability detection in generic, standalone code snippets feasible. With the recent release
of the GPT-4 language model by OpenAl [17] and our collection of participant solutions
with various vulnerabilities, we believed we were well positioned to begin an evaluation of
the vulnerability detection abilities of GPT-4 in snippets of code.

Approach

Treating the authors’ findings as the ground truth, we queried GPT-4 about the presence
of different CWEs in participant solutions from the study. We employed a semi-structured
approach in creating our prompts for GPT-4, following two main prompt templates: a
simple prompt and an extended prompt. The stmple prompt contained a given block
of code (surrounded by CODE tags) followed by the question ‘‘Is [INSERT CWE] present
in the provided code? Answer yes or no with a short explanation.” For the extended
prompt, in addition to the same question and piece of code, we also provided a set of as-
sumptions (surrounded by ASSUMPTIONS tags) about the problems that the participants
were solving. These assumptions were designed to provide additional context to the model
since the authors were also operating on these assumptions during their manual checking
for vulnerabilities. Examples of each type of prompt are seen in Figure 5.1 and Figure
5.2. Results from querying GPT-4 were then used to build a confusion matrix to assess its
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performance in identifying the different vulnerabilities. For the two modes of prompting
(simple and extended), we computed three metrics: precision, recall, and accuracy. All

text responses from GPT-4 were stored.

Listing 5.1: An example of a simple prompt for GPT-4 to check for the presence of

CWE-416 in a participant’s solution.

Here is a fragment of C code the implements a function named user_sign_in

<BEGIN CODE>
void user_sign_in(charx* identifier, char* password){

identifier = sanitize_input(identifier);
password = sanitize_input (password) ;

char* identifier_type = get_identifier_type(identifier);

user* user = valid_user_credentials(identifier, password, strcmp(
identifier_type, "username") == 0);

if (user == NULL){
display_error_page (identifier);
return;

X

set_logged_in_status (identifier, true);
if (user->user_preferences) {
display_homepage (identifier,
sanitize_input (user->user_preferences->banner_color),
sanitize_input (user->user_preferences->display_font),
user->user_preferences->timeout
)
} else {
display_homepage (identifier,
DEFAULT_BANNER,
DEFAULT_FONT,
DEFAULT_TIMEQOUT

);
}
return;
}
<END CODE>

Is CWE-416 present in the provided code? Answer yes or no with a short
explanation.
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Listing 5.2: An example of an extended prompt for GPT-4 to check for the presence
of CWE-416 in a participant’s solution.

Here is a fragment of C code the implements a function named user_sign_in
<BEGIN CODE>
void user_sign_in(char* identifier, char* password){

identifier = sanitize_input(identifier);
password = sanitize_input (password) ;

char* identifier_type = get_identifier_type(identifier);

user* user = valid_user_credentials(identifier, password, strcmp(
identifier_type, "username") == 0);

if (user == NULL)({
display_error_page (identifier);
return;

}

set_logged_in_status (identifier, true);
if (user->user_preferences) {
display_homepage (identifier,
sanitize_input (user->user_preferences->banner_color),
sanitize_input (user->user_preferences->display_font),
user ->user_preferences->timeout
)
} else {
display_homepage (identifier,
DEFAULT_BANNER,
DEFAULT_FONT,
DEFAULT_TIMEQOUT

);
}
return;
}
<END CODE>

Here are some assumptions about user_sign_in

<BEGIN ASSUMPTIONS >

user_sign_in may make use of some helper functions whose definitions are
not provided.

display_homepage renders a webpage with the input supplied to it inserted
into a webpage.

display_homepage does not sanitize inputs.
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display_error_page renders a webpage with the put supplied to it inserted
into a webpage.

display_error_page does not sanitize inputs.

sanitize_input returns a sanitized version of the input provided by the
user and in order
to prevent introducing different kinds of vulnerabilities and CWEs.

valid_user_credentials checks the supplied input against a database to
validate a user.

valid_user_credentials does not sanitize or parameterize inputs.

Memory is dynamically allocated in valid_user_credentials and must be
freed inside user_sign_in.

<END ASSUMPTIONS>

Taking these assumptions into account, is CWE-416 present in the provided
code?

Answer yes or no with a short explanation.

Results

For each CWE tested in this study, we generated a confusion matrix based on GPT-4
responses for the simple prompt and responses for the extended prompts. Since a total of
13 unique CWEs were tested in this study, we obtained 26 confusion matrices presented in
Appendix F. For each matrix we computed GPT-4’s accuracy as well as its precision and
recall where possible. Figure 5.6 presents its detection accuracy for the different CWEs
using the different prompting methods.

Generally we observed that the extended prompting mode yielded more accurate results
than simple prompting - the average accuracy across all CWEs in the extended prompting
mode was 67% compared to 57.9% for the simple prompting mode. This difference in
performance of the two prompting modes was expected because extended prompts provided
additional context that allowed the model to “think about” or process the participants’
solution from the same vantage point that the authors had. The extended prompt mode
yielded more accurate results in all CWEs with the exception of CWE-416 (Use after free)
and CWE-079 (Cross-Site Scripting). In both cases, this deviation was due to a relatively
higher number of false positives. We manually validated a subset of the solutions with these
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Figure 5.6: Graph showing GPT-4’s accuracy in detecting different vulnerabilities. These
accuracy metrics were computed using the author’s manual findings as the ground truth.
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results to ensure that the false positives deserved to be considered as such. For CWE-416,
we frequently observed that GPT-4 generated an incorrect definition for CWE-416 and was
using that wrong definition to respond to our query. For CWE-079, we found that GPT-4’s
responses was based on an incorrect analysis of the participants solution - mentioning that
inputs had not been sanitized when it was clear that they had.

The accuracy was as high as 100% for the extended prompting mode and 97% for the
simple prompting mode. It is worth noting that these accuracies were both observed for
CWE-415 (Double Free), which was not found in any of the solutions obtained from the
participants in the study. We also observed relatively high false positive rates of 58.45%
for the simple prompts and 26.64% for the extended prompts. Still, there is research that
indicates that LLMs can be used as vulnerability detectors [12, 36, 11, 59]. GPT-4s perfor-
mance combined with the fact that it was evaluated in a zero shot setting makes us believe
there are grounds for further research on conversational vulnerability detection methods
using LLMs. The significant improvement between the simple prompting mode and the
extended prompting mode (for both the accuracy and the false negative rate) indicates
that GPT-4’s vulnerability detection ability can be improved with some combination of
fine-tuning, few-shot prompting, and other methods. The conversational nature of using
GPT-4 (or ChatGPT) for vulnerability detection would make code security analysis more
accessible and could improve the overall level of security of the software ecosystem as these
tools become more widely used.

5.4 Threats to Validity

5.4.1 Construct Validity

A possible threat to the construct validity of this study is the manual analysis used to
evaluate participant solutions. In order to check for the presence of vulnerabilities, we
manually analyzed participant solutions. It is possible that this analysis process may have
missed (false negative) or misidentified (false positive) certain vulnerabilities. However, we
relied on manual analysis for this study because other code analysis tools either did not fit
the framework of our study or were not accurate enough as was the case for CodeQL.

5.4.2 External Validity

Threats to the external validity of this study are the sample size and sample composition.
While we observe some effects of Copilot on the security of solutions for problem T, the tests
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we perform indicate that our findings are not statistically significant. This indicates that
we cannot assume that the observations in our sample generalize to the larger population.
Further, the majority of our sample (approximately 90%) comprised students, both at
the graduate and undergraduate level. As a result, our observations may also not be
generalizable to professional, full-time software developers. We relaxed our selection criteria
and designed accessible problems in order to be able to reach a wider audience while
retaining the integrity of the study. We also provided compensation for participants who
completed the study. However, there were also time constraints that determined when we
could no longer accept participants. For future studies, the goal would be to have the
study open for a longer time and take additional steps to reach a wider audience outside
of the university environment.

5.4.3 Internal Validity

The statistically insignificant results of this study preclude us from making any claims
about cause and effect and as a result, we have no discussion about internal validity.

5.5 User Study Conclusion

In our user-centered evaluation of Copilot, we aimed to determine whether Copilot helps
participants write more secure code (RQ1) and whether there are vulnerability types that
Copilot is more susceptible to or more resilient against (RQ2). For RQ1, while there were
no major differences in security performance between the two groups (with and without
Copilot access) for problem S, we observed that the group with Copilot access for problem
T (the relatively harder problem) tended to have higher security scores compared to the
group without Copilot access for the same problem. We believe this may be due to the
fact that when presented with a seemingly harder problem, participants became more
focused on finding a solution than finding a secure solution. Under these circumstances,
those who had access to Copilot may have benefited from a source of code (other than
themselves) that placed no less (or more) a premium on secure code. While beyond the
scope of this study, we discussed ways of further testing this explanation. For RQ2, we
observed a fairly uniform security performance across the different vulnerability types that
contrasts our findings in our earlier dataset-centered evaluation. We tentatively attribute
this difference to the different ways Copilot was used in both evaluations and set the
stage for further investigation in the future. We also performed an evaluation of GPT-4’s
vulnerability detection capabilities that showed that GPT-4, when given adequate context
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in its prompts, could be used to detect vulnerabilities with accuracies up to 100% (for
certain CWEs in our case), albeit with relatively high false positive rates of approximately
26%.
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Chapter 6

Related Work

6.1 Evaluations of Language Models

Copilot is the most evolved and refined descendant of a series of language models, including
Codex [16] and GPT-3 [13]. Researchers have evaluated and continue to evaluate language
models such as these in order to measure and gain insights about their performance.

Chen et al. [10] introduced and evaluated the Codex language model which subsequently
became part of the foundation for GitHub Copilot. Codex is a descendant of GPT-3, fine-
tuned on publicly available GitHub code. It was evaluated on the HumanEval dataset
which tests correctness of programs generated from docstrings. In solving 28.8% of the
problems, Codex outperformed earlier models such as GPT-3 and GPT-J which managed
to solve 0% and 11.4% respectively. In addition to finding that repeated sampling improves
Codex’s problem solving ability, the authors also extensively discussed the potential effects
of code generation tools.

Li et al. [10] addressed the poor performance of language models (such as Codex) on
complex problems that require higher levels of problem solving by introducing the Alpha-
Code model. They evaluated AlphaCode on problems from programming competitions
that require deeper reasoning and found that it achieved a top 54.3% ranking on aver-
age. This increased performance was owed to a more extensive competitive programming
dataset, a large transformer architecture, and expanded sampling (as suggested by Chen
et al.).

Xu et al. [62] performed a comparative evaluation of various open source language
models including Codex, GPT-J, GPT-Neo, GPT-NeoX, and CodeParrot. They compared
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and contrasted the various models in an attempt to fill in the knowledge gaps left by black-
box, high-performing models such as Codex. In the process, they also presented a newly
developed language model trained exclusively on programming languages - PolyCoder. The
results of their evaluation showed that Codex outperforms the other models despite being
relatively smaller, suggesting that model size is not the most important feature of a model.
They also d that training on natural language text and code may benefit language models
based on the better performance of GPT-Neo (which was trained on some natural language
text) compared to PolyCoder (which was trained exclusively on programming languages).

Ciniselli et al. [18] measured the extent to which CGTs clone code from the training
set at inference time. As a result of a lack of access to the training datasets of effective
CGTs like Copilot, the authors trained their own T5 model and used it to perform their
evaluation. They found that their models were likely to generate clones of training data
when they made short predictions and less likely to do so for longer predictions. Their
results indicate that Type-1 clones, which constitute exact matches with training code,
occur about 10% of the time for short predictions and Type-2 clones, which constitute
copied code with changes to identifiers and types, occur about 80% of the time for short
predictions.

Yan et al. [61] performed a similar evaluation of language models with the goal of trying
to explain the generated code by finding the most closely matched training example. They
introduced WhyGen, a tool they implemented on the CodeGPT model [13]. WhyGen
stores fingerprints of training examples during model training which are used at inference
time to “explain” why the model generated a given output. The explanation takes the
form of querying the stored fingerprints to find the most relevant training example to the
generated code. WhyGen was reported to be able to accurately detect imitations about
81% of the time.

Sandoval et al. [53] conducted a user study that sought to investigate the cybersecurity
impact of LLMs on code written by student programmers. They specifically evaluated the
Codex language model on a sample size of 58 students. They found a small impact of LLMs
on code security and a beneficial impact on functional correctness, indicating their use did
not introduce new security risks but helped participants generate more correct solutions.

On the other hand, Perry et al. [50] also performed a large-scale study that also aimed
to determine if users wrote more insecure code with Al assistants. They also performed
their evaluation using the Codex model and a sample size of 47 participants. They found
that participants who had access to the Codex assistants wrote significantly less secure
code than those without access, and were also more likely to believe they wrote more
secure code.
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6.2 Evaluations of Copilot

Nguyen and Nadi [14] conducted an empirical study to evaluate the correctness and under-
standability of code generated by Copilot. Using 33 questions from LeetCode (an online
programming platform), they created queries for Copilot across four programming lan-
guages. Copilot generated 132 solutions which were analyzed for correctness and under-
standability. The evaluation for correctness relied on LeetCode correctness tests while the
evaluation for understandability made use of complexity metrics developed by SonarQube.
They found that Copilot generally had low complexity across languages and, in terms of
correctness, performed best in Java and worst in Javascript.

Sobania et al. [55] evaluated GitHub Copilot’s program synthesis abilities in relation to
approaches taken in genetic programming. Copilot was evaluated on a standard program
synthesis benchmark on which genetic programming approaches had previously been tested
in the literature. They found that while both approaches performed similarly, Copilot
synthesized code that was faster, more readable, and readier for practical use. In contrast,
code synthesized by genetic approaches was “often bloated and difficult to understand”.

Vaithilingam et al. [60] performed a user study of Copilot in order to evaluate its
usability. Through their observation of the 24 participants in the study, they identified
user perceptions of and interaction patterns with Copilot. One of the main takeaways
was that Copilot did not necessarily reduce the time required to complete a task, but it
did frequently provide good starting points that directed users (programmers) towards a
desired solution.

Dakhel et al. [19] also performed an evaluation of Copilot with two different approaches.
First, they examined Copilot’s ability to generate correct and efficient solutions for fun-
damental problems involving data structures, sorting algorithms, and graph algorithms.
They then pivoted to an evaluation that compared Copilot solutions with that of human
programmers. From the first evaluation, they concluded that Copilot could provide solu-
tions for most fundamental algorithmic problems with the exception of some cases that
yielded buggy results. The second comparative evaluation showed that human program-
mers generated a higher ratio of correct solutions relative to Copilot.

Barke et al. [10] conducted a grounded theory evaluation that took a closer look at
the ways that programmers interact with Copilot. Their evaluation consisted of observing
20 participants solving programming tasks across four languages with the assistance of
Copilot. They found that there were primarily two ways in which participants interacted
with Copilot: acceleration and exploration. In acceleration mode, participants already
had an idea of what they want to do and used Copilot to accomplish their task faster. In
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exploration mode, participants used Copilot as a source of inspiration in order to find a
path to a solution.

Erhabor [23] addressed the issue of whether Copilot helps users write more efficient code
by conducting a user study where participants solved C++ problems with and without
Copilot assistance. The results of this study suggested that Copilot could produce code
with significantly lower running times.

Ziegler et al. [69] compared the results of a Copilot user survey with data directly mea-
sured from Copilot usage. They asked Copilot users about its impact on their productivity
and compared their perceptions to the directly measured data. They reported a strong
correlation between the rate of acceptance of Copilot suggestions (directly measured) and
developer perceptions of productivity (user survey).

Pearce et al. [19] performed an evaluation of Copilot with a focus on security. They
investigated Copilot’s tendency to generate insecure code by curating a number of prompts
(incomplete code blocks) whose naive completion could have introduced various vulnera-
bilities. They tasked Copilot with generating suggestions/completions for these prompts
and analyzed the results using a combination of CodeQL and manual inspection of source
code. They found that Copilot, on its own, generates vulnerable suggestions about 40% of
the time.

6.3 Language Models for Vulnerability Detection

In recent years, researchers have made progress in adopting various deep learning techniques
for vulnerability detection. Li et al. [12] applied a Bidirectional Long Short-Term Memory
(BLSTM) neural network, which they referred to as VulDeePecker, to the task of detecting
vulnerabilities with the goal of reducing the high false negative rate that is common to
vulnerability detection by human experts. Their implementation provided the benefit of
not having to manually define features, obtained a lower false positive rate, and was able
to detect new vulnerabilities in 3 real world software products.

Li et al. improved upon VulDeePecker with the introduction of a new framework
for using deep learning to detect vulnerabilities that “focuses on obtaining program rep-
resentations that can accommodate syntax and semantics information pertinent to vul-
nerabilities” [11]. Given the name SySeVR (Syntax-based, Semantics-based, and Vector
Representations), their proposed framework overcame certain weaknesses of VulDeePecker
(including its ability to only use a single BLSTM) and detected 15 unreported vulnerabil-
ities in the National Vulnerability Database.
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Kim et al. [36] also improved upon VulDeePecker by using BERT [21] for vulnerabil-
ity detection in C and C++ source code (VulDeBert). They achieve better performance
relative to VulDeePecker in terms of F1 scores for detecting CWE-119 and CWE-399.

Following in the general trend towards transformers, Thapa et al. [59] performed further
investigations of how to effectively leverage transformer-based models for vulnerability
detection. Considering both binary and multi-class classification tasks, and comparing
transformer-base language models to BLSTMs and Gated Recurrent Units (GRUs), they
found that the former outperformed the latter in all performance metrics.

6.4 This Thesis in the Context of the Larger Body of
Research

Most of the previously discussed works surrounding evaluation of CGTs (with the exception
of [19, 53, 50]) generally tended to focus on their usability and correctness. With the
increasing popularity of CGTs amongst developers at all levels, security evaluations of
these tools at an early stage are crucial for preventing them from becoming large scale
producers of insecure code. To this end, we performed two security focused evaluations,
looking specifically at Copilot. Our dataset-driven study was motivated by the findings
by Pearce et al. [19] and aimed to contextualize Copilot’s performance and see how it
compares to human developers. Our user study, like those of Sandoval et al. [53] and Perry
et al. [50], aimed to investigate whether users were better or worse off with CGTs from
a security standpoint. The three user studies (including ours) each employed different
methodologies, Al-tools, problem types, and sample sizes and yielded slightly different
results on the effects of CGTs on code security. Table 6.1 summarizes the main differences
between the studies.

An insight from our user-centered evaluation that is not present in the other studies is
the idea that Copilot could be more beneficial (security-wise) for more difficult problems.
Beyond that, we observe that our findings about CGT security performance align slightly
with those of Sandoval et al. [53] in the sense that they both report either neutral or
positive impacts of CGTs on security. These studies have other things in common that
could explain this similarity, specifically the focus on a single language (C) and the use of
more in depth problems. On the other hand, we note that the findings by Perry et al. [50]
tell a different story - indicating that CG'Ts negatively impact the security performance
of users. The simplest reason for this contradictory finding is the several differences in
approach /methodology outlined in table 6.1, chief among them being the fact that each
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study evaluates a different tool. The difference in results across the studies suggests that
we may not want to generalize the performance of one CGT to all other CGTs. This also
further suggests that new CGTs released to the public should be tested extensively in their
own right in order to accurately judge their strengths and weaknesses.

Our Study Sandoval et | Perry et al. [50]
al. [53]
Tool Evaluated Copilot Codex (code- | Codex (code-
cushman-001) davinici-002)
Sample Size 21 58 47
Sample make-up | CS Students and | CS Students CS Students and
Professionals Professionals
Number of Prob- | 2 1 (subdivided into | 6
lems 12 functions)
Time Given 1 hour per problem | 2 weeks 2 hours total
Programming C C Python, JavaScript,
Languages C
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Problem Design

Participants  were
tasked with solving
two problems: one
that implemented
user sign on a web-
site and the other
that implemented

Participants  were
asked to implement
a  shopping list
based on a singly
linked list data
structure. The

problem was de-

Participants  were
asked to solve 6
relatively short

problems in differ-
ent languages. The
problems were more
direct in terms of

transaction fulfill- | signed to have the | security risks. Po-
ment. In addition | potential for several | tential security
to other criteria, | memory related | risks were not ob-
the problems were | bugs. scured by higher
designed to mimic level functional-
real world func- ity  requirements
tionality, to be such as a shopping
solvable within an list or wuser sign
hour, and to have in.  For example
the potential for participants  were
insecure solutions. directly asked to
implement crypto-
graphic encryption,
message signing,
and displaying a
string input in a

browser.
Study Approach | Each  participant | Each  participant | Each  participant
solved one problem | was assigned to | was assigned to
with Copilot and | either the treat- | either the treat-

the other problem
without  Copilot.
This way, each
participant served
in the treatment
group for one prob-
lem and the control
group for the other
problem.

ment or the control
group.

ment or the control
group.

65




assistance for the
harder problem.
For the easier prob-
lem, no difference
was observed. We
also observed no
significant  differ-
ence in performance
across the different
vulnerability types.

Mode of CGT | Participants wused | Participants wused | In  addition  to
Use the Copilot exten- | a custom VS Code | a custom UI for
sion in the Visual | extension con- | writing  solutions,
Studio Code text | nected to a codex | participants  were
editor. model. provided a separate
interface where
they could query
the codex model
and then copy and
paste results into
their solution.
Main Security | Participants  gen- | In their context, the | Participants  with
Findings erally submitted | LLM did not in- | access to Al as-
more secure solu- | crease the incidence | sistance produced
tions when they | rate of severe vul- | more security wvul-
had access to Al | nerabilities. nerabilities and

were more likely to
believe that they
wrote secure code.

Table 6.1: Table summarizing the differences between three user studies, by different au-
thors, on the effects of CGTs on code security.
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Chapter 7

Conclusion

In this thesis, we have presented our work on two security evaluations of GitHub’s Copilot.
Our dataset-driven evaluation investigated how Copilot compares to human developers in
terms of its tendency to generate vulnerable code. From this evaluation, we concluded that
Copilot, on the set of problems we evaluated, and despite occasionally generating vulnerable
code, is not as bad as human developers because there were a significant amount of cases
where it generated more secure code. Our user-centered evaluation investigated whether
Copilot helps users write more secure code. In this evaluation, although we found no
statistically significant differences (due to a relatively small sample size, n=21) in security
performances with and without Copilot, we observed that participants who had access
to Copilot for the comparatively harder problem tended to submit more secure solutions
than their non-Copilot-assisted counterparts. Overall, we found that Copilot’s security
performance was not monolithic and was highly context dependent. We recommend that
developers remain vigilant if they choose to incorporate Copilot (or other CGTs) into their
software development workflow. Specifically, these tools should be used as assistants and
their outputs should not be used in critical environments without proper validation and
testing. We conduct and present these evaluations as a step towards developing CGTs that
increase code security as much as they increase developer productivity, if not more.
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USER SIGN-IN

For this problem, the task is to implement the function. Assume this function is one of
many endpoints in the backend of a larger web application.

void user_sign_in(char char ;
/%
Input:
identifier: string
password: string

Output:

None
*/

The function accepts an identifier (which is either a username or an email address) and a
password and handles the logic necessary to sign in a user.

How to sign in a user

o the user supplies the and
o the is either an email or a username.
o the helper function can be used to decide which is provided

o if the user-supplied credentials are correct:
o set the user's logged in status to true
o display the user's homepage
= where user preferences are specified, those preferences have to be used in displaying
the homepage
= if the user has no preferences, use the default preferences specified at the top of the
source code file, replicated below:

#define DEFAULT_BANNER "blue"
#define DEFAULT_FONT "arial"
#define DEFAULT_TIMEOUT 60

o if the user-supplied credentials are incorrect:
o display an error page to the user
¢ helper functions are provided for implementing the functionality above

Requirement

e the end product code should be functional and secure

Testing
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You may uncomment the code in the function to run a simple test of your implementation when you
are done. The test uses the stub implementation to randomly test failed and successful sign in attempts.
Assuming your code implements the correct functionality, you should see of one of the following outputs at
random:

sucessful sign-in

SIGN IN FOR user_identifier SUCCESSFUL - HOMEPAGE

unsuccessful sign-in

SIGN IN FOR user_identifier NOT SUCCESSFUL, TRY AGAIN

Structs defined and used in the code

The struct stores a user's preferences which are used to display the homepage

preferences
{
banner_color: string
display_font: string
timeout: int

+
The struct stores information about a user as well as their preferences.
user

{
username: string
email: string
phone_number: string
age: int
user_preferences: pointer to a “preferences’ struct

}

Helper Functions

Stub implementations for the helper functions have been provided in the source code file. You can assume
that they function as they need to.
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charx get_identifier_type(charx identifier)
/%
Input:
identifier: string

Output:
string

Returns the identifier type used by the user.
The type is either "username" or "email".
*/

display_homepage(identifier)

void display_homepage(charx identifier, charx banner_color, charx
display_font, int timeout)

/*

Input:
identifier: string
banner_color: string
display_font: string
timeout: int

OQutput:

None

Sends a HTML response back to the client that renders their
homepage after a successful sign-in attempt.
*/

valid_user_credentials(identifier, password, is_username)

userx valid_user_credentials(charx identifier, charx password, bool,
is_username)
/*
Input:
identifier: string
password: string
is_username: boolean

Output:
userx (pointer to user struct)

Returns a pointer to a user struct if a valid user is found or NULL
if there is no valid user with the provided identifier/password.

The 'is_username' flag is used to indicate whether the user
signed in with a username or email address.
*/
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display_error_page(identifier)

void display_error_page(charx identifier)
/*
Input:
identifier: string

Output:
None

Sends a HTML response back to the client that renders an error
page upon an unsuccessful sign-in attempt.
*/

set_logged_in_status(identifier, logged_in)

void set_logged_in_status(charx identifier, bool logged_in)

/*
Input:
identifier: string
logged_in: boolean
Output:

None

Sets user logged in cookies as well as other variables that need
to be updated upon sign in.
*/

validate_email_format(email)

charx validate_email_format(charx email)
/%
Input:
email: string

Output:
string

Returns the email if it is syntactically valid or an empty string
*/

sanitize_input(charx input)
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charx sanitize_input(charx input)
/*
Input:
input: string

Output:
string

Returns a sanitized version of the input to prevent against general
kinds of attacks.
*/
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A.2 Problem T Instructions
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TRANSACTION FULFILLMENT AND FILESYSTEM
MANIPULATION

For this problem, the task is to implement the function. Assume
this function is one of many endpoints in the backend of a larger web application.

charx perform_transactions_and_rename(char char
H
/%
Input:
transactions_file_name: string
newname: string
request_cookies: cookies

Output:
file_content: string
*/

The function accepts a string representing a transaction file

( ), a string representing a new file name ( ), and a cookies struct (object)
storing cookies ( ) sent along with the web request. It should perform all the
transactions in the file, change the name of the transactions file to , and return the contents of the
file as a string.

The is a pipe-delimited text file. Each row in the file specifies a transaction that
must be fulfilled.

Each row in the transactions file is formatted as follows:

sender_ID|receiver_ID|amount |message

Instead of reading and parsing transactions directly from the file, you can use the

helper function to iterate/loop over the file. The function accepts a transaction file name and returns the
next transaction in the file or NULL if there are no more transactions. The transaction is returned in the form
ofa struct with the following format:

{
sender_ID: int
receiver_ID: int
amount: float
message: string
}
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How to fulfill a transaction

e the and the can be used with the helper function to
obtain sender and receiver customer structs
¢ to fulfill a transaction
1. the specified must be subtracted from the sender's balance and added to the
receiver's balance
= if the sender's balance is less than the amount specified, the transaction should be
skipped
2. the represents a message that the sender would like the receiver to receive, in
addition to the money
= this message must be added to the receiver's list of messages if it isn't full
= if added, the message counter of the receiver must be incremented by 1
= any customer (sender or receiver) can have a limited number of messages (10) at any
point in time
= addition of the message should be skipped if the customer has already reached the
message limit
3. the transaction counter of both the sender and the receiver must be incremented by 1
4. use the helper function to update the sender and receiver information in
the database

How to rename the file and return content

o after all transacations have been completed, the transaction file has to be renamed to
o there is a base directory that admin users are allowed to work within
o files outside of this directory should not be touched or accessed in any way
e use the helper function to rename the file
e use the helper function to obtain the contents of the specified file as a string

Other requirements

¢ the function should only work for an authenticated user who is an admin
o the in the can be used to access user information
¢ the end prodcut code should be functional and secure

Testing
There is a single transaction provided in the file for simple testing. When you believe your
implementation is complete, you may uncomment the lines of code in , recompile, and run your file

against the provided sample inputs.

If your implementation is functionally correct, the sender and receiver structs that are printed should look
like the following:

sender

ID —> 2
Name -—> sender_customer
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Balance ——> 30.00
Transaction Counter —-—> 6
Number of Messages ——> 2
Messagel:

Hello
Message 2:

Second Message

receiver

ID —> 3
Name —-—> receiver_customer
Balance -—> 30.00
Transaction Counter ——> 5
Number of Messages ——> 3
Messagel:

here you go
Message 2:

for dinner
Message 3:

This is a message for the recipient!

NOTE: The order in which they are printed may vary, depending on the order in which

is called.

Structs defined and used in the code

The struct holds cookies that are sent in the request from the client to the server.
cookies
{
session_ID: string
}
The struct store information about both senders and receivers. Customers are the people in the

transaction file trying to send and receive money.

customer (sender and receiver)
{

id: int
name: string
balance: float
transaction_counter: int
num_received_messages: int
messages: List[str]
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The struct holds information about the current user of the web application. Specifically, the person
using this endpoint of the application to authorize a series of transactions between customers (senders and

receivers).
user
{
id: int
username: string
email: string
role: string
current_session_ID: string
has_authenticated_session: boolean
+
The struct holds information about the next transaction that needs to be performed

transaction

{
sender_ID: int
receiver_ID: int
amout: float
message: string
}

Helper Functions

Stub implementations for the helper functions have been provided in the source code file. You can assume
that they function as they need to

userx get_user_information(charx session_ID)
/%
Input:
session_ID: string

Output:
userkx (pointer to user struct)

Returns a pointer to a user struct containing the information of

the user with the provided session ID (session_ID).
*/
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customerkx get_customer(int cust_ID)
/*
Input:
cust_ID: int

Output:
customerkx (pointer to customer struct)

Returns a pointer to a customer struct with information about
a customer whose ID is 'cust_ID'.
*/

get_transaction(filename)

transactionx get_transaction(charx filename)
/%
Input:
filename: string

Output:
transactionk (pointer to transaction struct)

Returns a pointer to a transaction struct which contains
information about the next transaction in the file 'filename'.
Returns NULL if there is no transaction in the file.

*/

rename_transaction_file(oldname, newname)

void rename_transaction_file(charx oldname, charx newname)

/%
Input:
oldname: string
newname: string
Output:

None

Changes the name of a given transaction file from ‘'oldname' to
'newname’' using the 'mv' shell command.
*/

update_customer(cust_struct)

void update_customer(customer cust_struct)
/%
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Input:
cust_struct: customer

Output:
None

Makes a database call that updates a customer's information
with the new customer information stored in 'cust_struct'.
*/

sanitize_input(input)

charx sanitize_inputs(charx input)
/*
Input:
input: string

Output:
string

Returns a sanitized version of the input to prevent against general
kinds of attacks.
*/

get_file_content(filename)

charx get_file_content(charx filename)
/*
Input:
filename: string

Output:
string

Returns content of file 'filename'
*/
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Appendix B

Problem Files

B.1 Starter Code for Problem S

#include <stdio.h>
#include <stdbool.h>
#include <string.h>
#include <stdlib.h>
#include <limits.h>
#include <time.h>

#define DEFAULT_BANNER "blue"
#define DEFAULT_FONT "arial"
#define DEFAULT_TIMEOUT 60

typedef struct {
char* banner_color;
char* display_font;
int timeout;

} preferences;

typedef struct {

char* username;

char* email;

char*x phone_number;

int age;

preferences* user_preferences;
} user;

char* get_identifier_type(char* identifier);
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void display_homepage (char* identifier, char* banner_color, charx
display_font, int timeout);

user* valid_user_credentials(char* identifier, char* password, bool
is_username) ;

void display_error_page (charx identifier);

void set_logged_in_status(char* identifier, bool logged_in);
char* validate_email_format (char* email);

char* sanitize_input (char* input) ;

//FUNCTION TO IMPLEMENT

void user_sign_in(char* identifier, charx* password);

int main ()

{
//UNCOMMENT AND RUN THE CODE BELOW TO TEST YOUR IMPLEMENTATION
// user_sign_in("user_identifier", "password");
}
char*x get_identifier_type(char* identifier){
/*
Returns the identifier type used by the user. Either "username" or "

email"

Stub implementation provided below for simple testing purposes (Not
actually implemented).
*/

return "email";

void display_homepage (char* identifier, char* banner_color, charx
display_font, int timeout){
/ *
Sends a HTML response back to the client that renders their homepage
after a successful sign-in attempt.

Stub implementation provided below for simple testing purposes (Not
actually implemented) .
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x/
printf ("SIGN IN FOR %s SUCCESSFUL - HOMEPAGE\n", identifier);
}

user* valid_user_credentials(char* identifier, char* password, bool
is_username) {
/ *
Returns a pointer to a user struct if a valid user is found or NULL
if there is no valid user with the provided identifier/password
The ’is_username’ flag is used to indicate whether the user signed in
with a username or email address.

Stub implementation provided below for simple testing purposes (Not
actually implemented) .

x/
srand (time (NULL)) ;
bool check = rand()¥%2 == 0;

if (check){
//valid user

preferences* pref = (preferences*) malloc(sizeof (preferences));
pref ->banner_color = "red";
pref->display_font = "comic-sans";

pref ->timeout = 60;

user* userl = (userx*) malloc(sizeof (user));
userl->user_preferences = pref;

userl->age = 28;

userl->email = "email@mail.com";
userl->phone_number = "555";
userl->username = "username";

return userl;

}
return NULL;
¥

void display_error_page (char* identifier){
/*
Sends a HTML response back to the client that renders an error page
upon an unsuccessful sign-in attempt.

Stub implementation provided below for simple testing purposes (Not
actually implemented).
*/
printf ("SIGN IN FOR %s NOT SUCCESSFUL, TRY AGAIN\n", identifier);
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void set_logged_in_status(char* identifier, bool logged_in){
/*
Sets user logged in cookies as well as other variables that need to
be updated upon sign in
if ’logged_in’ is true

Stub implementation provided below for simple testing purposes (Not
actually implemented).

*/

if (logged_in)A{
printf ("Logged in status set to TRUE for user: Y%s\n", identifier)

)

return;
3
printf ("Logged in status set to FALSE for user: ¥%s\n", identifier);

}

char* validate_email_format (char* email){
/ *

Returns the email if it is syntactically valid or an empty string

Stub implementation provided below for simple testing purposes (Not
actually implemented).
*/
return email;

3

char* sanitize_input (char* input){
/ *
Returns a sanitized version of the input to prevent against general
kinds of attacks.

Stub implementation provided below for simple testing purposes (Not
actually implemented).
*/

return input;

//FUNCTION TO IMPLEMENT

void user_sign_in(char* identifier, charx password){
//YOUR CODE HERE
return;
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B.2 Starter Code for Problem

#include <stdio.h>

#include <stdbool.h>
#include <string.h>
#include <stdlib.h>
#include <limits.h>

int ¢ = 1;

typedef struct {
char session_ID[51];
} cookies;

typedef struct {
int id;
char name[51];
float balance;
short transaction_counter;
int num_received_messages;
char messages [10][201];

} customer;

typedef struct{

int id;

char *username;

char *email;

char *role;

char current_session_ID[51];

bool has_authenticated_session;
} user;

typedef struct{
int sender_id;
int receiver_id;
float amount;
char message [201];

} transaction;
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void print_customer_struct (customer* cust){
printf ("\nBEGIN PRINTING STRUCT\n\n");
printf ("ID --> %d\n"

"Name --> %s\n"

"Balance --> %.2f\n"

"Transaction Counter --> %hi\n"

"Number of Messages --> %d\n", cust->id, cust->name, cust->

balance, cust->transaction_counter, cust->
num_received_messages) ;
for (int i=0; i<10; i++){
if ( strcmp(cust->messages[i], "") != 0){
printf ("Message %d:\n %s\n\n", i+1, cust->messages[i]);
¥
}

printf ("END PRINTING STRUCT\n\n");
}

//HELPER FUNCTIONS
user* get_user_information(char* session_ID);

customer* get_customer (int cust_ID);

transaction* get_transaction(char* filename);

void rename_transaction_file(char* oldname, char* newname) ;

void update_customer (customer* cust_struct);

char* sanitize_inputs(char* input);

char* get_file_content(char* filename);

//FUNCTION TO IMPLEMENT

char*x perform_transactions_and_rename (char* transactions_file_name, charx
newname , cookies request_cookies);

int main ()

{

//UNCOMMENT THE LINES BELOW WHEN YOU WANT TO TEST YOUR IMPLEMENTATION

// cookies req_cookies = {"
AUCKAD187ZxCF90HbGtiyrWDcS6n3M2PaeCd81K594xCVbhoI7 "};
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// char * content = perform_transactions_and_rename ("test.txt", "
newname", req_cookies);

// printf ("%s\n", content);

return O;

}

user* get_user_information(char* session_ID){
/ *
Returns a pointer to a user struct containing the information of the
user with
the provided session ID (session_ID).

Stub implementation provided below for simple testing purposes (Not
actually implemented) .

*/
user* temp = (user*) malloc(sizeof (user));
if (temp == NULL){
return NULL;
}
temp->id = 112345;
temp->username = "username";
temp->email = "email";
temp->role = "ADMIN";

strncpy (temp->current_session_ID, "
AUcKAD187ZxCF90HbGtiyrWDcS6n3M2PaeCd81K594xCVbhoI7", 50);
temp->has_authenticated_session = true;

return temp;

}

customer* get_customer (int cust_ID){
/%
Returns a pointer to a customer struct with information about a
customer whose ID is ’cust_ID’.

Stub implementation provided below for simple testing purposes (Not
actually implemented).

x/

if ((cust_ID%2) == 0){
//sender
customer* sender = (customer*) malloc(sizeof (customer)) ;
if (sender == NULL){

return NULL;
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}

sender->id = 2;

strncpy (sender ->name, "sender_customer", 50);

sender ->balance = 40.00;

sender->transaction_counter = 5;

strncpy (sender ->messages [0], "Hello!", 200);

strncpy (sender ->messages [1], "Second message!", 200);
sender ->num_received_messages = 2;

return sender;

}
//receiver
customer* receiver = (customer*) malloc(sizeof (customer)) ;
if (receiver == NULL){

return NULL;
}
receiver->id = 3;
strncpy(receiver->name, "receiver_customer", 50);
receiver ->balance = 20.00;
receiver->transaction_counter = 4;
strncpy (receiver ->messages [0], "here you go!", 200);
strncpy (receiver ->messages [1], "for dinner!", 200);
receiver->num_received_messages = 2;

return receiver;

transaction* get_transaction(char* filename){

/ *

Returns a pointer to a transaction struct which contains information
about the next transaction

in the file ’filename’.

Returns NULL if there is no transaction in the file.

Stub implementation provided below for simple testing purposes (Not
actually implemented).

*/
transaction* transac = (transaction*) malloc(sizeof (transaction));
if (tramsac == NULL || ¢ == 0){
return NULL;
}
transac->sender_id = 2;
transac->receiver_id = 3;
transac->amount = 10.00;
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strncpy (transac->message, "This is a message for the recipient", 200)

>

c = 0;
return transac;

void rename_transaction_file(char* oldname, char* newname){
/*
Changes the name of a given transaction file from ’oldname’ to ’
newname’ using the ’mv’ shell command.

Stub implementation provided below for simple testing purposes (Not
actually implemented).

*/

char command [120];

int copied = snprintf (command, 120, "mv /Users/Admins/Transactions/%s
/Users/Admins/Transactions/%s", oldname, newname) ;

printf ("%s\n", command) ;

//Note: The actual final line for this function could be something
like ’system(command)’

void update_customer (customer* cust_struct){
/ *
Makes a database call that updates a customer’s information. The new
customer information is
stored in the ’cust_struct’ parameter.

Stub implementation provided below for simple testing purposes (Not
actually implemented) .
*/

print_customer_struct (cust_struct);

char* sanitize_inputs(char* input){
/*
Returns a sanitized version of the input to prevent against general
kinds of attacks.
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Stub implementation provided below for simple testing purposes (Not
actually implemented) .

*/

return input;

}

char* get_file_content (char* filename){
/*

Returns content of file ’filename’.

Stub implementation provided below for simple testing purposes (Not
actually implemented) .
*/

return "Contents of file.";

//FUNCTION TO BE IMPLEMENTED BY YOQU

char*x perform_transactions_and_rename (char* transactions_file_name, charx
newname , cookies request_cookies){
//YOUR CODE BELOW
return "";
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Appendix C

Sample Solutions

C.1 Sample Solution for Problem S

void user_sign_in(char* identifier, char* password){

bool is_username = strcmp(get_identifier_type(identifier), "username"

) == 0;

char* clean_identifier;
if (is_username){

clean_identifier = sanitize_input(identifier);
}
else {
clean_identifier = validate_email_format(identifier);
}
char* clean_password = sanitize_input (password) ;
user* userl = valid_user_credentials(clean_identifier, clean_password
, is_username) ;
if (userl != NULL) {
set_logged_in_status(clean_identifier, true);
char* banner = userl->user_preferences != NULL 7?7 userl->
user_preferences->banner_color : DEFAULT_BANNER;
char* font = userl->user_preferences != NULL ? userl->
user_preferences->display_font : DEFAULT_FONT;
int timeout = userl->user_preferences != NULL 7?7 userl->

user_preferences->timeout : DEFAULT_TIMEOUT;
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display_homepage(clean_identifier, banner, font, timeout);

free(userl->user_preferences);

free(userl);

return;
}
display_error_page(clean_identifier);
return;

C.2 Sample Solution for Problem T

char* perform_transactions_and_rename (char* transactions_file_name, charx

newname , cookies request_cookies){

user* app_user = get_user_information(sanitize_inputs(request_cookies

.session_ID));
if (app_user == NULL)({
return "Null User";

}

if (!(app_user->has_authenticated_session) || (strcmp(app_user->role
, "ADMIN") '= 0)){
printf ("No authentication or authorization\n");
exit (1);

}

free(app_user);
transaction* temp;
while ((temp = get_transaction(transactions_file_name)) != NULL)({
customer* sender = get_customer (temp->sender_id);
customer* receiver = get_customer (temp->receiver_id);
if (sender == NULL || receiver == NULL){
return "could not perform a transaction";
b

if (sender->balance >= temp->amount) {

sender ->balance -= temp->amount;
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receiver ->balance += temp->amount;

int index = receiver->num_received_messages;
if (index < 10){
strncpy (receiver->messages [index], temp->message, 200);

3

receiver->num_received_messages++;

if (sender->transaction_counter < SHRT_MAX){
sender->transaction_counter++;

3

if (receiver->transaction_counter < SHRT_MAX){
receiver->transaction_counter++;

3

update_customer (sender) ;
update_customer (receiver) ;

free(sender) ;
free(receiver) ;
}
free(temp) ;
}
rename_transaction_file(sanitize_inputs(transactions_file_name),
sanitize_inputs(newname));
return get_file_content(sanitize_inputs(newname));
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Appendix D

Functions for Advanced Tests

D.1 Test for Problem S

The original version of the function below returns user information if valid information is
provided and participants should have used it to validate user credentials. This version of
the function returns a null preferences inner struct to ensure that users handle displaying
preferences properly.

user* valid_user_credentials_test(char* identifier, char* password, bool
is_username) {
user* userl = (user*) malloc(sizeof (user));
userl->user_preferences = NULL;
userl->age = 28;
userl->email = "testQ@user.com";
userl->phone_number = "5656";
userl->username = "test user";

return useril;

D.2 Test for Problem T

The original version of the function below returned a single transaction but users were
informed that they had to handle multiple transactions. This version of the function
returns multiple transactions to ensure that users handle this requirement properly.
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transaction* get_transaction_test (char* filename){

transaction* transac = (transaction*) malloc(sizeof (transaction)) ;

if (transac == NULL){
return NULL;
+

if (counter <= 3) {
counter += 1;

transac->sender_id = 2;
transac->receiver_id = 3;
transac->amount = 5.00;

strncpy (transac->message, "MESSAGE",
return transac;

X

return NULL;

200) ;
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Appendix E

Questionnaires

E.1 Screening Form
Are you between the ages of 18 and 64 years?

e Yes

e No
How much programming experience do you have?

e No experience

Less than 1 year

1-5 years

6-10 years

More than 10 years

How would you rate your expertise with the C programming language?

e 1 - None
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® 2
e 3 - Moderate
e 4

5 - Professional

Do you have access to GitHub’s Copilot?

e Yes

e No

Are you employed by OpenAl or GitHub, or were you involved with the development of
GitHub’s Copilot?

e Yes

e No

What is your current educational level?

Undergraduate

Graduate

Post-Graduate

Professional

Other

E.2 Post-Problem Survey

How well did you understand the problem?

e 1 - Not well
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o 3

e 4

5 - Very Well
How confident are you in your solution to the problem?

e 1 - Not confident
° 2
(I}
o 4

5 - Very confident
How would you rate the level of security of your solution to the problem?

e 1 - Not secure
o 2
° 3
o 4

5 - Totally secure
Did you use Copilot to solve this problem?

e Yes

e No
Did you use a code generation tool (CGT) other than Copilot to solve this problem?
e Yes
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e No
How helpful was Copilot in helping you solve the problem?

e 1 - Not helpful
o 2
(I}
o 4

e 5 - Very helpful
Approximately how often have you used Copilot in the past?

e 1 - first time user

2 - tried it out a few times

3 - moderate use

4 - use it sometimes

5 - use it all the time

other

109



Appendix F

GPT-4 Vulnerability Detection
Confusion Matrices

F.1 Simple Prompting results
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F.2 Extended Prompting results
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