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Abstract

Control barrier functions (CBFs) and higher-order control barrier functions (HOCBFs)
have shown great success in addressing control problems with safety guarantees. These
methods usually find the next safe control input by solving an online quadratic program-
ming problem. However, model uncertainty is a big challenge in synthesizing controllers.
This may lead to the generation of unsafe control actions, resulting in severe consequences.
In this thesis, we discuss safety-critical control problems for systems with different levels of
uncertainties. We first study systems modeled by stochastic differential equations (SDEs)
driven by Brownian motion. We propose a notion of stochastic control barrier functions
(SCBFs) and show that SCBFs can significantly reduce the control efforts, especially in
the presence of noise, and can provide a reasonable worst-case safety probability. Based on
this less conservative probabilistic estimation for the proposed notion of SCBFs, we fur-
ther extend the results to handle higher relative degree safety constraints using higher-order
SCBFs. We demonstrate that the proposed SCBFs achieve good trade-offs of performance
and control efforts, both through theoretical analysis and numerical simulations.

Next, we discuss deterministic systems with imperfect information. We focus on higher
relative degree safety constraints and HOCBFs to develop a learning framework to deal
with such uncertainty. The proposed method learns the derivatives of a HOCBF and we
show that for each order, the derivative of the HOCBF can be separated into the nominal
derivative of the HOCBF and some remainders. This implies that we can use a neural
network to learn the remainders so that we can approximate the real residual dynamics
of the HOCBF. Next, we study stochastic systems with unknown diffusion terms. We
propose a data-driven method to handle the case where we cannot calculate the generator
of the stochastic barrier functions. We provide guarantees that the data-driven method
can approximate the Itô derivative of the stochastic control barrier function (SCBF) under
partially unknown dynamics using the universal approximation theorem.

Finally, we study completely unknown stochastic systems. We extend our assumption
into the case where we do not know either the drift or the diffusion term of SDEs. We
employ Bayesian inference as a data-driven approach to approximate the system. To be
more specific, we utilize Bayesian linear regression along with the central limit theorem to
estimate the drift term. Additionally, we employ Bayesian inference to approximate the
diffusion term. We also validate our theoretical results using numerical examples in each
chapter.
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Chapter 1

Introduction

1.1 Background

Over the past centuries, the control of dynamical systems has gained significant interest
among researchers due to its numerous applications across various fields. A primary goal of
controlling such systems is to derive feasible controllers that are capable of meeting control
objectives. However, in modern control tasks, the more important goal is to optimize
system performance while ensuring safety in the control of a dynamical system.

Stability is a crucial characteristic in system control. It implies the system’s capacity to
converge to a fixed point under suitable controllers [81]. The concept of Lyapunov stability
is usually used to verify the stability of dynamical systems, and control Lyapunov functions
(CLFs) are utilized to stabilize the systems [70].

Safety is another critical attribute in the control of dynamical systems. It refers to the
system’s ability to maintain itself in a safe region throughout the control process. The
concept of safety control is initially introduced in [83] in the form of correctness and is
then formalized in [3], in which the authors stated that a safety property stipulates that
some “bad thing” does not happen during execution. For a non-linear system, model
predictive control (MPC) [19,89,95] is an effective tool by solving an optimization problem
while taking all safety constraints into account in each discrete time step. However, this
introduces substantial computational load for real-time implementations.
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Set Invariance and Control Barrier Function

In the context of dynamical systems, a subset of the state space is said to be positively
invariant if a trajectory enters the set and never exits. This concept can be expanded to
keep the trajectory in the set by choosing proper control actions. As a result, the idea of
set invariance can be utilized to describe a system’s safety property, in the sense that any
trajectory that starts within a safe set will never reach the complement of the set, where
unsafe things happen.

Inspired by control Lyapunov functions, control barrier functions (CBFs) are proposed
to manage the safety control of dynamical systems. Barrier functions, introduced first in
constrained optimization problems [16], are continuous functions whose value of a point
increase towards infinity as the point approaches the boundary of the feasible region of the
optimizing problem. By using barrier functions, we can guarantee the solution to meet the
constraints of such optimization problems.

Quadratic programming (QP) is efficient given the fact that its objective functions are
quadratic and easy to solve. Therefore, CLFs and CBFs fit well within the QP problems’
constraints. Meanwhile, a control affine system is linear with respect to the control inputs.
Given the above two benefits, CLFs and CBFs fits well in the form of constraints of QP
problems. As such, we can integrate CLFs and CBFs in quadratic programming problems,
to render stable and safe control inputs for dynamical systems [5–7]. Also, the cost function
of QP problems can vary based on different purposes, such as minimizing control effort [50],
or minimizing the gap between actual control and a desired control [94]. It is shown in [109]
that finding safe control inputs by solving QP problems can be extended to an arbitrary
number of constraints and any nominal control law. As a result, CBFs are widely used in
safety control such as lane keeping [8] and obstacle avoidance [26].

1.2 Literature Review

Control Lyapunov Function

Control affine systems have gathered great attention among researchers in various fields
over past decades [41]. The main target in the study of these systems is to design effective
controllers that can achieve desired control objectives satisfying stability [39], safety [126],
and robustness [110] under different conditions.

Stability is a key characteristic of control affine systems. It generally refers to the
system’s state converging to a fixed point over time under appropriate controllers [10,97].

2



Lyapunov stability [69] is usually used in such context to show that the solution of the
system is able to stay close to the equilibrium point. Control Lyapunov functions are
designed based on Lyapunov theory to guarantee and the resulting controllers will stabilize
they control affine systems [51]. For multi-agent systems, control Lyapunov functions are
also used to control a class of systems simultaneously for task completion [103]. In recent
years, Lyapunov-like functions are also widely applied to complex systems together with
learning methods as in [42,74]. Reinforcement learning (RL) algorithms have been proved
to be useful tools in control problems, especially for complex control tasks [1, 124]. The
value function in the RL algorithm is constructed as Lyapunov-like functions so that all
the states are guaranteed to be within region of attraction [12]. Lyapunov functions are
also combined with RL methods to construct safe RL agents that switch among a set of
base controllers. This method is first studied in [106] where safety is guaranteed for each
controller. In [30], the Lyapunov function is designed to be an upper bound of the constraint
cost functions of constraint Markov decision process, such that the corresponding algorithm
guarantees feasibility and optimally under certain conditions. This idea is extended to
policy-gradient methods for policy function in [31] where near-constraints are satisfied for
every policy update by projecting the action onto a set of feasible solution induced by the
state-dependent linearized Lyapunov constraints.

Model Predictive Control

Model Predictive Control (MPC) has emerged as an important technology in the field
of control engineering, particularly for safety-critical systems over the past decades. The
initial form of MPC originated from its broad applications in industrial projects, notably in
a project in oil industry, leading to the development such as Dynamic Matrix Control and
Model Heuristic Predictive Control [127]. Parallel to these industrial projects, Generalized
Predictive Control emerged within the adaptive control area, aiming at the robustness of
the controller [34, 35]. The next stage in the development of MPC mainly emphasized
to establish stability and optimality in MPC formulations [85]. Robust MPC, studied
in [20], addresses model uncertainty and disturbance. Stability results of non-linear systems
for constrained optimal control were analyzed in [68] and the work in [88] proposed a
method of finding feasible solution instead of global optimal solutions. In their approach,
once a feasible solution is found, subsequent calculation preserves the feasibility and only
improves the solution by reducing the cost. In [24], the authors come up with an approach
called quasi-infinite-horizon MPC, where a quadratic terminal penalty corresponding to
the finite horizon cost of the linearized non-linear system is imposed. Given MPC’s ability
to solve controllers under constraints, it has been increasingly used to guarantee safety by

3



incorporating safety criteria into these constraints. Existing work using MPC considering
safety are among [113, 115, 126]. The safety requirements are formulated as constraints in
an optimizing problems such as obstacle avoidance [49,155]. The majority of work in this
area is focusing on collision avoidance and consider distance constraints with Euclidean
norms [114, 133, 157]. Additionally, MPC has been combined with the Lyapunov function
for stability, as shown in [60].

Safety-Critical Control and Control Barrier Function

Research on safety-critical systems primarily focuses on controlling these systems while
satisfying state constraints. Besides the traditional method of using MPC with safety con-
straints during the optimization phase, as discussed above, safety filters are also employed
to ensure the systems’ safety. Safety filters are used to verify if the resulting controller
remains within a predefined safe set. If the controller does not pass the verification, it
will be replaced by a known safe controller [131]. Safety filters are also combined with
RL to update safety policies as in [134]. However, the use of safety filters often requires
a pre-calculated safe set. Reachability analysis are usually used to calculate such a set as
in [57], which is computational demanding in practice.

One important method addressing the safety-critical control for dynamical systems
is called control barrier functions (CBF). The CBFs have been studied widely since [6]
with a great range of applications such as quadrotor [43, 46, 125, 146, 160], autonomous
vehicles [79, 123, 126, 143] and robotic control [58, 64, 96, 102, 104, 140]. Safety analysis can
also be adapted to focus on stability. These approaches are typically based on Lyapunov
stability analysis. If the safe set is designed as a subset of the region of attraction, then
CLFs can be employed to ensure a safe and stable controller [112]. CLFs are also combined
with CBFs to guarantee safety for reachability problems as in [37,128,136].

Initially, the study of CBFs is mainly focusing on relative degree of one, which means
that the control input appears in the first order derivative of the CBF so that we could
solve optimization problem directly. However, for more complicated systems, this is not
the case. As a result, people start to study CBFs with higher-order scenarios to address
this degree issue. Exponential control barrier functions (ECBFs) [101] and higher-order
control barrier functions (HOCBFs) [147] are proposed to deal with high relative degree.
And research focusing on safety-critical control with high relative degree are well studied
in [36,78,149,154].
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Control Barrier Function with Reinforcement Learning

Most of the above research works aim to control a deterministic system with perfect in-
formation. For systems with uncertain dynamics, learning-based methods are applied to
design controllers with CBFs. Reinforcement learning has been combined with CBFs, as
seen in [18,28–30,45,158], to design controllers under uncertain dynamics. In [28], a model-
free RL algorithm is proposed that combines with model-based CBFs. The dynamics of
the model, which are initially unknown, are estimated as the RL algorithm explores the
system’s states. Another approach is presented in [87] where an off-policy method is used
to learn a policy without any knowledge of the systems. During the learning phase, the
RL agent uses a safe but conservative policy, achieved by integrating CBFs into the value
function. As a result, the learned policy will stay inside the safe set due to the constraints
from the CBF. A coefficient is used to serve as a trade-off between optimality of the value
function and safety resulting from the CBF.

Control Barrier Function with Supervised Learning

CBFs are also integrated into supervised learning (SL) since an SL algorithm can learn a
model through data collection, sampling from controlled trajectories. Unlike RL methods
that learn a policy directly, SL algorithms usually identify the system first, and then control
the system using the learned system. In [129], the authors present an approach to enhance
safety of the system by estimating the model uncertainty using CBFs. A bounded error is
considered for the model parameters. Instead of learning the dynamics of the model, they
incorporate the uncertainty into the CBFs. It is assumed that if a valid CBF exists for the
nominal model, then there is also a valid CBF for the real model such that the dynamics
of the CBF can be learned using the observed data. As a result, they use neural networks
to identify the dynamics of the CBF to guarantee safety. The work in [137] extends this
idea to a more general form for higher relative degree. They show that for each order
derivative of the CBF, the real derivative of the CBF can always be represented by the
nominal derivative and an extra term. Similar to [129], they also identify the derivative
of the CBF to address the uncertainty of the system. A different approach for learning
the safe region of unknown system is studied in [142]. This work considers an additional
affine disturbance term of the unknown system, that is modelled using a GP to guarantee a
high probability confidence interval. Given an initial safe set and with online learning, the
safe region is expanded until no more improvement. An adaptive sampling method called
information-maximizing-based exploration method is proposed in [11]. A more general
approach of safety-critical control using GP model is studied in [75] where the model is
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identified using a GP model to optimize the system with high probability of safety. A
chance constraint is specified using a predefined CBF. Bayesian inference is also utilized
to identify the system together with safety certificates as in [17, 40] for unknown systems.
In [17], a barrier Bayesian linear regression approach method is proposed for the safety
of uncertain system by assuming that the error is bounded between the nominal and true
system. In [40], the authors estimate the distribution of the dynamics using Bayesian
learning. The objective of the approach is to avoid offline system identification so that the
system can autonomously adapt its own model during operation. They propose a matrix
variate Gaussian process (MVGP) regression approach with covariance factorization to
learn the drift and input gain terms of a non-linear control affine system. The MVGP
distribution is then used to optimize the system behavior and ensure safety with high
probability.

Control Barrier Function for Stochastic System

Safety-critical control addressing stochastic noise is also well studied in recent years. The
reciprocal stochastic control barrier function and zeroing stochastic control barrier function
are considered in [33] to provide safety guarantee under stochastic disturbance. The safety
guarantee in the sense of probability is widely studied in [90,99,100,118,153]. The reciprocal
stochastic control barrier function is applied to higher-order scenarios in [119], and [118]
investigates worst-case safety verification using SZCBFs, regardless of the noise magnitude.
In [138], the authors propose the stochastic control barrier function (SCBF) with milder
conditions at the cost of sacrificing the almost sure safety.

1.3 Motivation

Safety-Critical Control for Unknown Deterministic System

In practice, models used to design controllers are usually imperfect because of system
uncertainty, which could lead to unsafe and even hazardous situations. Therefore, it is
essential to develop controllers that are capable of addressing these uncertainties. Learning-
based methods have shown great potential in controlling systems subject to uncertainty
[74]. Many methodologies leverage data-driven approaches in this field. This process
involves collecting training data to better understand the real dynamics of the systems
in order to design better controllers. In [152], a method involving the HOCBF under
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external disturbance is proposed using imitation learning to obtain a feedback controller.
Techniques such as the Gaussian process (GP) have also been utilized to approximate the
model, as in [32]. A non-parametric Gaussian control barrier function is introduced in [72]
that is working on safety samples by assuming a GP prior. Reinforcement learning (RL) has
been used to learn the model uncertainty for input-output linearization control [144] and
a RL-based framework for policy improvement is proposed in [29] as well. However, both
methods do not rely on a nominal controller. Using nominal controllers is more flexible,
as they can be replaced by other reliable models and controllers in practice. In [129], the
authors take the advantage of the nominal model and controllers and study safety-critical
control of unknown deterministic systems. They estimate the derivative of the CBF using
observed data. However, they only address relative degree of one. As a result, in Chapter
3, we extend our case into higher-order control barrier functions and propose a framework
with higher relative degree.

Safety-Critical Control for Stochastic System

For systems influenced by Gaussian-type noise, stochastic differential equations (SDEs) are
typically used to depict the randomness of such systems. Previous research on stochas-
tic stability in the context of diffusion-type SDEs has a wide variety of applications in
verifying probabilistic quantification of safe set invariance [80]. Investigations are focused
on the worst-case safety verification, utilizing SZCBFs regardless of the intensity of noise.
The authors in [118] have proposed a method for synthesizing polynomial state feedback
controllers that achieve a specified probability of safety based on the existing verification
results. In connection to stochastic hybrid systems with more complex specifications, a
compositional framework is proposed by [107]. This framework focuses on the construc-
tion of control barrier functions for networks of continuous-time stochastic hybrid systems,
enforcing complex logic specifications expressed by finite-state automata. However, ap-
plying conservative quantification to higher-order control systems is problematic due to
low-quality estimation. The authors in [119] applied the strong set-invariance certificate
(generated by SRCBFs) from [33] to higher-order stochastic control systems. The con-
ditions are rather strong and able to effectively cancel the effects of diffusion to force a
probability-one path safety. However, the above results admit unbounded control inputs,
and the hard constraints may cause failures of satisfying safety specifications. As a result,
we study safety-critical control of SDEs in Chapter 4 and propose our SCBF to improve
worst-case safety probability with less control effort.
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Safety-Critical Control for Stochastic System with Unknown Dif-
fusion

Even though we propose the SCBF for safely controlling stochastic systems, there may be
cases where we do not fully understand these systems. In some practical scenarios, we do
not have precise information about the Brownian motion affecting the system. This lack
of precise modeling of the diffusion presents a challenge. As a result, the first scenario
we consider in the context of stochastic system uncertainties involves lacking information
about the diffusion term. In such cases, we cannot directly calculate the generator of the
SCBFs, which is required in the corresponding QP problems. In [98], the authors propose
a method of estimating the value of the generator of a given function at a specific point
within the domain. Building on this concept, we extend the idea to the entire state space
and propose our data-driven stochastic control barrier functions (DDSCBF) framework for
systems with unknown diffusion, as discussed in Chapter 5.

Safety-Critical Control for Fully Unknown Stochastic System

A natural extension of such uncertainties is for stochastic systems without any knowledge
of either drift or diffusion. One way of handling these unknown dynamics is to identify
the model first and then apply control barrier certificates to guarantee safety. GP models
have been widely used to approximate unknown systems. Consequently, a Matrix-Variate
Gaussian process model is used to learn non-linear control affine discrete systems and
the learned model is incorporated into a multi-agent CBF framework as in [27]. A two-
stage solution is proposed in [66] for unknown systems, where Gaussian learning is used
to learn the model first and then use CBF for safety guarantee. In [40] and [17], Bayesian
learning is used to approximate the unknown model with barrier certificates for safety-
critical control. However, all of these methods only focus on deterministic systems. Data-
driven methods with scenario convex programming (SCP) are also studied in guaranteeing
safety of unknown dynamical systems. In [25] and [116], random trajectories are sampled
and used with barrier certificates as a finite number of constraints in optimization problems
for unknown deterministic and stochastic systems, respectively. However, such methods
only apply to discrete systems. Formal methods with Gaussian process learning are also
studied in [135] for discrete systems as well. On the other hand, data-driven methods
with Bayesian learning has been widely used to identify unknown stochastic differential
equations as in [9] and [120]. And recently, the authors in [22] proposed sparse Bayesian
learning architecture to handle insufficient data resources or prior information for unknown
SDEs. Motivated by such results, we propose a two-stage method using Bayesian inference
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in Chapter 6 for safety-critical control of fully unknown systems.

1.4 Contribution

This thesis addresses safety-critical control with various levels of uncertainties, primar-
ily focusing on deterministic systems with imperfect information and stochastic systems
influenced by Gaussian noise. The key contributions and outcomes for each chapter are
outlined below.

1.4.1 Safety-Critical Control with Imperfect Deterministic Sys-
tems

In Chapter 3, we study safety-critical control for systems with imperfect information. We
focus on higher relative degree and HOCBFs to develop a learning framework to deal with
system uncertainty. Our method learns the derivatives of a HOCBF. We show that for
each order, the derivatives of the HOCBF can be separated into the nominal derivative
of the HOCBF and some remainders. This implies that we can use a neural network to
learn the remainders so that we can approximate the real dynamics of the HOCBF. We
also show that our learning framework maintains the control affine structure of the system
and under some reasonable assumptions, the learned derivatives guarantee robustness for
the safety of the system. In the simulation, we validate our method using Dubins vehicle
and quadrotor [137].

As a result, the main contributions of Chapter 3 are summarized as follows .

• We propose a learning framework for derivatives of HOCBFs for safety-critical control
for systems imperfect deterministic systems.

• We provide sufficient conditions on controllers via HOCBF for set invariance.

• We show the real derivatives of the HOCBF can be separated into two terms, i.e.,
the nominal derivative of the HOCBF and a remainder that is independent of the
control input.

• We propose a control affine learning framework to approximate the real derivatives
of the HOCBF.

• We validate our method in simulation using Dubins vehicle and quadrotor models.
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1.4.2 Safety-Critical Control with Gaussian Noise

In Chapter 4, we study systems modeled by stochastic differential equations (SDEs) driven
by Brownian motions. We introduce the concept of stochastic control barrier functions
(SCBFs) and demonstrate that SCBFs can significantly reduce control efforts, especially
in the presence of noise, compared to stochastic reciprocal control barrier functions (SR-
CBFs). The proposed SCBFs also provide a less conservative estimation of safety prob-
ability, compared to stochastic zeroing control barrier functions (SZCBFs). Motivated
by the need to reduce potential severe control constraints generated by SRCBF certifi-
cates [33] in the neighborhood of the safety boundary, and improving the worst-case safety
probability provided by SZCBF certificates, we propose SCBFs as a middle ground to
characterize safety properties for systems driven by Brownian motions. We demonstrate
that the proposed SCBFs achieve good trade-offs of performance and control efforts, both
through theoretical analysis and numerical simulations. We show that SCBFs generate
milder conditions compared to SRCBFs at the cost of sacrificing the almost-sure safety.
The verification results, which provide a non-vanishing lower bound of safety probability
for any finite time period, are still less conservative than widely used SZCBFs.

Unlike control systems with relative degree one, where optimal control schemes can be
applied to synthesize finite-time almost-surely safety controllers [80, Chapter 5] or even
to characterize the probabilistic winning set of finite-time safety with a priori probabil-
ity requirement [47], off-the-shelf optimal control schemes and numerical tools cannot be
straightforwardly applied to stochastic control systems with high relative degree. As a
result, we further extend the results to handle high relative degree safety constraints using
higher-order SCBFs [138].

The main contributions of Chapter 4 are summarized as follows.

• We propose the notion of stochastic control barrier functions (SCBFs) for safety-
critical control. We show both theoretically and empirically that the proposed SCBFs
achieve good trade-offs between mitigating the severe control constraints (potentially
unbounded control inputs) and quantifying the worse-case safety probability.

• Based on the less conservative worse-case safety probability, we extend our result to
higher-order SCBFs in handling high relative degree safety constraints and formally
prove the worst-case safety probability.

• We validate our work in simulation and show that the proposed SCBFs with high
relative degree have less control effort compared with SRCBFs and better safe prob-
ability compared with SZCBFs.
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1.4.3 Data-Driven Learning of Safety-Critical Control with Stochas-
tic Control Barrier Function

In real-world applications, dynamical systems sometimes encounter unknown disturbances
in the form of Gaussian noise, of which the exact expressions are often unknown. Conse-
quently, Chapter 5 studies the safety-critical control of stochastic systems with unknown
diffusion parts, proposing a data-driven method to address these scenarios. Specifically, we
propose a data-driven stochastic control barrier function (DDSCBF) framework and use
supervised learning to learn the unknown stochastic dynamics via the DDSCBF scheme.
Under some reasonable assumptions, we provide guarantees that the DDSCBF scheme can
approximate the Itô derivative of the stochastic control barrier function (SCBF) under
partially unknown dynamics using the universal approximation theorem. Furthermore,
we demonstrate that the DDSCBF scheme can achieve the same safety guarantees as the
SCBF approach presented in Chapter 4, despite that less knowledge of the stochastic
system is accessible. We use two non-linear stochastic systems to validate our theory in
simulation [139].

The principal contributions and outcomes of Chapter 5 can be summarized as follows.

• We study safety-critical control of stochastic systems with unknown diffusion term.

• We propose a data-driven method to approximate the generator of unknown SDEs.

• We provide guarantees that the DDSCBF scheme can approximate the Itô derivative
of the stochastic control barrier function (SCBF) under partially unknown dynamics
using the universal approximation theorem.

• We verify our results using two non-linear systems in simulation.

1.4.4 Safety-Critical Control with Unknown Drift and Diffusion

In Chapter 6, we extend our research to safety-critical control for unknown stochastic
systems. This chapter extends the study from previous chapters on stochastic systems by
addressing the additional challenge of unknown drift and diffusion terms. This exploration
is important for real-world applications where system parameters are not always known a
priori, and uncertainty can significantly impact system behavior. The proposed method
takes the advantage of Bayesian learning to estimate the system’s dynamics accurately.
By leveraging data-driven methods, we effectively estimate both drift and diffusion terms
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based on the system’s observations. This is a two-stage method where the system will be
identified first and then the stochastic control barrier functions are applied to control the
system safely. We validate our method in the simulation and compare results mainly in
safety performance and time efficiency. For safety performance, we show that the estimated
system could achieve a similar safety ratio compared to the true systems when using the
stochastic control barrier functions. And as for the issue of time efficiency, the results
highlight that identifying the system first using observed data is more efficient, especially
in scenarios with higher relative degrees.

The main contributions of Chapter 6 are summarized as follows.

• We study safety-critical control for stochastic systems with completely unknown
stochastic dynamics.

• We use Bayesian learning framework to identify the systems and then use SCBFs to
control the identified system for safety guarantee.

• We validate our results and compare with our previous work in [138] and [139] for
safety ratio and running time. We show that identifying the system with observed
data first is more time-efficient when dealing with higher relative degree cases.

1.5 Overview of the Thesis

Below is a brief overview of our thesis addressing the problem of safety-critical control for
uncertain systems. In Chapter 1, we talk about the foundation of our thesis, mainly about
the background, motivation, literature review and our contribution of each chapter. We
discuss the state of the art in safety-critical control area, which includes the exploration in
both deterministic and stochastic systems and various type of (stochastic) barrier functions,
which leads to our motivation of the research within our thesis.

In Chapter 2, we introduce the fundamental concepts related to each chapter of the
thesis such as dynamical systems, set invariance, control Lyapunov functions, control bar-
rier functions and higher-order control barrier functions. Stochastic differential equations
together with different types of stochastic barrier functions are also discussed in this chap-
ter. Additionally, we present the methodologies closely related to our proposed methods,
such as supervised learning and (Bayesian) linear regression models.

Chapter 3 addresses safety-critical control for imperfect deterministic systems. We
prove that the higher-order derivatives of HOCBFs can be isolated the derivative of such
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HOCBF with respect to the nominal model and a remainder. We also show that our
isolation architecture maintains the control affine property of the original system so that
we could identify the remainder using learning techniques. Once we have learned the
derivative of the higher-order derivative of the HOCBFs, we could control the system
safely.

Chapter 4 focuses on safety-critical control in stochastic systems with Gaussian noise.
We discuss different types of stochastic barrier certificates such as stochastic reciprocal and
zeroing barrier functions. We propose our higher-order stochastic control barrier functions
and show that our barrier certificates under stochastic scenarios require milder control
actions while maintaining a reasonable worst-case safety probability.

The following Chapter 5 explores data-driven methods for safety-critical control us-
ing stochastic control barrier functions where the diffusion is unknown. We talk about
probabilistic quantification of safety with respect to the unknown system using a learned
generator. We also discuss the feasibility of our assumptions during the learning phase and
provide robustness analysis of the resulting system.

And in Chapter 6, we also cover the challenge of safety-critical control for unknown
stochastic systems. This chapter discusses safety-critical control strategies using stochastic
control barrier functions, specifically for systems with unknown drift and diffusion. We em-
phasize our study mainly in discussing data collection and system identification techniques
for accurately characterizing such unknown terms. Following this, the chapter introduces a
control framework for the learned dynamics, integrating stochastic control barrier functions
to guarantee safety.

Finally, in Chapter 7, we provide a thorough conclusion of our work, followed by insights
into future research in safety-critical control for systems with uncertainty.
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Chapter 2

Preliminaries

2.1 Dynamical System and Set Invariance

The field of dynamical systems and control plays a crucial role in understanding and manip-
ulating the behavior of various systems. It involves the study of systems characterized by
a state that changes over time. The primary goal is to develop and implement controllers
that enable the system to execute specific tasks. Consider a nonlinear system as

Ẋ(t) = F (X(t)), X(t0) = X0, (2.1)

where X(t) ∈ Rn is the state that evolves over time t, X0 is the initial state at time t0 and
the function F : Rn → Rn is the vector field that governs the system’s dynamics.

The concept of Lipschitz continuity is crucial in the context of differential equations.
It ensures that small changes in the input lead to bounded changes in the output. This
property is of great importance for the existence and uniqueness of solutions to differential
equations.

Definition 2.1.1. The function F : Rn → Rn is said to be Lipschitz continuous if there
exists a positive number K such that

|F (X1)− F (X2)| ≤ K|X1 −X2|,

for all X1 and X2 in Rn.

According to the existence and uniqueness theorem, if F is Lipschitz continuous, there
exists a unique solution for system (2.1) for t > 0. This theorem guarantees that the
system’s behavior is well-defined and predictable under the given initial conditions.
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The concept of positively invariant sets is important in the analysis and design of
dynamical systems. A set C is called positively invariant for a system if the system starts
in this set, it remains in this set for all future times. This property is critical in ensuring
safety and stability in control systems, where certain states must be avoided.

Definition 2.1.2. A set C is said to be positively invariant for system (2.1) if for all X0,
X0 ∈ C implies X(t) ∈ C for all t > 0.

In many practical scenarios, dynamical systems are driven by external controls and
such systems are described by the following control affine systems

ẋ = f(x) + g(x)u, x(t0) = x0, (2.2)

with x ∈ X ⊆ Rn and control input u taking values from U ⊆ Rm. Controlled invariance
extends the concept of set invariance to control systems. A set C is controlled invariant
if, for every initial state in a certain set O ⊆ C, there exists a control input u that keeps
the system’s state within C for all future times. This is fundamental in control theory, as
it allows the designer to ensure that the system remains within safe condition by applying
appropriate control inputs.

2.1.1 Control Lyapunov Function and Stability

To motivate the idea of using barrier functions for safety control, we begin by consider-
ing the problem of stability control. Stability analysis for dynamical systems is crucial
in control theory. It helps to determine whether a system will converge to a stable point
over time. The Lyapunov functions are commonly used for stability analysis of dynamical
systems. They provide a method to prove the stability of an equilibrium point in a sys-
tem without explicitly solving the differential equations. A scalar function V (x) is called
Lyapunov function if it satisfying the following property as

• V (x) is continuous and differentiable,

• V (x) > 0 for all x ̸= 0 and V (0) = 0 ,

• V̇ (x) = ∂V
∂x
· f(x) ≤ 0 for all x ̸= 0.

Control Lyapunov Functions (CLFs) are used to design control laws for guiding the
system towards desired equilibrium points. It extends the concept of a Lyapunov function
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to systems with control inputs. To be more specific, given a control affine dynamical system
as (2.2) and suppose that our control target is to control such system to reach a fixed point
x∗ = 0, we can use a CLF to drive the system to the origin. A function V : Rn → R is
called a Control Lyapunov Function if it is positive definite and satisfies the condition that

inf
u∈U

[LfV (x) + LgV (x)u] ≤ −γ(V (x)), (2.3)

where γ is a class K function, i.e., γ(0) = 0 and it is strictly monotonic. Taking the
advantage of the above definition, we could design control laws according to

∃u = k(x) s.t. V̇ (x, k(x)) ≤ −γ(V (x)), (2.4)

where
V̇ (x, k(x)) = LfV (x) + LgV (x)k(x),

to make sure that the system is stablizable at x∗ = 0. Here, LfV (x) = f(x) · ∂V
∂x

(x),
LgV (x) = g(x) · ∂V

∂x
(x).

We can consider the set of all possible stable controllers for every point in the state
space as

Kclf := {u ∈ U : LfV (x) + LgV (x)u ≤ −γ(V (x))}. (2.5)

Consequently, by finding control inputs that satisfying (2.4), we can control the system to
reach x∗ = 0.

2.1.2 Control Barrier Function and Safety

Barrier functions ensure safety constraints within dynamical systems. These functions are
used to enforce hard constraints on system states, ensuring that certain undesirable or
unsafe states are never reached. Barrier functions work by continuously monitoring the
state of the system and dynamically adjusting the control inputs to ensure that the system
does not break the safety barrier. The fundamental idea behind barrier functions is to
create a ’barrier’ within the state space that the system cannot cross. A barrier function
B : Rn → R is typically designed such that it approaches infinity as the state approaches
the boundary of the safe set.

Definition 2.1.3. Given a safe set C ⊆ R, a function B(x) is called a barrier function if

• B(x) > 0 for x ∈ C,
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Figure 2.1. Control Lyapunov functions and control barrier functions. [38]

• B(x)→∞ as x→ ∂C.

Inspired by control Lyapunov functions, safety can be described as finding controllers
for system (2.2) to enforce the invariance of safe sets. More specifically, consider a set C
defined as the superlevel set of a continuously differentiable function h : D ⊂ X ⊂ Rn → R.
Define

C = {x ∈ D : h(x) ≥ 0},
∂C = {x ∈ D : h(x) = 0},
C◦ = {x ∈ D : h(x) > 0}.

(2.6)

We aim to find feedback controllers u = k(x) such that the resulting dynamical system

ẋ := f(x) + g(x)k(x)

is invariant in set C. This means that for any initial state x0 ∈ C, x(t) ∈ C for t ∈ [0,∞).

Similar as control Lyapunov function, we define control barrier functions as

Definition 2.1.4. Let h : D ⊂ Rn → R be a continuously differentiable function and
C ⊂ D ⊂ Rn be a superlevel set of h as defined in (2.6). Then h is a control barrier
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function (CBF) if there exists an extended K∞ function α such that for the control system
(2.2),

sup
u∈R

[Lfh(x) + Lgh(x)u] ≥ −α(h(x))

for all x ∈ D, where Lfh(x) = f(x) · ∂h
∂x

(x) and Lgh(x) = g(x) · ∂h
∂x

(x).

Similar to (2.3), all controllers in

Kcbf := {u ∈ U : Lfh(x) + Lgh(x)u+ α(h(x)) ≥ 0} (2.7)

render h ≥ 0, i.e., the safety of set C.

Reciprocal Control Barrier Function and Zeroing Control Barrier Function

The definition of reciprocal control barrier function (RCBF) and zeroing control barrier
functions (ZCBF) are first proposed in [6]. Given the function of the form

B(x) = − log
h(x)

1 + h(x)
,

with h defined as in Definition 2.6. The function satisfies the properties

inf
x∈C◦

B(x) ≥ 0,

lim
x→∂C

B(x) =∞.

The results in [132] and [107] show that the condition Ḃ ≤ 0 makes C◦ forward invariant.
It is shown in [6] that relaxing the condition to

Ḃ ≤ α

B

also guarantees forward invariance of C◦. As a result, the reciprocal barrier function (RBF)
is defined as follows.

Definition 2.1.5. Given a system as in (2.1) a continuously differentiable function B :
C◦ → R is a reciprocal barrier function (RBF) for the set C defined as in (2.6) for a
continuously differentiable function h : Rn → R, if there exist class K functions α1, α2,α3

such that , for all x ∈ C◦,
1

α1(h(x))
≤ B(x) ≤ 1

α2(h(x))
,

LFB(x) ≤ α3(h(x)).
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Based on the definition of RBF, the reciprocal control barrier function for a dynamical
system as in (2.2) is defined as

Definition 2.1.6. Given a control system as in (2.2), a continuously differentiable function
B : C◦ → R is a reciprocal control barrier function (RCBF) for the set C defined as in (2.6)
for a continuously differentiable function h : Rn → R, if there exist class K functions α1,
α2,α3 such that , for all x ∈ C◦,

1

α1(h(x))
≤ B(x) ≤ 1

α2(h(x))
,

inf
u∈U

[LfB(x) + LgB(x)u− α3(h(x)) ≤ 0].

However, the property that RBF/RCBF tends to infinity when approaching the bound-
ary of C makes it undesirable for real-time applications. As a result, another barrier func-
tion and control barrier function are also considered in [6].

Definition 2.1.7. A continuous function α : (−b, a) → (−∞,∞) is said to belong to
extended class K for some a, b > 0 if it is strictly increasing and α(0) = 0.

Definition 2.1.8. Given a system as (2.1), a continuously differentiable function h : Rn →
R is a zeroing barrier function (RCBF) for the set C defined as in 2.6, if there exist an
extended class K function α such that , for all x ∈ C◦,

LFh(x) ≥ −α(h(x)). (2.8)

This definition leads to the definition for zeroing control barrier function as below.

Definition 2.1.9. Given a control system as in (2.2) a continuously differentiable function
h : Rn → R is a zeroing control barrier function (ZCBF) for the set C defined as in (2.6)
if there exist an extended class K function α such that , for all x ∈ C◦

inf
u∈U

[Lfh(x) + Lgh(x)u+ α(h(x)) ≥ 0].

2.1.3 Exponential Control Barrier Function and Higher-Order
Control Barrier Function

The above definitions of control barrier functions require that the first-order derivative
of h is dependent of the control input u, which is not always the case in some real-time
applications. As a result, we have to consider such control barrier functions of relative
degree r > 1. The definition of relative degree is
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Definition 2.1.10. Given an rth-order continuously differentiable function h and a system
as defined in (2.2), we say h has a relative degree of r with respect to system (2.2) if
LgL

r−1
f h(x) ̸= 0 and LgLfh(x) = LgL

2
fh(x) = · · · = LgL

r−2
f h(x) = 0, where Lr

fh(x) =

LfL
r−1
f h(x).

The rth-order derivative of h(x) is

hr(x) = Lr
fh(x) + LgL

r−1
f h(x)u,

which is dependent on the control input u. The system is input-output linearizable if
LgL

r−1
f h(x) is invertible. For a given control µ ∈ R, u can be chosen such that Lr

fh(x) +

LgL
r−1
f h(x)u = µ. The control input u renders the input-output dynamics of the system

linear. Defining a system with state

η(x) :=


h(x)

ḣ(x)
...

hr−1(x)

 =


h(x)
Lfh(x)

...
Lr−1
f h(x)

 ,
we can then construct a state-transformed linear system

η̇(x) = Fη(x) +Gµ,

h(x) = Cη(x),
(2.9)

where

F =


0 1 0 . . . 0
0 0 1 . . . 0
...

...
...

. . .
...

0 0 0 . . . 1
0 0 0 . . . 0

 , G =


0
0
...
0
1

 ,
C =

[
1 0 0 . . . 0

]
.

The exponential control barrier function (ECBF) is defined below as in [101].

Definition 2.1.11. Given a rth-order continuously differentiable function h : Rn → R and
a superlevel set C of h as defined in (2.6), then h is an exponential control barrier function
(ECBF) if there exists a row vector K = [k0, k1, . . . , kr−1] such that

sup
u∈U

[Lr
fh(x) + LgL

r−1
f h(x)u] ≥ −Kη(x).

for any x ∈ C, where K is chosen such that the transformed system (2.9) is stable.
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ECBFs can be seen as a special case of higher-order control barrier functions (HOCBFs)
defined in [147]. In order to define HOCBFs, we have to first define a series of continuously
differentiable functions bj : Rn → R for j = 1, 2, . . . , r as

b0(x) = h(x),

bj(x) = ḃj−1(x) + cjαj(bj−1(x)),
(2.10)

and the corresponding superlevel sets Cj as

Cj = {x ∈ Rn : bj−1(x) ≥ 0}, (2.11)

where cj > 0 are constants and αj(·) are differentiable extended class K functions.

Definition 2.1.12. A continuously differentiable function h is an rth-order control barrier
function (HOCBF) for system (2.2), if there exists extended differentiable class K functions
αj(·) for j = 1, 2, ..., r, such that for bj(x) defined in (2.10) with any arbitrary cj > 0 and
the corresponding superlevel sets Cj defined as in (2.11), the following

sup
u∈U

[Lr
fh(x) + LgL

r−1
f h(x)u+O(h)] ≥ −crαr(br−1(x)) (2.12)

holds for all x ∈
⋂r

j=1 Cj, where O(h) denotes the Lie derivatives of h along f with degree
up to r − 1.

2.2 Stochastic System and Barrier Certificate

Stochastic systems are one kind of systems that is of great importance in practice ranging
from engineering fields to financial scenarios. Different from deterministic systems, they
are always driven by randomness and uncertainty with random variables which makes them
difficult to analyze and control. Studying stochastic system is important, especially when
dealing with safety-critical circumstances. Formally, consider a continuous-time stochastic
process X(t) over a filtered probability space in X ⊆ Rn and a control input from a compact
set U ⊆ Rp. The evolution of X(t) is driven by a stochastic differential equation (SDE) as

dXt = f(Xt)dt+ g(Xt)u(t)dt+ σ(Xt)dWt, (2.13)

with f and g the drift term and σ the diffusion term. The term σ(Xt)dWt introduces the
stochastic noise with Wt a Brownian motion. A stochastic process X(t) is said to be a
strong solution of an SDE if it satisfies

Xt = ξ +

∫ t

0

(f(Xs) + g(Xs)u(s))ds+

∫ t

0

σ(Xs)dWs.
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This definition emphasizes that the solution is constructed explicitly in terms of a given
Brownian motion W . Additionally, the infinitesimal generator A of the stochastic process
X(t) w.r.t a continuous function h(x) is defined as

Ah(x) = lim
t→0

Ex[h(Xt)]− h(x)

t
,

where Ex(·) represents the conditional expectation w.r.t an initial state x. Let X solves
(2.13). According to Dynkin’s formula [44], if h ∈ C2, then

Ah(x) =
∂h

∂x
(f(x) + g(x)u(t)) +

1

2

∑
i,j

(
σσT

)
i,j

(x)
∂2h

∂xi∂xj
.

Similar as CBFs in deterministic scenarios, stochastic barrier functions are used to
ensure safety of SDEs in the presence of stochastic disturbance.

Definition 2.2.1. Given a safe set C, a function B : C◦ → R is called a stochastic reciprocal
control barrier function (SRCBF) [33] for system (2.13) if B ∈ D(A) and satisfies the
following properties:

(i) there exist class-K functions α1, α2 such that for all x ∈ X we have

1

α1(h(x))
≤ B(x) ≤ 1

α2(h(x))
; (2.14)

(ii) there exists a class-K function α3 such that

inf
u∈U

[AB(x)− α3(h(x))] ≤ 0, (2.15)

where D(A) is the domain of the infinitesimal generator.

Such barrier certificate renders a control set based on (2.15)

k(x) := {u ∈ U : AB(x)− α3(h(x)) ≤ 0} (2.16)

that guarantees safety for stochastic systems.

Stochastic zeroing barrier function, which is also introduced in [33] is another stochastic
barrier certificate that guarantees a milder safety guarantee but requires more feasible
control inputs. 1

1See Chapter 4 for more detail.
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Definition 2.2.2 (SZCBF). Given a safe set C, a function B : C◦ → R is called a stochastic
zeroing control barrier function (SZCBF) for system (2.13) if B ∈ D(A) and

(i) B(x) ≥ 0 for all x ∈ C;

(ii) B(x) < 0 for all x /∈ C;

(iii) there exists an extended K∞ function α such that

sup
u∈U

[AB(x) + α(B(x))] ≥ 0. (2.17)

Similar as SRCBF, we also refer the control strategy generated by (2.17) as

κ(x) := {u ∈ U : AB(x) + α(B(x)) ≥ 0} (2.18)

for safety actions under stochastic noise.

2.3 Supervised Learning for System Identification

Supervised learning is a classical method in machine learning which aims to map input
data to output data (labels) based on a set of training data. The fundamental goal of
supervised learning it to construct a model by learning the patterns between the input
and output data, and accurately make predictions of unseen data. Regression is one of the
classical supervised learning method when the outputs of the model are some real values.
Due to this property, regression models are widely used in system identification when we
do not have full knowledge of the systems.

2.3.1 Linear Regression

Linear regression is a statistic model that is used to depict the linear relationship between
a dependent variable and independent variables. A general form of the model can be
described as

Y = Xβ + ε,

where

• Y is an n× 1 matrix, where n is the number of observations.
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• X is an n× (p+ 1) matrix, where p is the number of predictors.

• β is a (p+ 1)× 1 matrix representing the regression coefficients, including both the
slopes and the intercept.

• ε is an n× 1 matrix (vector) representing the error term for each observation.

The coefficients β are optimized using ordinary least squares (OLS) method. This
method minimizes the sum of squares of the difference between the observed data and
predicted values as

J(β) =
n∑

i=1

(yi − xTi β)2, (2.19)

where:

• yi is the i-th observation.

• xTi is the transpose of the i-th column of X.

To find the values of β that minimize J(β), we take the derivative of J(β) with respect
to β and set it to zero. This leads to

∂J

∂β
= −2XT (Y −Xβ) = 0. (2.20)

Expanding and rearranging the terms, we get analytic solution of β as

XTXβ = XTY,

β̂ = (XTX)−1XTY,

which provides the least squares estimates of the regression coefficients.
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2.3.2 Update Coefficient with Gradient Descent Method

Gradient descent method is an optimizing algorithm that iteratively updates coefficients
to obtain the estimation of model parameters. It is widely used in practice when analytic
solutions are not feasible. By using a differentiable objective function, we could update
the parameters such that the objective function moves towards its steepest descent. For
linear regression models, people typically use the mean squared error (MSE) as in (2.19).
The gradient descent algorithm updates the coefficients in the opposite direction of the
gradient of the cost function. For each iteration, the coefficients are updated as follows
based on

β := β − α∂J(β)

∂β
,

where α is the learning rate, a hyperparameter that determines the size of the steps taken
towards the minimum.

2.3.3 Feed-Forward Neural Network for Regression Problem

The feed-forward neural network (FFNN) is a classical artificial neural network that is
widely used in practice. The term “feed-forward” means that there is no cycle within the
structure of the network. As a result, it is widely used for regression problems in practice
due to its simplicity and straightforwardness. The general architecture of an FFNN consists
of an input layer, one or more hidden layers, and an output layer.

The network begins with an input matrix X, which is of size n× p, where n represents
the number of samples in the input data and p is the dimension of the state. The network
is composed of L hidden layers, with each layer containing some number of neurons. The
l-th layer is denoted as H(l).

At each layer of the network, there exists a linear transformation to the output of the
previous layer, followed by a nonlinear activation function. Specifically, for the l-th layer,
the process is characterized by the transformation H(l) = f(W(l)H(l−1) +b(l)), where W(l)

and b(l) represent the weight matrix and bias vector of the l-th layer, respectively, and f
denotes the activation function.

This process accumulates till the last layer of the network, which is called the out-
put layer. It is responsible for producing the predicted outputs, which is the network’s
estimation for regression purposes.
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The network’s learning process is the same as the linear regression, which involves
updating the weights and biases to minimize the difference between the predicted outputs
and the actual outputs. This is achieved by gradient descent method. The mean squared
error (MSE) is a common cost function for regression, defined as

J(W,b) =
1

n

n∑
i=1

(ŷi − yi)2,

where ŷi and yi represent the predicted and actual output values for the i-th sample,
respectively.

During training process, the weights W and biases b of the network are updated iter-
atively based on the update rule

W(l) := W(l) − α ∂J

∂W(l)
,

b(l) := b(l) − α ∂J

∂b(l)
,

for each layer l in the network.

This approach allows FFNNs to model complex relationships between input and output
variables, making them a powerful tool for regression analysis in different problems.

2.3.4 Bayesian Learning and Bayesian Linear Regression

Bayesian learning is a probabilistic approach in machine learning that updates the model
by integrating prior beliefs with evidence. The main asset behind Bayesian learning is
Bayes’ Theorem, which updates the probability of a hypothesis as more evidence becomes
available according to

P(H|D) =
P(D|H) · P(H)

P(D)
,

where

• P(H|D) is the posterior probability of hypothesis H given data D.

• P(D|H) is the likelihood of data under hypothesis H.

• P(H) is the prior probability of hypothesis H.
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• P(D) is the probability of the data.

The process of Bayesian learning involves starting with a prior distribution, observing
data, and then updating this distribution to obtain the posterior distribution under all
circumstances. However, in practice, this prior probability can be very subjective that
relies on experience or previous studies. Additionally, calculating the likelihood of data
can be challenging for complex models.

Bayesian linear regression is a statistical method that extends the classical linear re-
gression framework by incorporating prior knowledge or beliefs about the parameters into
the model. The main idea behind Bayesian linear regression is to update the model by
using the above Bayes’ Theorem. The parameters of the model are assumed with a prior
distribution and will be updated when new observations are obtained. The key idea is to
get the posterior distribution of parameters based on the prior distribution and likelihood
of the observed data. Such posterior distribution provides a range of likely values for the
parameters, taking into account both the prior distribution and the observed data.

Formally, the model incorporates a base function Φ, and a weight vector ϑ, where Φ is
a matrix in RN×M and ϑ is a vector in RM×1. A Bayesian linear model is written as

Y = Φϑ+ ε,

where ε is the noise component, following a Gaussian distribution N (0,Ψ), with Ψ being a
diagonal matrix with the i-th element being σ2/K. Initially, a Gaussian prior distribution
with zero mean and covariance matrix Σ0 is assigned to ϑ. The posterior distribution of ϑ
is determined using Bayes’ theorem

P (ϑ|Y ) ∝ p(ϑ)p(Y |ϑ),

with p(Y |ϑ) as the likelihood function. Under the assumption of error terms being inde-
pendent and identically distributed, the likelihood is

P (Y |ϑ) = N (Φϑ, σ2I/K),

where I is an n-dimensional identity matrix. The posterior distribution is computed as

P (ϑ|Y ) = N (ϑ̄, Σ̄),

with ϑ̄ and Σ̄ being the MAP estimation and the posterior covariance matrix, respectively,
calculated by

ϑ̄ = (ΦTΦ +
σ2

K
Σ−1

0 )−1ΦTY

and

Σ̄ =
σ2

K
(ΦTΦ +

σ2

K
Σ−1

0 )−1.
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Chapter 3

Safety-Critical Control with
Imperfect Deterministic Systems

In practice, we my suffer from scenarios in which the information of the system is imperfect.
This might be caused by inaccurate estimation of the model. As a result, in this chapter,
we focus on deterministic systems with imperfect model.

3.1 Preliminary and Problem Definition

3.1.1 Model and Uncertainty

Throughout the chapter, we consider a SISO nonlinear control affine model

ẋ = f(x) + g(x)u,

y = h(x),
(3.1)

such that f : Rn → Rn and g : Rn → Rn×1 are locally Lipschitz, x ∈ X ⊆ Rn is the state
and u ∈ U ⊆ R is the control and h : Rn → R is an rth-order continuously differentiable
function for some integer r.

Given a control signal u : [0,∞)→ R, we make a bit abuse of notation and denote the
unique solution of (3.1) starting from x0 and defined on the maximal interval of existence
T := [0, τmax(x0, u)) by x(t;x0, u). We may also use the shorthand notations x(t;x0) or
x(t) or x if the arguments are not emphasized under clear contexts.
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We also consider a nominal model that estimates the dynamics of the true system (3.1)
as

ˆ̇x = f̂(x) + ĝ(x)u, (3.2)

where f̂ : Rn → Rn and ĝ : Rn → Rn×1 are locally Lipschitz continuous.

3.1.2 Problem Formulation

The objective of this chapter is to control a nonlinear system (3.1) with imperfect infor-
mation to reach a given target set while ensuring safety, i.e., staying inside a safe set. We
assume that the nominal model (3.2) is known and there exists a nominal feedback con-
troller such that the closed-loop system can safely reach the target set. Then the problem
is formally formulated as below.

Problem 1. Given system as in (3.1), a goal region Xgoal ⊂ Xsafe, a safe set Xsafe ⊂ Rn,
a nominal controller k(x), and an initial state x0, design a feedback controller u = k̃(x),
where k̃ : Xsafe → R, such that the solution of the closed-loop system satisfies that ]

3.1.3 Control Barrier Function

We consider a set C defined as a superlevel set of a continuously differentiable function
h : Rn → R such that

C = {x ∈ Rn : h(x) ≥ 0},
∂C = {x ∈ Rn : h(x) = 0},
C◦ = {x ∈ Rn : h(x) > 0}.

(3.3)

We refer C as the safe set and safety can be framed in the context of enforcing invariance
of C. We can define a set to be forward invariant as below.

Definition 3.1.1. Let h : Rn → R be a continuously differentiable function and C ⊂ Rn

be a zero superlevel set of h as defined in (3.3). The set is forward invariant with respect
to input signal u if the resulting trajectory satisfies x(t) ∈ C for each x0 ∈ C for all t ∈ T.
The system (3.1) is safe with respect to C if C is forward invariant.

We denote by K∞ the class of extended class K functions, which contains continuous
functions α : R → R that are strictly increasing and α(0) = 0. Based on this, we can
define the control barrier function as follows.
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Definition 3.1.2. Let h : Rn → R be a continuously differentiable function and C ⊂ D ⊂
Rn be a superlevel set of h as defined in (3.3). Then h is a control barrier function (CBF)
if there exists an extended K∞ function α such that for the control system (3.1),

sup
u∈U

[Lfh(x) + Lgh(x)u] ≥ −α(h(x))

for all x ∈ D, where Lfh(x) = f(x) · ∂h
∂x

(x) and Lgh(x) = g(x) · ∂h
∂x

(x).

We can then consider the set consisting of all control values that render C to be safe [4]:

Kcbf(x) = {u ∈ U : Lfh(x) + Lgh(x)u+ α(h(x)) ≥ 0}.

3.1.4 Safety-Critical Control

Suppose we are given a feedback controller u = k(x) for the system (3.1) and we wish to
control the system while guaranteeing safety. It may be the case that sometimes the feed-
back controller u = k(x) is not safe, i.e., there exists some x such that u(x) /∈ Kcbf(x) =
{u ∈ U : Lfh(x) + Lgh(x)u+ α(h(x)) ≥ 0}. We can use the following quadratic program-
ming to find the safe control with minimum perturbation [8]:

u(x) = arg min
u∈U

1

2
||u− k(x)||2 (CBF-QP)

s.t. Lfh(x) + Lgh(x)u+ α(h(x)) ≥ 0.

3.1.5 Relative Degree and Exponential Control Barrier Function

The relative degree of a continuous differentiable function h on a set with respect to a
system as in (3.1) is the number of times we need to differentiate h along the dynamics of
the system before the control input u explicitly appears. The formal definition of relative
degree is as below.

Definition 3.1.3. Given an rth-order continuously differentiable function h, a set D and
a system as defined in (3.1), we say h has a relative degree of r with respect to system (3.1)
on D if LgL

r−1
f h(x) ̸= 0 and LgLfh(x) = LgL

2
fh(x) = · · · = LgL

r−2
f h(x) = 0 for x ∈ D,

where Lr
fh(x) = LfL

r−1
f h(x).

Remark 3.1.4. In this chapter, we assume that h has a well-defined relative degree of r
with respect to system (3.1) on a domain D of interest, similar to [150], where the author
assumed D = Rn.

30



The rth-order time-derivative of h(x) is

h(r)(x, u) = Lr
fh(x) + LgL

r−1
f h(x)u

and h(r)(x) is dependent on the control input u. The system is input-output linearizable
if LgL

r−1
f h(x) is invertible. For a given control µ ∈ R, u can be chosen such that Lr

fh(x) +

LgL
r−1
f h(x)u = µ. The control input u renders the input-output dynamics of the system

linear. Defining a system with state

η(x) :=


h(x)

ḣ(x)
...

h(r−1)(x)

 =


h(x)
Lfh(x)

...
Lr−1
f h(x)

 , (3.4)

we can then construct a state-transformed linear system

η̇(x) = Fη(x) +Gµ,

h(x) = Cη(x),
(3.5)

where

F =


0 1 0 . . . 0
0 0 1 . . . 0
...

...
...

. . .
...

0 0 0 . . . 1
0 0 0 . . . 0

 , G =


0
0
...
0
1

 ,
C =

[
1 0 0 . . . 0

]
.

The exponential control barrier function is defined below as in [101].

Definition 3.1.5. Given an rth-order continuously differentiable function h : Rn → R and
a superlevel set C of h as defined in (3.3), then h is an exponential control barrier function
(ECBF) if there exists a row vector K = [k0, k1, . . . , kr−1] such that

sup
u∈U

[Lr
fh(x) + LgL

r−1
f h(x)u] ≥ −K · η(x). (3.6)

for any x ∈ C, where K is chosen such that the transformed system (3.5) is stable.

Remark 3.1.6. It is explained in [101] that the ECBF with r = 1 is the same as the CBF
as in Definition 3.1.2. The design of the ECBF, i.e, the selection of k0, k1, . . . , kr−1 in K
is also explained in [101] using state feedback control and pole placement.
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As a result, given an ECBF and a nominal controller u = κ(x), we can consider the
following quadratic programming problem to enforce the condition in Definition 3.1.5 with
minimum perturbation

u(x) = arg min
u∈U

1

2
||u− κ(x)||2 (ECBF-QP)

s.t. Lr
fh(x) + LgL

r−1
f h(x)u ≥ −K · η(x).

3.1.6 Higher-Order Control Barrier Function and Controlled Set
Invariance

Exponential control barrier functions (ECBF) can be seen as a special case of higher-
order control barrier functions (HOCBF) defined in [147]. In this section, we present
some sufficient conditions on using HOCBF for enforcing set invariance. We first define a
series of continuously differentiable function b0, bj : Rn → R for each j = 1, 2, . . . , r and
corresponding superlevel sets Cj as

b0(x) = h(x),

bj(x) = ḃj−1(x) + cjαj(bj−1(x)),
(3.7)

and

Cj = {x ∈ Rn : bj−1(x) ≥ 0}, (3.8)

where cj > 0 are constants and αj(·) are differentiable extended class K functions. We
further assume that the interiors of the sets Ci are given by

C◦i = {x ∈ Rn : bj−1(x) > 0}.

Definition 3.1.7. A continuously differentiable function h is an rth-order control barrier
function (HOCBF) for system (3.1), if there exists extended differentiable class K functions
αj(·) for j = 1, 2, ..., r, such that for bj(x) defined in (3.7) with any arbitrary cj > 0 and
the corresponding superlevel sets Cj defined as in (3.8), the following

sup
u∈R

[Lr
fh(x) + LgL

r−1
f h(x)u+O(h)] ≥ −crαr(br−1(x)) (3.9)

holds for all x ∈
⋂r

j=1 Cj, where O(h) denotes the Lie derivatives of h along f with degree
up to r − 1.
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Remark 3.1.8. Note that C1 is uniquely defined, whereas C2, C3, ..., Cr is defined based on
the choice of c1, c2, ..., cr−1.

Proposition 3.1.9. Consider rth-order HOCBF h : Rn → R with the associated αj and
sets Ci for j ∈ {1, 2, ..., r}. Suppose that h has relative degree r with respect to system (3.1)
on a set D containing

⋂r
j=1 Cj. Then any Lipschitz continuous controller u(x) that satisfies

Lr
fh(x) + LgL

r−1
f h(x)u(x) +O(h) ≥ −crαr(br−1(x)) (3.10)

for all x ∈
⋂r

j=1 C◦j renders the set
⋂r

j=1 C◦j forward invariant. Furthermore, given any
functions αj, j ∈ {1, 2, ..., r}, and any compact initial set X0 ⊂ C◦1 , there exist appropriate
choices of cj > 0 such that X0 ⊂

⋂r
j=1 C◦j .

Before proceeding to the proof, we introduce technical tools to show how the invariance
conditions is effective for first order barrier functions. We first cite a lemma from [59], which
can be proved based on Lemma 4.4 in [71] and well-known comparison techniques [82].

Lemma 3.1.10. [59] Let z : [t0, tf )→ R be a continuously differentiable function satisfy-
ing the differential inequality

ż(t) ≥ −α(z(t)), ∀t ∈ [t0, tf ), (3.11)

where α : R→ R is a locally Lipschitz extended class K function. Then there exists a class
KL function β : [0,∞)× [0,∞)→ [0,∞) (only depending on α) such that

z(t) ≥ β(z(t0), t− t0), ∀t ∈ [t0, tf ).

Corollary 3.1.11. Given a continuously differentiable function h : Rn → R and dynamics
on Rn

ẋ = f(x) (3.12)

such that f : Rn → R is locally Lipschitz. Let C = {x : h(x) ≥ 0}, and C◦ := {x : h(x) >
0}. If the Lie derivative of h along the trajectories of x satisfies

ḣ(x) ≥ −α(h(x)), ∀x ∈ C, (3.13)

where α is a locally Lipschitz extended class K function, then the set C◦ is forward invariant.

Proof. If C◦ = ∅, then it is invariant. Otherwise, we apply Lemma 3.1.10, it follows that
if x(t0) ∈ C◦, then we have h(x(t)) > 0 for all t ∈ [t0, tf ), where [t0, tf ) is the maximal
interval of existence for x(t) starting from x(t0).
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Remark 3.1.12. Note that the result cannot be extended to the invariance of the set C,
despite that it is widely stated so in the literature. A simple counterexample is when C◦ = ∅,
we can define h(x) = −x2 and therefore C = {0}. Then for ẋ = c ̸= 0, even though we
have a satisfaction of (3.13) on C = {0}, it is not invariant under the flow.

Now assume C◦ ̸= ∅, we also need to necessarily assume the locally Lipschitz continuity
of α. As for a counter example, let ẋ = −1 and h(x) = 2

√
2

3
√
3
x3/2 for x ≥ 0. Then

Ḃ(x) = −B1/3(x) satisfies the condition on C. However, the point 0 loses asymptotic
behavior and h(x) will reach 0 within finite time for any x0 > 0.

Proof of Proposition 3.1.9:

By the choice of controller u(x) in (3.10), we have

br(x) = ḃr−1(x) + crαr(br−1(x)) ≥ 0 (3.14)

for all x ∈
⋂r

j=1 Cj. Suppose x0 ∈
⋂r

j=1 C◦j . Then there exists a small time τ > 0 such that
the solution to (3.1) under the controller u(x) is defined on [0, τ ] and x(t) ∈

⋂r
j=1 C◦j for

all t ∈ [0, τ ]. The differentiability of αj implies its local Lipschitz continuity. By (3.14)
and Lemma 3.1.10, we have br−1(x(t)) > 0 for all t ∈ [0, τ ]. By the same argument, we
can show that bj(x(t)) > 0 for all t ∈ [0, τ ] and all j = 0, 1, · · · , r − 1. To conclude that
x(t) ∈

⋂r
j=1 C◦j for all t in the maximal interval of existence of x(t), we can use the fact

that the KL lower bound given by Lemma 3.1.10 only depends on αj’s.

As for any given αj and X0 ⊂ C◦j , since Lj
fh, Oj−1(h), αj for j ∈ {1, ..., r} and LgL

r−1
f hu

are all continuous functions, we can recursively define

cj > max(−
Lj
fh(x0) +Oj−1h(x0)

αj(bj−1(x0))
, δj)

for arbitrary δj > 0 from j = 1 to j = r − 1. Similarly, we choose

cr > max(−
Lj
fh(x0) + LgL

r−1
f h(x0)u(x0) +Or−1h(x0)

αr(br−1(x0))
, δr).

The above choice of cj for j ∈ {1, ..., r} guarantees bj(x0) = ḃj−1(x0) + cjαj(bj−1(x0)) > 0,
or equivalently X0 ⊂

⋂r
j=1 C◦j .

Remark 3.1.13. Sufficient conditions for enforcing set invariance using ECBF or HOCBF
can be found in [101] and [147], respectively (see also [4]). The first part of Proposition
3.1.9 recaptures the results in [4, 101, 147], but we spell out the importance of the local
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Lipschitz condition on αj’s and the fact that the set
⋂r

j=1 Cj itself may not be controlled
invariant under the well-known (zeroing) CBF condition (see Remark 3.1.12 above) even
for the case r = 1 without further assumptions. The second part of Proposition 3.1.9 is in
case that by a given HOCBF h, the initial point x0 /∈

⋂r
j=1 Cj. However, one can always

rescale the existing αj with proper choices of cj to provide invariance conditions, such that
controllers adjusted to the conditions will lead the trajectories starting from any compact
initial set X0 ⊂ C◦1 invariant within C1.

3.2 Model Uncertainty

In this section, we discuss how we deal with model uncertainty and guarantee safety of the
real system using the nominal model. We consider a real model as in (3.1), where f and
g are not known precisely in practice and a nominal model as in (3.2) that estimates the
true dynamics of the system. Then we can rewrite the real model based on the nominal
model as

ẋ = f̂(x) + ĝ(x)u+ b(x) + A(x)u, (3.15)

where b(x) = f(x)− f̂(x) and A(x) = g(x)− ĝ(x).

Proposition 3.2.1. Given a nominal model and a real model as in (3.2) and (3.15),
respectively, a control barrier function h with relative degree r on a set D, we have

h(m)(x) = ĥ(m)(x) + ∆m(x), x ∈ D, (3.16)

for m = 1, 2, . . . , r− 1, where ĥ(m) = ∇ĥ(m−1) · (f̂(x) + ĝ(x)u) with ĥ(0) = h, and ∆m(x) is
the remainder term. Both terms in (3.16) are independent of the control input u.

Proof. We use mathematical induction to prove the result.

For m = 1, we have

h(1)(x) =
∂h

∂x
· (f̂(x) + ĝ(x)u+ b(x) + A(x)u)

= Lf̂h(x) + Lĝh(x)u+ Lbh(x) + LAh(x)u.

Since h is with higher-order relative degree r > 1 with respect to the nominal model and
uncertainty, we have Lĝh(x) = LAh(x) = 0, as a result,

h(1)(x) = Lf̂h(x) + Lbh(x)

= ĥ(1)(x) + Lbh(x)

= ĥ(1)(x) + ∆1(x),
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where ∆1(x) = Lbh(x). We can see that for m = 1, (3.16) holds and ∆1(x) is independent
of u. Now assume that (3.16) holds for m = k and ∆m(x) is independent of u, then for
m = k + 1, we have

h(k+1)(x)

=
(∂ĥk(x) + ∆k(x))

∂x
· (f̂(x) + ĝ(x)u+ b(x) + A(x)u)

= Lk+1

f̂
h(x) + LĝL

k
f̂
h(x)u+ LbL

k
f̂
h(x) + LAL

k
f̂
h(x)u

+
∂∆k(x)

∂x
· (f̂(x) + ĝ(x)u+ b(x) + A(x)u)).

Since the relative degree of h with respect to the real model, nominal model and uncertainty
are all r, for m = k + 1 < r− 1, we have LĝL

k
f̂
h(x)u = LAL

k
f̂
h(x)u = 0, Lk+1

f̂
h(x) = ĥ(k+1)

and Lĝ(
∂∆k(x)

∂x
) = LA(∂∆k(x)

∂x
) = 0. As a result,

h(k+1)(x) = ĥ(k+1)(x) + ∆k+1(x)

such that

∆k+1(x) = LbL
k
f̂
h(x)

+
∂∆k(x)

∂x
· (f̂(x) + ĝ(x)u+ b(x) + A(x)u)

= LbL
k
f̂
h(x) +

∂∆k(x)

∂x
· (f̂(x) + b(x))

= LbL
k
f̂
h(x) + Lf̂ (

∂∆k(x)

∂x
) + Lb(

∂∆k(x)

∂x
).

This means that for m = k + 1, the equation h(k+1)(x) = ĥ(k+1)(x) + ∆k+1(x) also holds
and ∆k+1(x) is independent of control input u.

The above proposition shows that for m = 1, 2, · · · , r − 1, we can always separate the
time derivative of the CBF for the real system into the time derivative of the CBF for the
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nominal system and a remainder. As a result, for m = r:

hr(x, u) =
∂(Lr−1

f̂
h(x) + ∆r−1(x))

∂x
· (f̂(x) + ĝ(x)u

+ b(x) + A(x)u)

= Lr
f̂
h(x) + LĝL

r−1

f̂
h(x)u+ LbL

r−1

f̂
h(x)

+ LAL
r−1

f̂
h(x)u+

∂∆r−1(x)

∂x
· (f̂(x) + b(x))

+
∂∆r−1

∂x
(x) · (ĝ(x) + A(x))u

= ĥ(r)(x, u) + ∆r(x) + Σr(x)u,

(3.17)

where ∆r(x) = ∂∆r−1(x)
∂x

· (f̂(x) + b(x)) + LbL
r−1

f̂
h(x) and Σr(x) = LAL

r−1

f̂
h(x) + ∂∆r−1(x)

∂x
·

(ĝ(x) + A(x)). According to the above conclusion, we know that the higher-order time
derivative of the real CBF h(r) can be separated into the higher-order time derivative of
the nominal CBF ĥr and a remainder ∆r + Σru. To sum up, we can write our conclusion
in the following representation as

h(1)(x)
h(2)(x)

...
h(r−1)(x)
h(r)(x, u)

 =


ĥ(1)(x) + ∆1(x)

ĥ(2)(x) + ∆2(x)
...

ĥ(r−1)(x) + ∆r−1(x)

ĥ(r)(x, u) + ∆r(x) + Σr(x)u

 (3.18)

.

3.3 Neural Control Barrier Function Scheme for Safety-

Critical Control

In order to use the Proposition 3.1.9 and the controller that satisfies (3.10) or the special
version (3.6) for the safety guarantees, we need to gather information of ∆m for m < r as
well as ∆r and Σr.

However, due to the lack of information of the system, we are unable to capture the
correction information. We use a data-driven method to approximate the vector field
φ := [∆1,∆2, · · · ,∆r,Σr], and impose similar barrier conditions on the approximated φ̃
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for safety-critical control. Based on the partial observation of data, we show in this section
that a degree of robustness in the barrier condition is necessary to balance the inaccuracy
of data. We use the ECBF condition (3.6) for simplicity to illustrate the idea.

Let φ̃ be the approximation of φ based on some training data C ⊂ C. Let ∥·∥ denote the
infinity norm of a finite-dimensional vector space. We make the following extra assumptions
for the rest of analysis.

Assumption 3.3.1. We assume that

(1) The safe set C is compact.

(2) For any ε > 0, there exists a training set C that is sufficiently dense in C, and a
neural network φ̃ based on C such that

sup
x∈C
∥φ(x)− φ̃(x)∥ ≤ ε. (3.19)

Furthermore, we assume that both φ̃ and φ are Lipschitz continuous on the compact set C.

Proposition 3.3.2. Let h : Rn → R be an rth-order continuously differentiable function
whose time-derivatives satisfy (3.18). Recall notations in (3.18). Let φ := [∆1,∆2, · · · ,∆r,Σr]
be approximated by a neural network φ̃ := [∆̃1, ∆̃2, · · · , ∆̃r, Σ̃r] such that Assumption 5.2.1
is held. Let h̃(r)(x, u) = ĥ(r)(x, u) + ∆̃r + Σ̃ru. Then, h is an ECBF (recall Definition
3.1.5) if there exists a positive row vector K = [k0, k1, · · · , kr−1] such that

sup
u∈U

[h̃(r)(x, u)] ≥ −K · η̃(x) + ε

(
1 +

r−1∑
i=1

ki

)
+ εmax

u∈U
|u|, (3.20)

where η̃(x) = [h(x), h̃(1)(x), h̃(2)(x), · · · , h̃(r−1)(x)]T, and ε is an arbitrarily small parameter
characterizing the universal approximation as described in (2) of Assumption 5.2.1.

Proof. By the hypothesis, it follows that, for all x ∈ C and u ∈ R,

h(r)(x, u)− h̃(r)(x, u)

≥− |∆̃r(x)−∆r(x)| − |Σ̃r(x)− Σr(x)|u
=− |∆̃r(x)−∆r(x)| − |(Σ̃r(x)− Σr(x))u|
≥ − |∆̃r(x)−∆r(x)| − |Σ̃r(x)− Σr(x)| · |u|
≥ − ε− ε|u|
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and

K · (η(x)− η̃(x)) =
r−1∑
i=1

ki(∆i(x)− ∆̃i(x))

≥−
r−1∑
i=1

ki · sup
x∈C
∥φ(x)− φ̃(x)∥

≥ − ε
r−1∑
i=1

ki.

Then, for all x ∈ C and u ∈ R, we have

h(r)(x, u) +K · η(x)

≥h̃(r)(x, u)− εmax
u∈U
|u|+K · η̃(x)− ε

(
1 +

r−1∑
i=1

ki

)
.

Take supremum over u ∈ R on both sides, the conclusion follows.

For systems with unknown dynamics, let the hypothesis in Proposition 3.3.2 be held,
then by imposing condition (3.20) for controller synthesis, we can achieve safety-critical
control of set C as long as we choose the training set sufficiently dense. We can derive a
similar condition as (3.20), where an arbitrarily small robustness should be introduced.

3.3.1 Feasibility of Assumption 3.3.1

Note that the compactness assumption on the safe set is reasonable as per real-world
application. We then verify the feasibility of (3) of Assumption 3.3.1.

Differentiation Error of φ Over a Finite Set

The functions ∆i for i ∈ {1, 2, · · · , r} and Σr are the difference between the time derivatives
h(i) and ĥ(i) for i ∈ {1, 2, · · · , r}. To illustrate the basic idea of the scheme, we do not
attempt to use the real-world data as the training set. Instead, we use an artificial model
as the hypothetically real model and generate training data using numerical differentiation
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of the numerical models based on C. The numerical error is such that, for any δ > 0, we
can find a sufficiently dense finite set C ⊂ C such that

sup
x∈C
∥φ̄(x)− φ(x)∥ ≤ δ, (3.21)

where φ̄(x) represents the numerical differentiation of φ at some x ∈ C.

Optimization Error

For any η > 0, we assume there exists an optimizer that can learn an approximation φ̃
based on data {φ̄(x) : x ∈ C} such that

sup
x∈C
∥φ̃(x)− φ̄(x)∥ < η. (3.22)

Generalization Error

By continuity of φ̃ and φ, there exists some x∗ ∈ C such that

sup
x∈C
∥φ̃(x)− φ(x)∥ = ∥φ̃(x∗)− φ(x∗)∥.

For any ϑ > 0, by tuning C to be sufficiently dense in C and the Lipschitz continuity of
φ̃(x) and φ(x) on C, there exists some y ∈ C such that

∥φ̃(x∗)− φ̃(y)∥ ≤ ϑ, ∥φ(x∗)− φ(y)∥ ≤ ϑ.

Consequently,

sup
x∈C
∥φ̃(x)− φ(x)∥ = ∥φ̃(x∗)− φ(x∗)∥

=∥φ̃(y)− φ(y) + φ̃(x∗)− φ̃(y) + φ(y)− φ(x∗)∥
≤∥φ̃(y)− φ(y)∥+ 2ϑ

=∥φ̃(y)− φ̄(y) + φ̄(y)− φ(y)∥+ 2ϑ

≤ sup
y∈C
∥φ̃(y)− φ̄(y)∥+ ∥φ̄(y)− φ(y)∥+ 2ϑ

≤η + sup
y∈C
∥φ̄(y)− φ(y)∥+ 2ϑ

≤η + δ + 2ϑ ≤ ε.

Provided that we can choose η, δ, and ϑ sufficiently small, Assumption 3.3.1-(2) is verified
to be feasible.
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Remark 3.3.3. The final C should be chosen based on all of the above criteria from the
above such that (2) of Assumption 3.3.1 can be satisfied. We provide a detailed data
collection algorithm in Section 3.4.

3.4 Learning Framework for Uncertainty

In this section, we will discuss the process of collecting training data and training for
approximating [h(1)(x), h2(x), . . . , h(r−1)(x), h(r)(x, u)]T .

3.4.1 Collecting Training Data

In order to collect training data, we sample initial states and let the system evolve under
control inputs. To be more specific, for any T > 0, we fix a sufficiently refined partition
{t0, t1, · · · , tN} of the interval [0, T ] such that N ∈ N and 0 = t0 < t1 < · · · < tN = T .
Introduce the index set IN := {0, 1, · · · , N}. Let xi := x(ti; x0) for the given sampled initial
condition x0 and for each i ∈ IN . Then, for each m < r, the input layer data is given as
{xi}i∈IN . On the other hand, the data h(r)(xi) for i ∈ IN can be obtained using numerical
differentiation of the (hypothetically) real model. Hence, the output layer data is given as
{∆m(xi)}i∈IN , where ∆m(xi) = h(m)(xi)− ĥ(m)(xi) for i ∈ IN .

However, for m = r, we need two arbitrary valid control inputs ui,1 and ui,2 to obtain
the training data for ∆r and Σr, where ui,1 ̸= ui,2. For each i ∈ IN , we can generate

h(r)(xi, ui,1) and h(r)(xi, ui,2) by numerical differentiation. Let e := h(r)− ĥ(r). Then, by Eq
(3.17), we have

e(xi, ui,1) = ∆r(xi) + Σr(xi)ui,1,

e(xi, ui,2) = ∆r(xi) + Σr(xi)ui,2.
(3.23)

Conversely, for i ∈ IN , given xi and two arbitrarily selected control inputs such that
ui,1 ̸= ui,2, we have

∆r(xi) :=
ui,2e(xi, ui,1)− ui,1e(xi, ui,2)

ui,2 − ui,1
,

Σr(xi) :=
e(xi, ui,2)− e(xi, ui,1)

ui,2 − ui,1
.

(3.24)
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Note that the above relation is by directly reversing (3.23) regardless of the choice of
(ui,1, ui,2). The cancellation of the dependence on (ui,1, ui,2) for (∆r,Σr) is due to the
special control affine form.

We store the information into training buffers B = {(xi, yi)}i∈IN , where

yi = [∆1(xi),∆2(xi), · · · ,∆r(xi),Σr(xi)]
T, i ∈ IN .

3.4.2 Learning Framework

After we collect the training data set, we can use a deep neural network for approximation.
Define the network as ∆̃(x|w) with w be the weights of the network and denote ∆̃i(x|w)
as the i-th entry of the output of the network. By defining the loss function using mean
square error (MSE) as

L(w) =
1

N

N∑
i=0

(
yi − ∆̃i(x|w)

)
,

we have

∂L(w)

∂w
=

∂L(w)

∂∆̃i(xi|w)
· ∂∆̃(xi|w)

∂w

=
2

N

N∑
i=0

(∂∆̃i(xi|w)− yi) ·
∆̂i(xi|w)

∂w

=
2

N

N∑
i=0

(∂∆̃i(xi|w)− yi) · xi

According to gradient decent method, we can update weights of the deep neural network
as

wk+1 = wk +
2α

N

N∑
i=0

(∂∆̂i(xi|w)− yi) · xi

with α the learning rate. By writing w̄ as the weight when the training process converges,
we can the mth order derivative for each m ∈ {1, 2, . . . , r} as
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h(1)(x)
h(2)(x)

...
h(r−1)(x)
h(r)(x, u)

 =


ĥ(1)(x) + ∆̃1(x|w̄)

ĥ(2)(x) + ∆̃2(x|w̄)
...

ĥ(r−1)(x) + ∆̃r−1(x|w̄)

ĥ(r)(x, u) + ∆̃r(x|w̄) + ∆̃r+1(x|w̄)u

 . (3.25)

˙̃E(x) =
˙̂
hr(x, u) + ∆̃r(x|w̄) + ∆̃r+1(x|w̄)u.

After we have identified the ∆̃(x|w), we can calculate br(x) iteratively according to Eq
(3.25). Then we can obtain safe control inputs by solving the quadratic programming
problem

u(x) = arg min
u∈R

1

2
||u− k(x)||2,

s.t. br(x, u) ≥ 0.

(3.26)

This quadratic programming problem helps to find a safe control that is nearest to the
nominal control k(x). The pseudo code for data collection is shown in Algorithm 1. After
we collect the training data, a neural network is trained using the MSE loss function.

Algorithm 1 Algorithm for data collection

Require: A working space, an initial state x, a nominal CBF ĥ, buffer B, a partition
{t0, t1, · · · , tN} of the time interval [0, T ].

1: for i in N do
2: Sample two control inputs ui,1 and ui,2
3: Get xi+1,1 and xi+1,2 from xi using ui,1 and ui,2
4: Calculate h(xi), h(xi+1,1) and h(xi+1,2)
5: Estimate h(1)(xi), h

(2)(xi), . . . , h
(r)(xi, ui,1) and h(r)(xi, ui,2) using numerical differenti-

ation.
6: Calculate ĥ(1)(xi), ĥ

(2)(xi), . . . , ĥ
(r)(xi, ui,1) and ĥ(r)(xi, ui,2)

7: Calculate ∆1(xi),∆2(xi), ...,∆r−1(xi) according to Eq (3.18)
8: Calculate ∆r(xi) and Σr(xi) according to Eq (3.23) and Eq (3.24)
9: B ← {xi, [∆1(xi),∆2(xi), ...,∆r(xi),Σr(xi)]

T}
10: end for
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3.5 Simulation Result

3.5.1 Unknown Dubins Vehicle

In this section, we test our algorithm using a differential drive model as in [84] with

ẋ = v cosϑ,

ẏ = v sinϑ,

ϑ̇ = ω,

(3.27)

with s = [x, y, ϑ]T the state where x and y are the planar positions of the center of the
vehicle, ϑ is its orientation, v is the forward velocity and ω is the control input of the
system. The uncertainty of the systems comes from the forward velocity of v.

Static Obstacle Avoidance

In the first case, the Dubins vehicle is required to travel within the circle x2 + y2 < 1. The
system is of relative degree 2 w.r.t h so we select

h(s) = 1− x2 − y2

as our HOCBF and we have

b0 = h(s) = 1− x2 − y2,
b1 = ḃ0 + p1b0,

b2 = ḃ1 + p2b1.

The Lie derivatives of h is calculated as

Lfh(s) = −2v(x cosϑ+ y sinϑ),

L2
fh(s) + LfLgh(s)u = −2v2 − 2v(y cosϑ− x sinϑ)w.

The uncertainty of the model comes from inaccurate estimation of the forward velocity v
such that the real velocity is vreal = 0.8 and the nominal forward velocity is vnorm = 0.5.
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In each time step, we estimate the first and second order derivative of h numerically using
Newton’s method as

ḣt(st) =
ht(st)− ht−1(st−1)

∆t
,

ḧt(st) =
ht+1(st+1) + ht−1(st−1)− 2ht(st)

∆t2
.

(3.28)

Then the training data is calculated using Eq (3.18). A two-layer neural network is used to
learn the derivatives of h. The network has 3 inputs as the dimension of the state is three.
The network has 3 outputs representing ∆1(s),∆2(s) and Σ2(s) as in Eq (3.18). We train
the network with 500 epochs and the simulated trajectories of the system are shown as in
Fig (3.1). The total simulation time is 50s, which is equally divided into 1000 steps with
∆t = 0.05s. We test trajectories with p1 = 0.5, p2 = 0.5, p1 = 1, p2 = 1 and p1 = 5, p2 = 5.
All the trajectories start from initial state [0.9, 0.1, 0], which is marked as a red star. We
can see that all the trajectories are safe under the learned derivatives of the HOCBF.

Moving Obstacle Avoidance

In the second case, we test our algorithm for moving obstacle avoidance. As is shown in
Figure (3.2), the initial position of the vehicle is marked as the purple star. A moving
obstacle moves along the x-axis to the right from (−1, 0) with a speed of 0.5/s. The radius
of the obstacle is rO = 0.5 and the goal is marked as the blue circle. We use

h(s) = (x− xOt)
2 + (y − yOt)

2 − r2O,

where xOt and yOt are x and y coordinate of the obstacle at time t. The first and second
order derivative of h(s) is calculated as

ḣ(s) = (2(x− xOt) cosϑ+ 2(y − yOt) sinϑ)v,

ḧ(s) = 2v2 + 2vw((y − yOt) cosϑ− (x− xOt) sinϑ).

The nominal speed and real speed of the vehicle is the same as Case 1. We use the
same network structure and training scale to learn the derivatives of the HOCBF. Once
the derivatives are learned, we use a PID controller as the nominal control to reach the
target and use the HOCBF for safety guarantee. The simulation results are shown in Fig
(3.2). The purple circle and star are the positions of the obstacle and the vehicle at initial
position at time step t = 0s. The black circle and star are the positions of obstacle and
vehicle at time t = 4 and the green circle and star are those for t = 7. We also plot the
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Figure 3.1. Simulation results of the Dubins vehicle using learned derivatives of HOCBF. The safe
region is the yellow circle. All the trajectories start from the point marked as star at (0.9, 0.1).
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values of h during controlled process by using the nominal and learned derivatives of the
HOCBF, respectively, as in Fig (3.2b). We see that the value of h(s) is always positive using
the learned derivatives while the value drops below 0 for using the nominal derivatives of
HOCBF. This implies that the vehicle avoids the moving obstacle successfully when we use
the learned HOCBF while it collides with the obstacle when we use the nominal derivatives.
The reason that using the learned derivatives has more time steps as in Fig (3.2b) is that
the vehicle slows down when approaching the obstacle so it takes longer to achieve the
target.

2 0 2
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moving obstacle at t=0
moving obstacle at t=4s
moving obstacle at t=7s
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Learned derivatives
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Figure 3.2. Simulation results for avoiding moving obstacle: the blue circle is the goal region
and the red curve is the trajectory of the vehicle using the learned derivatives of the HOCBF.
(a): The initial position is at (−2,−2, 0) marked as the purple star. The obstacle is marked with
the purple circle initially at (−1, 0) and moves right with a speed of 0.5/s. The position of the
obstacle at time t = 4s and t = 7s are marked as black and green circle. The corresponding
position of the vehicle as t = 4s and t = 7s are spot as the black and green star. (b): The value
of h during simulation. The blue curve is the h value using the learned derivatives of the HOCBF
and the orange curve is the h value of using the nominal derivatives of the HOCBF.

47



3.5.2 Altitude Safety Control of Quadrotor

In the second experiment, we test our method for altitude control of a quadrotor with
safety constraints. The full dynamics of a quadrotor is a 12-dimensional system with the
state x = [x, y, z, ẋ, ẏ, ż, φ, ϑ, ψ, φ̇, ϑ̇, ψ̇] where x, y, z are the positions along x-axis, y-axis
and z-axis and φ, ϑ, ψ are the roll, pitch and yaw angles. According to [14], a simplified
state-space model of a quadrotor can be written as

ẍ = (cosφ sinϑ cosψ + sinφ sinψ)U1

m
,

ÿ = (cosφ sinϑ sinψ − sinφ cosψ)U1

m
,

z̈ = −g + (cosφ cosϑ)U1

m
,

ψ̈ = φ̇ϑ̇( Ix−Iy
Iz

) + U4

Iz
,

ϑ̈ = φ̇ψ̇( Iz−Ix
Iy

) + l
Iy
U3,

φ̈ = ϑ̇ψ̇( Iy−Iz
Ix

) + l
Ix
U2,

(3.29)

and 
U1 = kt(Ω

2
1 + Ω2

2 + Ω2
3 + Ω2

4),

U2 = kt(Ω
2
4 − Ω2

2),

U3 = kt(Ω
2
1 − Ω2

3),

U4 = kd(Ω
2
1 + Ω2

3 − Ω2
2 − Ω2

4),

(3.30)

where m is the mass of the quadrotor, Ωi, i = 1, 2, 3, 4 denote rotation speed of the four
rotors, kt and kd are the drag force coefficient and reverse moment coefficient, respectively,
l is the distance from the center of the quadrotor to the center of the rotors. The altitude
along z-axis is controlled only by thrust U1 and as a result, a subsystem{

ż = vz,

z̈ = −g + (cosφ cosϑ)U1

m

(3.31)

can be decoupled for the altitude control. The function

h(z) = 1− (
z − c
p

)4 ≥ 0 (3.32)

is selected to be our HOCBF and we have

b0 = h(z),

b1 = ḃ0 + p1b0,

b2 = ḃ1 + p2b1.
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The Lie derivatives of h(z) are calculated as

Lfh(z) =
−4(z − c)3

p4
ż,

L2
fh(z) =

−4(z − c)3

p4
g − 12(z − c)2

p4
ż,

LgLfh(z) =
4(z − c)3

mp4
cosφ cosϑ.

(3.33)

The uncertainty of the model comes from inaccuracy of the mass of the quadrotor. In
our experiment, the nominal model has mn = 0.4 where the real mass of the quadrotor is
m = 0.6. We select p = 2 to construct the safe region. In order to learn the derivatives
of the HOCBF, we need two non-zero control inputs at each time step to calculate ∆2(z)
and Σ2(z) as in Eq (3.23). We set two goals for zref t,1

and zref t,2
and use a PID controller

as in [73] to obtain such controls Ut,1 and Ut,2. Then we have

ḧt,1(zt, Ut,1) =
¨̂
h(zt, Ut,1) + ∆2(zt) + Σ2(zt)Ut,1,

ḧt,2(zt, Ut,2) =
¨̂
h(zt, Ut,2) + ∆2(zt) + Σ2(zt)Ut,2,

(3.34)

according to Eq (3.17) and

∆2(zt) =
E(zt, Ut,1)Ut,2 − E(zt, Ut,2)Ut,1

Ut,2 − Ut,1

,

Σ2(zt) =
E(zt, Ut,2)− E(zt, Ut,1)

Ut,2 − Ut,1

(3.35)

according to Eq (3.24), where

E(zt, Ut,1) = ḧ(zt, Ut,1)− ¨̂
h(zt, E(zt, Ut,1),

E(zt, Ut,2) = ḧ(zt, Ut,2)− ¨̂
h(zt, E(zt, Ut,2).

(3.36)

Again,
¨̂
h(zt, Ut,1) and

¨̂
h(zt, Ut,2) are estimated numerically and ḧ(zt, Ut,1) and ḧ(zt, Ut,2) are

calculated analytically given zt, Ut,1 and Ut,2 using Eq (3.33). We use a two-layer neural
network with 100 and 30 nodes in each layer and train the network with 500 epoch as
well. We test the performance of the learning using a sinusoidal reference trajectory as
z = 2.5 sin t + 5. We select p1 = 2, p2 = 8 as in our simulation and the result is shown as
in Fig (3.3). As we can see in the result, using the nominal derivatives of the HOCBF, the
system will violate safety guarantee while using the learned derivatives, the system is safe
in z-direction.
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Figure 3.3. Simulation result for altitude control of quadrotor under reference trajectory z =
2.5 sin t + 5. The initial height of the quadrotor is z = 5. The red curve is the trajectory with
nominal HOCBF while the blue curve is the trajectory using the learned HOCBF. The horizontal
dashed line is the safe boundary for z.

3.6 Conclusion

In this Chapter, we discuss safety-critical control for unknown deterministic systems. We
present a framework for learning the derivatives of HOCBF for system with uncertainty.
We first provide sufficient conditions on controllers via HOCBF for set invariance. Then
we show that the real derivatives of the HOCBF can be learned from that of the nominal
derivatives and remainders by using neural networks and the resulting control frame work
is also control affine. We also show that under some reasonable assumptions, the learned
derivatives of the HOCBF will provide a robust safety guarantee for the systems. We show
in simulation that our method can handle model uncertainty using a Dubins vehicle model
and a quadrotor model.
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Chapter 4

Safety-Critical Control with Gaussian
Noise

Imperfect models can sometimes lead to severe consequences in system control. Therefore,
synthesizing controllers addressing uncertainty is crucial. In this Chapter, we consider
stochastic systems with completely known drift and diffusion. We begin by analyzing the
pros and cons of various types of stochastic certificates and then propose of our notion of
Stochastic Control Barrier Functions (SCBFs).

4.1 Preliminary and Problem Definition

4.1.1 System Description

Given a filtered probability space (Ω,F , {Ft},P) with a natural filtration, a state space
X ⊆ Rn, a (compact) set of control values U ⊂ Rp, consider a continuous-time stochastic
process X : [0,∞)× Ω→ X that solves the SDE

dXt = (f(Xt) + g(Xt)u(t))dt+ σ(Xt)dWt, (4.1)

where u : R≥0 → U is a bounded measurable control signal; W is a d-dimensional standard
{F}t-Brownian motion; f : X → Rn is a nonlinear vector field; g : X → Rn×p and
σ : X → Rn×d are smooth mappings.

Assumption 4.1.1. We make the following assumptions on system (4.1) for the rest of
this chapter:
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(i) There is a ξ ∈ X such that P[X0 = ξ] = 1;

(ii) The mappings f, g, σ satisfy local Lipschitz continuity and a linear growth condition.

Definition 4.1.2 (Strong solutions). A stochastic process X is said to be a strong solution
to (4.1) if it satisfies the following integral equation

Xt = ξ +

∫ t

0

(f(Xs) + g(Xs)u(s))ds+

∫ t

0

σ(Xs)dWs, (4.2)

where the stochastic integral is constructed based on the given Brownian motion W .

Remark 4.1.3. (i) Under Assumption 4.1.1, the SDE (4.1) admits a unique strong
solution.

(ii) Weak solutions are in the sense that Brownian motions are constructed posterior for
the stochastic integrals.

We exclude the consideration of weak solutions in this chapter to guarantee that Lyapunov-
type analysis on sample paths behaviors is based on the same Brownian motion.

Definition 4.1.4 (Infinitesimal generator of Xt). Let X be the strong solution to (4.1),
the infinitesimal generator A of Xt is defined by

Ah(x) = lim
t↓0

Ex[h(Xt)]− h(x)

t
; x ∈ Rn, (4.3)

where h : Rn → R is in a set D(A) (called the domain of the operator A) of functions such
that the limit exists at x.

Proposition 4.1.5 (Dynkin). Let X solve (4.1). If h ∈ C2
0(Rn) then h ∈ D(A) and

Ah(x) =
∂h

∂x
(f(x) + g(x)u(t)) +

1

2

∑
i,j

(
σσT

)
i,j

(x)
∂2h

∂xi∂xj
. (4.4)

Remark 4.1.6. The solution X to (4.1) is right continuous and satisfies strong Markov
properties, and for any finite stopping time τ and h ∈ C2

0(Rn), we have the following
Dynkin’s formula

Eξ[h(Xτ )] = h(ξ) + Eξ

[∫ τ

0

Ah(Xs)ds

]
,

and therefore

h(Xτ ) = h(ξ) +

∫ t

0

Ah(Xs)ds+

∫ τ

0

∂h(Xs)

∂x
dWs.
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The above is an analogue of the evolution of h along trajectories

h(x(t)) = h(ξ) +

∫ t

0

[Lfh(x(s)) + Lgh(x(s))u(s)]ds

driven by deterministic dynamics ẋ = f(x) + g(x)u, where Lfh(x) = ∂h(x)
∂x
· f(x) and

Lgh(x) = ∂h(x)
∂x
· g(x).

4.1.2 Set Invariance and Control

In deterministic settings, a set C ⊆ X is said to be invariant for a dynamical system ẋ =
f(x) if, for all x(0) ∈ C, the solution x(t) is well defined and x(t) ∈ C for all t ≥ 0. As for
stochastic analogies, we have the following probabilistic characterization of set invariance.

Definition 4.1.7 (Probabilistic set invariance). Let X be a stochastic process. A set C ⊂ X
is said to be invariant w.r.t. a tuple (x, T, p) for X, where x ∈ C, T ≥ 0, and p ∈ [0, 1], if
X0 = x a.s. implies

Px[Xt ∈ C, 0 ≤ t ≤ T ] ≥ p. (4.5)

Moreover, if C ⊂ X is invariant w.r.t. (x, T, 1) for all x ∈ C and T ≥ 0, then C is strongly
invariant for X.

For stochastic dynamical systems with controls such as system (4.1), we would like
to define similar probabilistic set invariance property for the controlled processes. Before
that, we first define the following concepts.

Definition 4.1.8 (Control strategy). A control strategy is a set-valued function

κ : X → 2U . (4.6)

We use a boldface u to indicate a set of constrained control signals. A special set of
such signals is given by a control strategy as defined below.

Definition 4.1.9 (State-dependent control). We say that a control signal u conforms to
a control strategy κ for (4.1), and writes u ∈ uκ, if

u(t) ∈ κ(Xt), ∀t ≥ 0, (4.7)

where X satisfies (4.1) with u as input. The set of all control signals that confirm to κ is
denoted by uκ.

53



Definition 4.1.10 (Controlled probabilistic invariance). Given system (4.1) and a set of
control signals u, a set C ⊂ X is said to be controlled invariant under u w.r.t. a tuple
(x, T, p) for system (4.1), if there exists a control input u ∈ u, C is invariant w.r.t. (x, T, p)
for X, where X is the solution to (4.1) with u as input.

Similarly, C ⊂ X is strongly controlled invariant under u if C ⊂ X is controlled invari-
ant under u w.r.t. (x, T, 1) for all x ∈ C and T ≥ 0.

4.1.3 Problem Definition

For the rest of this chapter, we consider a safe set of the form

C := {x ∈ X : h(x) ≥ 0}, (4.8)

where h : X → R is a higher-order continuously differentiable function. We also define the
boundary and interior of C explicitly as below

∂C := {x ∈ X : h(x) = 0}, (4.9)

C◦ := {x ∈ X : h(x) > 0}. (4.10)

Problem 4.1.11 (Probabilistic set invariance control). Given a compact set C ⊂ X defined
in (4.8), a point ξ ∈ C◦, and a tuple (ξ, T, p), design a control strategy κ such that under
uκ, the interior C◦ is controlled invariant w.r.t. (ξ, T, p) for the resulting strong solutions
to (4.1).

4.2 Safety-Critical Control Design via Barrier Func-

tion

In this section, we propose stochastic barrier certificates that can be used to design a control
strategy κ for Problem 4.1.11. Before proceeding, it is necessary to review (stochastic)
control barrier functions to interpret (probabilistic) set invariance. Note that we consider
the safe set as constructed in (4.8), where the function h is given a priori.
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4.2.1 Stochastic Reciprocal and Zeroing Barrier Function

Similar to the terminology for deterministic cases [8], we introduce the construction of
stochastic control barrier functions as follows.

Definition 4.2.1 (SRCBF). A function B : C◦ → R is called a stochastic reciprocal
control barrier function (SRCBF) for system (4.1) if B ∈ D(A) and satisfies the following
properties:

(i) there exist class-K functions α1, α2 such that for all x ∈ X we have

1

α1(h(x))
≤ B(x) ≤ 1

α2(h(x))
; (4.11)

(ii) there exists a class-K function α3 such that

inf
u∈U

[AB(x)− α3(h(x))] ≤ 0. (4.12)

We refer to the control strategy generated by (4.12) as

ϱ(x) := {u ∈ U : AB(x)− α3(h(x)) ≤ 0} (4.13)

and the corresponding control constraint as uϱ (see in Definition 4.1.9).

Proposition 4.2.2 ( [33]). Suppose that there exists an SRCBF for system (4.1). If
u(t) ∈ uυ, then for all t ≥ 0 and X0 = ξ ∈ C◦, we have Pξ[Xt ∈ C◦] = 1 for all t ≥ 0.

Remark 4.2.3. The result admits a P-a.s. controlled invariant set for the marginals of X,
and is easily extended to a pathwise P-a.s. controlled set invariance. Note that the strong
solution is right continuous. Let {tn, n = 1, 2, ...} be the set of all rational numbers in
[0,∞), and put

Ω∗ :=
⋂

1≤n<∞

{ω : Xtn ∈ C◦},

then Ω∗ ∈ F (a σ-algebra is closed w.r.t. countable intersections). Since Q is dense in R,
X is right continuous, and h is continuous, we have

Ω∗ := {ω : Xt ∈ C◦, ∀t ∈ [0,∞)}.

Note that Pξ[Ω
∗] ≡ 1 from the marginal result.
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Definition 4.2.4 (SZCBF). A function B : C → R is called a stochastic zeroing control
barrier function (SZCBF) for system (4.1) if B ∈ D(A) and

(i) B(x) ≥ 0 for all x ∈ C;

(ii) B(x) < 0 for all x /∈ C;

(iii) there exists an extended K∞ function α such that

sup
u∈U

[AB(x) + α(B(x))] ≥ 0. (4.14)

We refer the control strategy generated by (4.14) as

κ(x) := {u ∈ U : AB(x) + α(B(x)) ≥ 0} (4.15)

and the corresponding set of constrained control signals as uκ.

Proposition 4.2.5 (Worst-case probabilistic quantification). Suppose the mapping h is
an SZCBF with linear function kx as the class-K function (where k > 0), and the control
strategy as κ(x) = {u ∈ U : Ah(x) + kh(x) ≥ 0}. Let c = supx∈C h(x) and X0 = ξ ∈ C◦,
then under any u ∈ uκ we have the following worst-case probability estimation:

Pξ [Xt ∈ C◦, 0 ≤ t ≤ T ] ≥
(
h(ξ)

c

)
e−cT . (4.16)

Proof. Let s = c − h(ξ) and V (x) = c − h(x), then V (x) ∈ [0, c] for all x ∈ C. It is clear
that AV (x) = −Ah(x). For u(t) ∈ uκ for all t ∈ [0, T ], we have

AV (x) ≤ −kV (x) + kc.

By [80, Theorem 3.1],

Pξ

[
sup

t∈[0,T ]

V (Xt) ≥ c

]
≤ 1−

(
1− s

c

)
e−cT . (4.17)

The result follows directly after this.
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In proposing stochastic control barrier functions for higher-order control systems, the
above SRCBF and SZCBF are building blocks. The authors in [119] constructed higher-
order SRCBF and have found the sufficient conditions to guarantee pathwise set invariance
with probability 1. While the results seem strong, they come with significant costs. At
the safety boundary, the control inputs need to be unbounded (as shown in the motivating
example below and in the numerical experiments). On the other hand, the synthesis of
controller for a higher-order system via SZCBF is with mild constraints. The trade-off
is that the probability estimation of set invariance is of low quality (note that the worst-
case probability estimation using first-order barrier function is already lower bounded by a
small value over a relatively long time period). We propose higher-order stochastic control
barrier functions in subsection C in order to reduce the high control efforts and improve the
worst-case quantification. Before proceeding, we illustrate the above motivation through.

4.2.2 A Motivating Example

In this section, we will discuss how reciprocal control barrier functions (RCBFs) and SR-
CBFs perform differently around the boundary of the safe set. We show that for deter-
ministic systems, RCBFs can guarantee safety with bounded control while for stochastic
systems, SRCBFs require unbounded control in order to keep systems safe. We use the
following two simple one-dimensional systems:

ẋ = x+ u,

and
dx = (x+ u)dt+ σdW,

for the comparison. Suppose that our safe set is {x ∈ R
∣∣x < 1} so that we can use

h(x) = 1 − x. Accordingly, a RCBF for the deterministic system is B = 1
h
. We choose

γ = 1 as in [8] and [33] and, as a result, the condition using the RCBF is

LfB(x) + LgB(x)u =
1

h2
(x+ u) ≤ h,

u ≤ (1− x)3 − x.
It means that we can control the system safely using a control bounded by (1 − x)3 − x
when x → 1. However, for the stochastic system, we have ∂2B

∂x2 = 2
h3 . Then the SRCBF

condition is

AB =
1

h2
(x+ u) +

σ2

h3
≤ h,

u ≤ h3 − x− σ2

h
.
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As x approaches 1, the control approaches −∞. This implies that in order to guarantee
safety, we requires an unbounded control around the boundary of the safe set for stochastic
systems, which can be difficult to satisfy for some practical applications.

4.2.3 Higher-Order Stochastic Control Barrier Function

To obtain non-vanishing worst-case probability estimation (compared to SZCBF), we pro-
pose a safety certificate via a stochastic Lyapunov-like control barrier function [80].

Definition 4.2.6 (Stochastic control barrier functions). A continuously differentiable func-
tion B : Rn → R is said to be a stochastic control barrier function (SCBF) if B ∈ D(A)
and the following conditions are satisfied:

(i) B(x) ≥ 0 for all x ∈ C;

(ii) B(x) < 0 for all x /∈ C;

(iii) sup
u∈U
AB(x) ≥ 0.

We refer the control strategy generated by (iii) as

υ(x) := {u ∈ U : AB(x) ≥ 0} (4.18)

and the corresponding set of constrained control signals as uυ.

Remark 4.2.7. Condition (iii) of the above definition is an analogue of sup
u∈U

[LfB(x) +

LgB(x)u] ≥ 0 for the deterministic settings. The consequence is such that Eξ[B(x)] ≥ B(x)
for all x ∈ C. A relaxation of condition (iii) is given in the deterministic case such that
the set invariance can still be guaranteed [137],

sup
u∈U

[LfB(x) + LgB(x)u] ≥ −α(B(x)),

where α is a class-K function. If α(x) = kx where k > 0, under the stochastic settings,
the condition formulates an SZCBF and provides a much weaker quantitative estimation
of the lower bound of satisfaction probability. In comparison with SZCBF, we provide the
worst-case quantification in the following proposition.
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Proposition 4.2.8. Suppose the mapping h is an SCBF with the corresponding control
strategy υ(x). Let c = supx∈C h(x) and X0 = ξ ∈ C◦, then under the set of constrained
control signals uυ, we have the following worst-case probability estimation:

Pξ [Xt ∈ C◦, 0 ≤ t <∞] ≥ h(ξ)

c
.

Proof. Let V = c − h(x), then V (x) ≥ 0 for all x ∈ X and AV ≤ 0. Let s = c − h(ξ)
then s ≤ c by definition. The result for every finite time interval t ∈ [0, T ] is followed
by [80, Lemma 2.1],

Pξ [Xt ∈ C◦, 0 ≤ t < T ] ≥ 1− s

c
.

The result follows by letting T →∞.

Definition 4.2.9. A function B : X → R is called a stochastic control barrier function
with relative degree r for system (4.1) if B ∈ D(Ar), and A ◦ Ar−1h(x) ̸= 0 as well as
A ◦ Aj−1h(x) = 0 for j = 1, 2, . . . , r − 1 and x ∈ C.

If the system (4.1) is an rth-order stochastic control system, to steer the process X to
satisfy probabilistic set invariance w.r.t. C, we recast the mapping h as an SCBF with
relative degree r. For h ∈ D(Ar), we define a series of functions b0, bj : X → R such that
for each j = 1, 2, . . . , r b0, bj ∈ D(A) and

b0(x) = h(x),

bj(x) = A ◦ Aj−1b0(x).
(4.19)

We further define the corresponding superlevel sets Cj for j = 1, 2, . . . , r as

Cj = {x ∈ Rn : bj(x) ≥ 0}. (4.20)

Theorem 4.2.10. If the mapping h is an SCBF with relative degree r, the corresponding
control strategy is given as υ(x) = {u ∈ U : Arh(x) ≥ 0}. Let cj =: supx∈Cj bj(x) for each
j = 0, 1, ..., r and X0 = ξ ∈

⋂r
j=0 C◦j . Then under the set of constrained control signals uυ,

we have the following worst-case probability estimation:

Pξ[Xt ∈ C◦, 0 ≤ t <∞] ≥
r−1∏
j=0

bj(ξ)

cj
.

59



Proof. We introduce the notations pj := Pξ[Xt ∈ C◦j , 0 ≤ t < ∞] , p̂j := Pξ[Xt ∈ C◦j , 0 ≤
t <∞ | Abj ≥ 0].

The control signal u(t) ∈ {u ∈ U : Arb(x) ≥ 0} for all t ≥ 0 provides Abr−1 ≥ 0. By
Proposition 4.2.8,

pr−1 = Pξ[Xt ∈ C◦r−1, 0 ≤ t <∞]

= Pξ[Xt ∈ C◦r−1, 0 ≤ t <∞ | Abr−1 ≥ 0]

= p̂r−1.

(4.21)

For j = 0, 1, ..., r − 2, and 0 ≤ t <∞, we have the following recursion:

pj = Pξ[Xt ∈ C◦j ]

= Eξ[1{Xt∈C◦
j }1{Xt∈C◦

j+1}] + Eξ[1{Xt∈C◦
j }1{Xt /∈C◦

j+1}]

= Pξ[Xt ∈ C◦
j |1{Xt∈C◦

j+1}] · Pξ[Xt ∈ C◦
j+1]

+ Pξ[Xt ∈ C◦
j |1{Xt /∈C◦

j+1}] · Pξ[Xt /∈ C◦
j+1],

(4.22)

where we have used shorthand notations {Xt ∈ Cj} := {Xt ∈ Cj, 0 ≤ t < ∞} and
{Xt /∈ Cj+1} := {Xt /∈ Cj+1 for some 0 ≤ t <∞}. Indeed, we have

Xt = Xt1{Xt∈C◦
j+1} +Xt1{Xt /∈C◦

j+1},

then
E[Xt] = E[Xt1{Xt∈C◦

j+1}] + E[Xt1{Xt /∈C◦
j+1}],

and (4.22) follows. Note that

Pξ[Xt ∈ C◦
j |1{Xt∈C◦

j+1}]

≥ Pξ[Xt ∈ C◦
j |Abj ≥ 0] = p̂j,

(4.23)

and therefore
Pξ[Xt ∈ C◦

j |1{Xt∈C◦
j+1}] · Pξ[Xt ∈ C◦

j+1] ≥ p̂jpj+1.

Now define stopping times τj = inf{t : bj(Xt) ≤ 0} for j = 0, 1, ..., r−2, then bj(Xt∧τj) ≥
0 a.s.. In addition,

Xt∧τj = 1{τj≤τj+1}Xt∧τj + 1{τj>τj+1}Xt∧τj

Assume the worst scenario, which is for all t ≥ τj+1, we have Abj ≤ 0. On {Abj <
0}∩{τj > τj+1}, we have bj(Xτj+1

) > 0 and Eξ[bj(Xt∧τj)] ≤ bj(Xτj+1
)−
∫ t

τj+1
ε(s)ds for some
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ε : R≥0 → R>0 and t ≥ τj+1. Therefore, the process bj(Xt∧τj) is a nonnegative supermartin-

gale and Pξ[supT≤t<∞ bj(Xt∧τj) ≥ λ] ≤
bj(Xτj+1 )−

∫ T
τj+1

ε(s)ds

λ
by Doob’s supermartingale in-

equality. For any λ > 0, we can find a finite T ≥ τj+1 such that Pξ[supT≤t<∞ bj(Xt∧τj) ≥
λ] = 0. Since λ is arbitrarily selected, we must have Pξ[supT≤t<∞ bj(Xt∧τj) > 0] = 0, which
means τj is triggered within finite time. On the other hand, on {Abj < 0} ∩ {τj ≤ τj+1},
τj has been already triggered. Therefore, {Xt /∈ C◦j for some 0 ≤ t < ∞} a.s. given
{Abj < 0}. Hence,

Pξ[Xt ∈ C◦
j |1{Xt /∈C◦

j+1}]

≥ Pξ[Xt ∈ C◦
j |1{Xt /∈C◦

j+1, ∀t≥τj+1}]

≥ Pξ[Xt ∈ C◦
j |1{Abj<0, ∀t≥τj+1}] = 0

(4.24)

Combining the above, for j = 0, 1, ..., r − 2, we have

pj ≥ p̂jpj+1,

and ultimately p0 ≥
r−1∏
j=0

p̂j.

Remark 4.2.11. The above result estimates the lower bound of the safety probability given
the constrained control signals uυ. Based on recursion (4.22), we can easily obtain the same
result by dropping the last term. However, we argued that under some extreme conditions
the worst case may happen. Indeed, we have assumed that t ≥ τj+1 =⇒ Abj ≤ 0. This
conservative assumption is made such that within finite time X will cross the boundary of
each Cj.

Another implicit condition may cause the worst-case lower bound as well, that is when⋃r−1
j=0{Abj = 0, 0 ≤ t < ∞} is a Pξ-null set. This, however, is practically possible since

the controller indirectly influences the value of Abj for all j < r, the strong invariance of
the level set {Abj = 0} is not guaranteed using QP scheme.

Remark 4.2.12. A nice selection of controller is to implicitly reduce the total time a
sample path spends in {Abj ≤ 0} for each j. However, this is a challenging task by only
steering the bottom-level flow, which in turn gives us a future research direction.

Based on the above discussions, the advantages of our SCBF are mainly in the following
two aspects:

• SCBF requires milder control compare to SRCBF, which makes it more applicable in
some practical scenarios where safety is as important as feasibility of control actions.
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• Compared to SZCBF, it guarantees a better worst-case safety estimation.

However, we should also admit that the SCBF sacrifices some safety probability to
compromise with the requirement of milder control. We will use more examples to validate
this in the following simulations.

4.3 Simulation Result

In this section, we use two examples to validate our result. We show that the proposed
SCBFs have smaller control effort compared to SRCBFs and higher safe probability com-
pared to SZCBFs.

4.3.1 SCBF for Adaptive Cruise Control Model

In the first example, we use an automatic cruise control example as in [33] and [8]. The
model is given by the following three-dimensional system:

d

x1x2
x3

 =

−Fr(x)/M
0

x2 − x1

 dt+

1/M
0
0

udt+ ΣdW,

where x1 and x2 denote the velocity of the following vehicle and leading vehicle, respectively,
and x3 is the distance between two vehicles and

Σ =

σ1 0 0
0 0 0
0 0 0

 .
The aerodynamic drag is Fr(x) = f0 + f1x1 + f2x

2
1 with f0 = 0.1, f1 = 5, f2 = 0.25 and the

mass of the vehicle is M = 1650. The initial state is chosen as [x1, x2, x3] = [15, 20, 150]T

and W is a three-dimensional Brownian motion representing uncertainty existing between
the speed of two vehicles. The goal of the following vehicle is to achieve a desired velocity
xd = 22 while keeping the collision constraint h(x) = x3 − τx1 > 0. The setup of the
problem suggests that the following vehicle is achieving a desired speed of 22 while the
leading vehicle is blocking in front with a lower speed of 20. The example shows that the
controller will prioritize safety in practice as a hard constraint. We use a Lyapunov function
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V (x) = (x1 − xd)2 to control the velocity of the following vehicle. We use B(x) = 1
h(x)

as

the SRCBF and h(x) as the SCBF. We solve QP problems using SRCBF as

[u∗, δ∗] = arg min
u,δ

1

2
(u2 + δ2) s.t.

∂V (x)

∂x
(f(x) + g(x)u) +

1

2
tr

(
ΣTΣ

∂2V (x)

∂x2

)
≤ δ,

∂B(x)

∂x
(f(x) + g(x)u) +

1

2
tr

(
ΣTΣ

∂2B(x)

∂x2

)
≤ γ

B(x)
,

and SCBF as

[u∗, δ∗] = arg min
u,δ

1

2
(u2 + δ2) s.t.

∂V (x)

∂x
(f(x) + g(x)u) +

1

2
tr

(
ΣTΣ

∂2V (x)

∂x2

)
≤ δ,

∂h(x)

∂x
(f(x) + g(x)u) +

1

2
tr

(
ΣTΣ

∂2h(x)

∂x2

)
≥ 0.

We present the simulation results by showing the control effort J = u2 for SCBF and
SRCBF as in Figure 4.1. We choose noise level to be σ1 = 1. In Figure 4.1, the red
curve is for the SRCBF and the blue curve is for the SCBF. We can find out that SRCBF
requires a higher control effort to make the system safe. In practice, this implies that
we need larger acceleration in order to keep the system staying within the safe set. As
a result, run 50 simulations using both barrier functions and we bound the control and
show the safe probability as in Table 4.1. The table shows that for unbounded control, the
safe probability using SRCBF is 92% compared to 80% by using SCBF. However, the safe
probability drops to only 25% when we use SRCBF while the safe probability is 70% for
SCBF under bounded control input. As a result, we can see that the safety probability
obtained by SCBF is more robust to saturation of control inputs.

4.3.2 SCBF for Dubins Vehicle with Disturbance

In the second example, we test our SCBF using a differential drive model as in [84]:

ds = d

xy
ϑ

 =

cosϑ 0
sinϑ 0

0 1

[v
w

]
dt+

σ1 0 0
0 σ2 0
0 0 0

 dW,
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Figure 4.1. Plot of control effort J = u2 for Adaptive Cruise Control.

SRCBF SCBF

Unbounded control 92% 80%
Bounded control 25% 70%

Table 4.1: Safe probability of adaptive cruise control between SRCBF and SCBF under
bounded and unbounded control inputs. We sample 50 trajectories for each case and
calculate the safe probability. The simulation step time is chosen to be t = 0.05s. The
total simulation time is 100s.
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where x and y are the planar positions of the center of the vehicle, ϑ is its orientation,
v = 2 is its forward velocity, the angular velocity w is the control of the system and W is a
standard Brownian motion representing uncertainty in x and y. The working space of the
vehicle is a circle centered at (0, 0) with a radius of r = 3. Our objective is to control the
vehicle within the working space and as a result, the safety requirement can be encoded
using h(s) = r2− x2− y2. We solve QP problems using constraints that are obtained from
Theorem 4.2.10 as

A ◦ A(9− x2 − y2) ≥ 0 (4.25)

We first test safe probability for different initial positions. We use our SCBF to test this
probability under different noise levels within [0, 0.3]. For simplicity, we set σ1 = σ2 = σ.
For each value of σ, we sample 1000 trajectories and calculate the safe probability. We
also compare the result between SCBF and a higher-order SZCBF, which is an extension
of the work [118] as

h1(s) = Ah(s) + α1h(s),

h2(s) = Ah1(s) + α2h(s).

The constraints from SZCBF that h2(s) ≥ 0 are used to solve QP problems. We first
compare the safe probability between SCBF and SZCBF for different noise level within
[0, 0.2]. For each value of σ, we randomly sample 1000 initial points and generate 1000
trajectories accordingly. We calculate safe probability over this 1000 trajectories and plot
the result as in Figure 4.2. We can find out that SCBF has a better safe probability over
SZCBF. In another experiment, we randomly sample 10 initial points. Then we generate
500 trajectories using SCBF and SZCBF for each initial point. We fix the noise to be
σ = 0.2. The result is shown as in Figure 4.3. From the figure, we can find out that SCBF
has a overall better performance than SZCBF under randomly sampled initial points.

4.4 Conclusion

This chapter considers the pros and cons of the existing formulations for stochastic bar-
rier functions. We propose stochastic control barrier functions (SCBFs) for safety-critical
control of stochastic systems and extend the worst-case safety probability estimation to
higher-order SCBFs. Theoretically, we show that the proposed SCBFs provide good trade-
offs between the imposed control constraints and the conservatism in the estimation of
safety probability. The proposed scheme is also utilized to control an automatic cruise
control model and a Dubins vehicle model in simulation.
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Figure 4.2. Safe probability between SCBF and SZCBF. We compare noise level within [0,0.2].
For each value of σ, we sample 1000 initial points to calculate safe probability.
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Figure 4.3. Safe probability of 10 randomly sample initial points. For each initial point, we
sample 500 trajectories using SCBF and SZCBF respectively. The horizontal axis represents the
index of the initial points.
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Chapter 5

Data-Driven Learning of
Safety-Critical Control with
Stochastic Control Barrier Function

In Chapter 4, we discuss stochastic control barrier functions to provide safety guarantee for
SDEs driven by Brownian motions. However, in some practical scenarios, we do not have
precise information about the stochastic systems. As a result, in this chapter, we study
safety-critical control problems for stochastic systems with unknown diffusion terms.

5.1 Preliminary and Problem Definition

5.1.1 System Description

Given a state space X ⊆ Rn and a (compact) set of control values U ⊂ Rp, consider a
continuous-time stochastic dynamical system

dXt = (f(Xt) + g(Xt)u(t))dt+ σ(Xt)dWt, X0 = x, (5.1)

where u : R≥0 → U is a bounded measurable control signal; W represents a d-dimensional
standard Wiener process; f : X → Rn is a locally Lipschitz nonlinear vector field; g : X →
Rn×p and σ : X → Rn×d are smooth mappings.

Definition 5.1.1 (Weak solutions). For each fixed signal u, the system (5.1) admits a
weak solution if there exists a filtered probability space (Ω†,F †, {F †

t },P†), where a Wiener
process W is defined and a pair (Xu,W ) is adapted, such that Xu solves the SDE (5.1).
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The infinitesimal generator of X is defined as in Definition 4.1.4 and can be calculated
according to (4.4).

5.1.2 Problem Formulation

For the rest of this chapter, we consider a safe set of the form

C := {x ∈ X : h(x) ≥ 0}, (5.2)

where h ∈ C2(Rn). We also define the boundary and interior of C explicitly as below

∂C := {x ∈ X : h(x) = 0}, (5.3)

C◦ := {x ∈ X : h(x) > 0}. (5.4)

The objective of this chapter is to control the stochastic system (5.1) with an unknown
diffusion term to stay inside the safe set. Given the definition of controlled probabilistic
invariance as in Definition 4.1.10, the problem is defined as follows.

Problem 5.1.2. Given system (5.1) with the b unknown, a compact set C ⊆ X defined by
(6.2), a point x ∈ C◦, and a p ∈ [0, 1], design a control strategy κ such that under uκ, the
interior C◦ is controlled p-invariant for the resulting solutions to (5.1).

Remark 5.1.3. In this chapter, we assume we have full knowledge of the drift term of the
system, i. e., f and g in (5.1). For uncertainty in drift term, refer [129,137] for detail.

5.2 Worst-Case Probabilistic Quantification via Stochas-

tic Control Barrier Function

There witnesses a surge of applications of control synthesis for probabilistic safety prob-
lems using stochastic control barrier functions. Two commonly-used types of stochastic
control barrier functions, reciprocal type (SRCBF) [33] and zeroing type (SZCBF) [118],
are investigated. The recent work [138] identified the pros and cons of SRCBF and SZCBF
and proposed a middle-ground type SCBF1 as in [138, Definition III.6].

1We use this acronym for the specified notion in [138, Definition III.6] rather than the general type of
stochastic control barrier functions.
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Note that the function h in (5.2) is already a potential SCBF candidate. We need to
further impose a condition on the drift term of its Itô derivative along the sample paths,
i.e. Ah, to make it effective.

Due to the lack of information of the diffusion term in (5.1), we are unable to capture
the correction term in the Itô derivative of the nominal barrier function h along sample
paths. We use a data-driven method to approximate the function Ah, and impose similar
barrier conditions on the approximated Âh for safety-critical control. Based on the partial
observation of data, we show in this section that a degree of robustness in the barrier
condition is necessary to balance the inaccuracy of data. A similar approach can be applied
to derive the robustness for the other types of stochastic control barrier functions.

We suppose that data is sampled without control inputs. Then for each x, the law Px

process X is independent of u. We further define the stopping time

τ := inf{t ≥ 0 : Xt ∈ ∂C}

for each sampled process. Let C denote a finite subset of C.

5.2.1 Probability Estimation Based on Partially Observed Data

We make the following assumptions for the rest of derivation. We show in the next sub-
section that the assumptions are feasible for compact C.

Assumption 5.2.1. Let Âh be the approximation of Ah based on the training set C. We
assume that

(i) For any y ∈ C and any ε > 0, there exists an x ∈ C such that2

Ey,u sup
t∈[0,τ ]

|Âh(Xu
t )−Ah(Xu

t )|

≤Ex,u sup
t∈[0,τ ]

|Âh(Xu
t )−Ah(Xu

t )|+ ε.
(5.5)

(ii) For any ς ∈ (0, 1], there exists a probability measure P with marginals Px for all
x ∈ C such that

E sup
x∈C
|Ah(x)− Âh(x)| ≤ ς. (5.6)

2Note that τ < τex with probability 1.
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Furthermore, we assume that both Âh and Ah are Lipschitz continuous on the compact set
C.

We apply the approximated function Âh and show the worst-case safety probability of
the controlled process under policy generated by the following robust scheme.

Proposition 5.2.2. Suppose we are given arbitrary ς > 0, ε > 0 and training set C. Let
Âh be generated as in Assumption 5.2.1. Suppose that supu∈U Âh(x) ≥ ς + ε for all x ∈ C.
Let υ(x) = {u ∈ U : Âh(x) ≥ ς + ε}. Then for any x ∈ C◦ and u ∈ uυ, we have

Px,u[Xu
t ∈ C◦, 0 ≤ t <∞] ≥ h(x)

supy∈C h(y)

Proof. Let c = supy∈C h(y) and set V = c− h. Then for all x ∈ C◦, we have V (x) > 0 and

ÂV (x) ≤ −(ς + ε). Note that

Ex,u[V (Xu
τ∧t)] = V (x) + Ex,u

[∫ τ∧t

0

AV (Xu
s )ds

]
(5.7)

and by assumption,

Ex,u

[∫ τ∧t

0

AV (Xu
s )ds

]
=Ex,u

[∫ τ∧t

0

AV (Xu
s )− ÂV (Xu

s ) ds

]
+ Ex,u

[∫ τ∧t

0

ÂV (Xu
s ) ds

]
≤
∫ τ∧t

0

Ex,u|AV (Xu
s )− ÂV (Xu

s )| ds− (ς + ε) · (τ ∧ t)

≤
∫ τ∧t

0

E sup
s∈[0,τ ]

|AV (Xu
s )− ÂV (Xu

s )| ds− ς · (τ ∧ t)

≤
∫ τ∧t

0

E sup
x∈C
|AV (x)− ÂV (x)| ds− ς · (τ ∧ t) ≤ 0,

(5.8)

where the fifth line of the above is to transfer information from arbitrary x ∈ C to the data
used in C. The mismatch of measure provides an extra error of ε. Hence, by (5.7), we have

Ex,u[V (Xu
τ∧t)] ≤ V (x), ∀t ≥ 0. (5.9)
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On the other hand, for all t ≥ 0,

Ex,u[V (Xu
τ∧t)] ≥ Ex,u[1{τ≤t}V (Xu

τ∧t)]

≥ Px,u[τ ≤ t] · Ex,u[V (Xu(τ)]

> c ·Px,u[τ ≤ t].

(5.10)

Therefore, by (5.9) and (5.10), we have

Px,u[τ ≤ t] <
V (x)

c
, ∀t ≥ 0. (5.11)

Sending t→∞ we get Px,u[τ <∞] ≤ V (x)
c

for all x ∈ C◦. Rearranging this we can obtain
the conclusion.

5.2.2 Feasibility of Assumption

Note that for the compact set C and for sufficiently dense training data, the conditions in
Assumption 5.2.1 can be satisfied theoretically. We will show that both (i) and (ii) of As-
sumption 5.2.1 require the selection of the training data but separately. Before proceeding
to the explanation, we introduce the following concepts.

Definition 5.2.3. (Weak convergence of measures and processes): Given any
separable metric space (S, ϱ), a sequence of probability measure {Pn} on B(S) is said
to weakly converge to P on B(S), denoted by Pn ⇀ P, if for all f ∈ Cb(S) we have
limn→∞

∫
S f dPn =

∫
S f dP. A sequence {Xn} of continuous processes Xn with law Pn

is said to weakly converge (on [0, T ]) to a continuous process X with law P, denoted by
Xn ⇀ X, if for all f ∈ Cb(C([0, T ];Rn)) we have limn→∞ En[f(Xn)] = E[f(X)].

The following proposition demonstrates a compactness of weak solutions starting from
a compact set in a weak sense as in Definition 5.2.3. We provide the rephrased version
based on [76, Theorem 1] and [77, Corollary 1.1, Chap 3] as follows. A detailed explanation
can be found in [91].

Proposition 5.2.4. Given any compact set C and its associated first-hitting time τ , given
any sequence of stopped weak solutions {(Xn)τ}∞n=1 with Xn(0) = xn, there exists a subse-
quence {(Xnk)τ} and a process X with X(0) = x such that xnk

→ x and (Xnk)τ ⇀ Xτ .
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Justification of Assumption 5.2.1(i)

We observe that for each x in a compact set C, for any fixed T > 0, the quantity
supt∈[0,τ∧T ] |Ah(·) − Âh(·)| is a bounded function on the canonical space generated by
C with measure Px. In view of Definition 5.2.3 and Proposition 5.2.4, the quantity{

Ex sup
t∈[0,τ∧T ]

|Ah(Xu
t )− Âh(Xu

t )|

}
x∈C

forms a compact set (in the conventional sense). By the boundedness assumption on C,
we have τ <∞ Px-a.s. for every x ∈ C. Therefore, sending T to infinity, we still have the
compactness for {

Ex sup
t∈[0,τ ]

|Ah(Xu
t )− Âh(Xu

t )|

}
x∈C

.

By choosing C sufficiently dense in C, for each given ε > 0, we are able to build the ε-net
with centers in C such that for any arbitrary y ∈ C, there exists an x ∈ C such that Ah−Âh
are weakly ε-close to each other in the sense of (5.5).

We then verify the feasibility of (ii) of Assumption 5.2.1.

Approximating Ah over a finite set

Note that, following the procedure as in [98], we are able to approximate Ah by some Ãh
at one single point x ∈ Rn at a time, whose precision is measured under the corresponding
probability Px := ⊗∞

i=1P
x. However, to fit the assumption, we need the precision to be

measured in L1 sense.

By [98, Theorem 6], for each x ∈ Rn, we can utilize Lipschitz continuity of f, g, b and
the relation

Ã1h(x) =
Ex[h(Xu

τs)]− h(x)

τs

at some deterministic sampling time τs to obtain the first-step approximation

|Ã1h(x)−Ah(x)| ≤ δ, (5.12)

where δ = C1τs + C2
√
τs, and C1, C2 > 0 are constants generated by Lipschitz continuity.

The precision δ can be arbitrarily small.
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Since Ã1h(x) has used Ex[h(Xu
τs)], the authors in [98] then applied the law of large

numbers (LLN) to approximate Ex[h(Xu
τs)] by 1

n

∑n
i=1 h(X

u,(i)
τs ) with i.i.d. h(X

u,(i)
τs ) draw

from Px at the marginal time τs. The approximation

Ãh =
1
n

∑n
i=1 h(X

u,(i)
τs )− h(x)

τs

creates errors in probability w.r.t. Px as in [98, Theorem 12], i.e., for each β ∈ (0, 1], there
exists a δ̃ such that

Px[|Ah(x)− Ãh(x)| ≤ δ̃] > 1− β.

Note that the only place that we introduce Px is when we use LLN. We need to leverage
the convergence in the L1 sense, i.e.,

Ex

∣∣∣∣∣ 1n
n∑

i=1

h(Xu,(i)
τs )− Ex[h(Xu

τs)]

∣∣∣∣∣→ 0. (5.13)

This is indeed the case as an existing result, even though it is seldom mentioned. Combining
(5.13) and (5.12), we can easily obtain that for each x ∈ Rn, for any δ > 0, there exists a
sufficiently large n such that

Ex
∣∣∣Ãh(x)−Ah(x))

∣∣∣ ≤ δ. (5.14)

We provide the proof for the L1 convergence of LLN in the Appendix.

Repeating the same process for x over a finite set C gives

sup
x∈C

E
[
|Ah(x)− Ãh(x)|

]
≤ δ, (5.15)

where E is the associated expectation w.r.t. P := ⊗x∈CPx.

Optimization Error

For any η > 0, we assume there exists an optimizer that can learn an approximation Âh
based on data

{
Ãh(x) : x ∈ C

}
such that

sup
x∈C
|Âh(x)− Ãh(x)| < η. (5.16)
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Generalization Error

By continuity of Âh(x) and Ah(x), there exists some x∗ ∈ C such that

sup
x∈C
|Âh(x)−Ah(x)| = |Âh(x∗)−Ah(x∗)|.

For any ϑ > 0, by choosing C to be sufficiently dense in C and the Lipschitz continuity of
Âh(x) and Ah(x) on C, there exists some y ∈ C such that

|Âh(x∗)− Âh(y)| ≤ ϑ, |Ah(x∗)−Ah(y)| ≤ ϑ.

It follows that

E
[
sup
x∈C
|Âh(x)−Ah(x)|

]
=E

[
|Âh(x∗)−Ah(x∗)|

]
=E

[
|Âh(y)−Ah(y) + Âh(x∗)− Âh(y)

+Ah(y)−Ah(x∗)|]

≤E
[
|Âh(y)−Ah(y)|

]
+ 2ϑ

=E
[
|Âh(y)− Ãh(y) + Ãh(y)−Ah(y)|

]
+ 2ϑ

≤E
[
sup
y∈C
|Âh(y)− Ãh(y)|

]
+ E

[
|Ãh(y)−Ah(y)|

]
+ 2ϑ

≤η + sup
y∈C

E
[
|Ãh(y)−Ah(y)|

]
+ 2ϑ

≤η + δ + 2ϑ ≤ ς,

where ς is from Assumption 5.2.1(ii), provided that we choose η, δ, and ϑ sufficiently small.

Remark 5.2.5. The final C should be chosen based on all of the above criteria such that
(i) and (ii) of Assumption 5.2.1 can both be satisfied.

5.3 Data-Driven Stochastic Control Barrier Function

Scheme for Safety-Critical Control

In this section, we describe how do we use supervised learning to implement the Data-driven
Stochastic Control Barrier Function (DDSCBF) scheme and do safety-critical control for
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stochastic systems with an unknown diffusion part. We use a neural network to approxi-
mate the infinitesimal generator of a SCBF. The detail of data collecting and training is
explained below.

Given an SDE as in (5.1), we have

Ah(x) = Lfh(x) + Lgh(x)u+
1

2
tr
[
(σσT )(x) · hxx(x)

]
.

Since the only unknown part in Ah(x) is only 1
2

tr
[
(σσT )(x) · hxx(x)

]
. As we can see, this

term is a function of x only, so we can define a function ∆(x) = 1
2

tr
[
(σσT )(x) · hxx(x)

]
and accordingly

Ah(x) = Lfh(x) + Lgh(x)u+ ∆(x).

We use supervised learning to learn ∆(x) (and hence some Âh(x)) that approximates
Ah(x).

Next we describe how to obtain the training data. We use a sampling method to collect
data in order to learn ∆(x). First we sample a set with N initial points {x1, x2, ..., xN}.
At the initial point xi for i ∈ {1, 2, ..., N}, we sample n one-step transitions and reach to
the next stage xij for j ∈ {1, 2, ..., n}. We reset the point back to xi after each one-step
transition. According to [98], Ãh(xi) can be estimated numerically by

Ãh(xi) =

1
n

n∑
j=0

h(xij)− h(xi)

∆t
. (5.17)

As a result, obtain ∆̃(xi) by

∆̃(xi) = Ãh(xi)− (Lfh(xi) + Lgh(xi)u).

We then add {xi, ∆̃(xi)} into a data set D, constructing a data set D is of dimension N .
Next we use learning to fit the data set. The process of collecting training data is shown
as in shown as in Algorithm 2.

Once we have collected the data set D, we construct a neural network N (x) and specify
a loss function L using minimum square error (MSE). We use supervised learning to find
the parameters of the network such that the 1

N

∑N
i L(N (xi), ∆̃(xi)) is minimized. This

implies that the neural networkN (x) will approximate the function ∆(x). So the derivative
of the SCBF Ah(x) will be approximated by Âh(x) := Lfh(x) + Lgh(x)u + N (x). As a
result, we can use this approximated derivative of SCBF as QP constraints to guarantee
safety-critical control for stochastic systems with unknown diffusion part as in [138]. The
overall theoretical analysis of guarantees is shown in 5.2.2 under Assumption 5.2.1.
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Algorithm 2 Data-driven learning algorithm of SCBF

Require: An SDE as in (5.1), the number of initial points N , the number of trajectories
sampled at each initial point n, an empty data-set D, a time step ∆t, an initial neural
network N (x).

1: Initialize neural network
2: Sample N initial points {x1, x2, ..., xN}
3: for i in N do
4: for j in n do
5: Get xij from xi using Euler-Maruyama method according to (5.1) using ∆t [56]
6: Calculate h(xij)
7: end for
8: Estimate Ãh(xi) using (5.17)
9: Calculate training data using

∆̃(xi) = Ãh(xi)− (Lfh(xi) + Lgh(xi)u) (5.18)

10: Add training data into data-set, D ← {xi, ∆̃(xi)}
11: end for

5.4 Simulation Result

5.4.1 Inverted Pendulum with Unknown Diffusion

In the first example, we test our result using an inverted pendulum. The system is an SDE
of the form

d

[
ϑ

ϑ̇

]
=

[
ϑ̇

g
l

sinϑ

]
dt+

[
0
1

ml2

]
udt+

[
0.1ϑ

0

]
dW,

with the state x = [ϑ, ϑ̇]T , gravitational acceleration g = 10 and length ℓ = 0.7. We assume
that the diffusion part σ(x) = [0.1ϑ, 0]T is unknown to us. Consider the control barrier
function

h(x) = c− xTPx,

where

P =

[√
3 1

1
√

3

]
.
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So
h = 0.2−

√
3ϑ2 − 2ϑϑ̇−

√
3ϑ̇2.

Accordingly, we have

Lfh(x) + Lgh(x)u = −(2
√

3ϑ+ 2ϑ̇)ϑ̇

− (2ϑ+ 2
√

3ϑ̇) · g
l

sinϑ− 2ϑ+ 2
√

3ϑ̇

ml2
u.

We follow Algorithm 2 to obtain training data. We randomly sample 200 points within
state space and at each point xi, we simulate 50000 one-step transitions to get to the next
point xij. The time step of the transition is t = 0.01s. Then we estimate Âh(xi) using
(5.17). As a result, the training data is obtained according to (5.18). We use a neural
network with two hidden layers, with 100 and 30 nodes for each layer, respectively, to fit
the training data. We train the network with 500 epochs and compare the training result
with the analytic result calculated as

1

2
tr
[
(σσT )(x) · hxx(x)

]
=

1

2
tr

([
0.1ϑ 0

]
·
[
−2
√

3 −2

−2 −2
√

3

]
·
[
0.1ϑ

0

])
= −
√

3 · (0.1ϑ)2.

(5.19)

The result of learning is shown in the Figure 5.1. The black dots are the training data, the
yellow curve is the analytic result calculated as in (5.19) and the red dots are the neural
network output for validation after training.

We also test the control result of applying the DDSCBF scheme. We compare the safe
rate using the real SCBF, the DDSCBF scheme and CBF on the unknown system. For
each case, we randomly sample 1000 trajectories and compute the safe rate. As shown in
the Table 5.1, the system is sensitive to the noise that all the trajectories are unsafe when
using CBF. But after applying the DDSCBF scheme, the success rate of the system is over
90%.

5.4.2 A Nonlinear Numerical Model with Unknown Diffusion

In the second example, we test our result using a nonlinear system given by the following
stochastic differential equation:

d

[
ẋ1
ẋ2

]
=

[
−0.6x1 − x2

x31

]
dt+

[
0
x2

]
udt+

[
0

σ(x2)

]
dW.
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Figure 5.1. Training result of 1
2 tr

[
(σσT )(x) · hxx(x)

]
. The black dots are the training data. The

yellow curve is the analytic result, which is the true value −
√
3 · (0.1ϑ)2 and the red dots are the

output of the neural network after training.

Success rate

SCBF 92%
DDSCBF 91%
CBF 0%

Table 5.1: The success rate of using SCBF, DDSCBF scheme and CBF for pendulum
system over 1000 runs.
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The control objective is to reach the origin (0, 0) and the safe region is defined as

h = −x22 − x1 + 1 > 0.

The generator of h is calculated as

A(h) = 0.6x1 + x2 − 2x31x2 − 2x22u− σ(x2)
2.

We use the same number of sample points and number of transitions at each point as in the
first example. The structure of the neural network is also the same as in the first example.
The training result is shown in the Figure 5.2.

2.00 1.75 1.50 1.25 1.00 0.75 0.50 0.25 0.00
x2

0.100
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0.025

0.000
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0.100
Analytic
Network output
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Figure 5.2. Training result of 1
2 tr

[
(σσT )(x) · hxx(x)

]
for σ(x2) = 0.1x2. The black dots are the

training data. The yellow curve is the analytic value and the red dots are the output of the neural
network after training.

σ(x2) = 0.1x2 σ(x2) = 0.15x2

SCBF 86.8% 84.3%
DDSCBF 85.2% 83%
CBF 77.3% 57.5%

Table 5.2: The success rate of using SCBF, learned SCBF and CBF for nonlinear system
over 1000 runs under different noise with σ(x2) = 0.1x2 and σ(x2) = 0.15x2.

We use a CLF to control the deterministic system, i.e., σ(x2) = 0 and the result is
shown in Figure 5.3a. Also the control using CLF and CBF for the deterministic system
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is shown in Figure 5.3b. We can see that CBF will guarantee a safe trajectory for the
deterministic system. However, when the system has a diffusion part of b(x2) = 0.1x2, the
noise will make the trajectory unsafe using CBF as shown in Figure 5.3c. By using our
DDSCBF scheme, the trajectory is within the safe region as shown in Figure 5.3d.
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Figure 5.3. Simulation results of nonlinear system. (a): Control of system using CLF with
σ(x2) = 0. (b): Control of deterministic system using CLF and CBF with σ(x2) = 0 . (c):
Sample trajectory of uncertain system using CBF with σ(x2) = 0.1x2. (d): Sample trajectory of
uncertain system using DDSCBF scheme with σ(x2) = 0.1x2.

As in the first example, in order to test the performance of our DDSCBF scheme, we
randomly sample 1000 trajectories and compute the safe rate under different noise for
σ(x2) = 0.1x2 and σ(x2) = 0.15x2. The result is presented in Table 5.2.
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5.5 Conclusion

In this chapter, we study safety-critical control problems for stochastic systems with un-
known diffusion parts. We show that we can learn the infinitesimal generator of the SCBFs
using data-driven method. We use supervised learning to approximate the generator of
SCBFs for safety control of SDEs. We also validate our result using two nonlinear SDEs.
However, one of the potential bottleneck of such method might be time-consuming for
more complicated systems with higher relative degree. As a result, this bottleneck will be
discussed into more detail in the following Chapter.
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Chapter 6

Safety-Critical Control with
Unknown Drift and Diffusion

In this chapter, we still consider safety-critical control for stochastic system driven by
Gaussian noise. But unlike above chapters, we assume that we do not have either the drift
term or the diffusion term of the system. We use data from observation to address safety
guarantee of the system.

6.1 Preliminary and Problem Definition

6.1.1 System Description

We consider the same system as in Chapter 4 for a continuous-time stochastic process
X : [0,∞)× Ω→ X that solves the SDE

dXt = (f(Xt) + g(Xt)u(t))dt+ σ(Xt)dWt, (6.1)

where u : R≥0 → U is a bounded measurable control signal; W is a d-dimensional standard
{F}t-Brownian motion; f : X → Rn is a nonlinear vector field; g : X → Rn×p and
σ : X → Rn×d are smooth mappings.

Let X be a strong solution of the SDE defined as 4.1.2, then the infinitesimal generator
of X can be defined according to (4.1.4) and calculated based on (4.4).
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6.1.2 Problem Formulation

Similar as previous chapters, we consider a safe set of the form

C := {x ∈ X : h(x) ≥ 0}, (6.2)

where h ∈ C2(Rn). We also define the boundary and interior of C explicitly as below

∂C := {x ∈ X : h(x) = 0}, (6.3)

C◦ := {x ∈ X : h(x) > 0}. (6.4)

The objective of this chapter is to control the stochastic system (6.1) with unknown
drift and diffusion terms to stay inside the safe set. Given the definition of controlled
p-invariant according to Definition 4.1.7, the problem is defined as follows.

Problem 6.1.1. Given system (6.1) with f , g and σ unknown, a compact set C ⊆ X
defined by (6.2), a point x ∈ C◦, and a p ∈ [0, 1], design a (deterministic) control strategy
κ such that under uκ, the interior C◦ is controlled p-invariant for the resulting solutions to
(6.1).

Note that in Chapter 4, we assume that we have full knowledge of the SDE and in
Chapter 5, we make the assumption that the diffusion term of the SDE is unknown. In
this chapter, we further extend our assumption that both the drift and diffusion terms are
unknown.

6.2 Data Collection and System Identification

In Chapter 4, we define our stochastic control barrier function (SCBF) as in Definition
4.2.6 and we show that our SCBF can guarantee a worst-case safety probability according
to Theorem 4.2.10. As a result, in this section, we will address the process of identifying
the system with data-driven method using Bayesian inference and then, then propose our
QP-based control framework for safety-critical control of the unknown SDE with learned
dynamics using SCBF
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6.2.1 Data Collection for Drift Term

In order to collect training data to estimate f(x) and g(x), we sample an initial state and
let the system evolve under control inputs. More specifically, given some T > 0, we divide
the time interval [0, T ] into a sufficiently refined partition {t0, t1, ..., tN} with N ∈ N such
that 0 = t0 < t1 < · · · < tN = T . Define the index set as I = {0, 1, . . . , N}. At each
i ∈ I, we simulate the system with K times from xi with two control inputs ui,1 and ui,2
such that ui,1 ̸= ui,2. For each ui,j with j ∈ {1, 2}, we will get xki,j for k ∈ {1, 2, ..., K}.
Applying CLT to get

dxi,j =
K∑
k=1

[xi+1,j − xi|xi]
K

.

Accordingly, we can calculate the target value for f(xi) and g(xi) as

yf(xi) =
dxi,1 · ui,2 − dxi,2 · ui,2
(ui,2 − ui,1)(ti+1 − ti)

,

yg(xi) =
dxi,1 − dxi,2

(ui,1 − ui,2)(ti+1 − ti)
.

(6.5)

Finally we will get training data as

X = [x0, . . . , xi, . . . , xN ]T ,

Yf = [yf(x0), . . . , yf(xi), . . . , yf(xN )]
T ,

Yg = [yg(x0), . . . , yg(xi), . . . , yg(xN )]
T .

(6.6)

6.2.2 Identification of Drift Term

We use Bayesian linear regression [15] to identify the drift term of the system. Define Φ
as the base function and ϑ as the weight vector where Φ ∈ RN×M and ϑ ∈ RM×1. Here,
M is the number of base function. We can write the regression equation as

Y = Φϑ+ ε.

The noise term ε is assumed to follow a Gaussian distributionN (0,Ψ) where Ψ is a diagonal
matrix with the i-th element as σ2/K. Initially, we impose a Gaussian prior p(ϑ) with zero
mean and covariance matrix Σ0 on weight vector ϑ. According to Bayes’ theorem, the
posterior distribution of ϑ is

P (ϑ|Y ) ∝ p(ϑ)p(Y |ϑ),
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where p(Y |ϑ) is the likelihood function. Assuming that the error term is independently
and identically distributed, the likelihood function can be written

P (Y |ϑ) = N (Φϑ, σ2I/K),

where I is the n dimensional identity matrix. Then the posterior distribution can be
calculated analytically as

P (ϑ|Y ) = N (ϑ̄, Σ̄)

with ϑ̄ the maximum a posterior estimation (MAP) as

ϑ̄ = (ΦTΦ +
σ2

K
Σ−1

0 )−1ΦTY (6.7)

and Σ̄ as the posterior covariance matrix as

Σ̄ =
σ2

K
(ΦTΦ +

σ2

K
Σ−1

0 )−1.

As a result, given training data X, Yf and Yg as in Equation 6.6, we can approximate

the drift terms f̂(x) and ĝ(x). By properly choosing the base functions Φf̂ and Φĝ, we can

construct models for both f̂(x) and ĝ(x) according to Equation 6.2.2 as

f̂(x) = Φfϑf + εf ,

ĝ(x) = Φgϑg + εg,

and calculate weights ϑ̄f and ϑ̄g based on Equation 6.7.

6.2.3 Data Collection for Diffusion Term

After we estimate the drift terms, we can use the estimated f(x) and g(x) to identify
the diffusion term. Similar as above, we also randomly sample an initial state and let
the system evolve under some control ui with i ∈ I at each time step given the refined
partition {t0, t1, ..., tN}. Specifically, at each time step, we calculate the ξi using estimated
drift term as

ξi = xi+1 − xi − f̂(xi)∆t− ĝ(xi)ui∆t.

Then we will get the dataset Dξ containing [ξ0, · · · , ξN−1]
T to estimate σ.
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6.2.4 Identification of Diffusion Term

The likelihood function given dataset D is

L(D|σ) = ΠN−1
i=0 P (ξi|σ),

where

P (ξi|σ) =
1√

2πσ2
e−

1
2

ξ2i
σ2 .

Given a prior distribution P (σ), the posterior distribution of σ is

P (σ|D) ∝ L(D|σ) · P (σ). (6.8)

Then we use the MAP method to estimate σ by maximizing the log-posterior distribu-
tion. According to Eq (6.8), we can get

log(P (σ|D)) = logL(σ|D) + log(P (σ)). (6.9)

By using the inverse-gamma distribution

P (σ) =
βα

Γ(α)

1

σα+1 e
−β

σ (6.10)

as the prior distribution, we can get

logL(σ|D) =
N−1∑
i=0

log
1√

2πσ2
e−

1
2

ξ2i
σ2 ,

logP (σ) = log
βα

Γ(α)

1

σα+1 e
−β

σ .

Simplifying the above equation, we have

logL(σ|D) = −(N − 1)(log σ + log
√

2π)− 1

2σ2

N−1∑
i=0

ξ2i ,

logP (σ) = α log β − log Γ(α)− (α + 1) log σ − β

σ
.

Combining the above two expressions, we can get the log-posterior as

logP (σ)|D = −(N + α) log σ − 1

2σ2

N−1∑
i=0

ξ2i −
β

σ
+ C
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with
C = α log β − log Γ(α)− (N − 1) log

√
2π

a constant. The MAP estimation of σ is obtained by taking the derivative of the log-
posterior with respect to σ as

d logP (σ|D)

dσ
= 0. (6.11)

Note: solving the analytic solution of Eq (6.11) is intractable in practice so we can use
numerical optimization method to find out the value of σ that maximize the log-posterior
distribution.

6.2.5 QP-based Control Framework for Learned Dynamics with
SCBF

Based on the above identification process, we can make prediction using the learned model
to approximate the dynamics of an unknown SDE. For drift terms, we can make prediction
as f̂(x) = Φf ϑ̄f and ĝ(x) = Φgϑ̄g and for diffusion term, we estimate noise level using σ̂ as
in Equation 6.11. As a result, we can control the unknown SDE using a QP-based control
framework with SCBF as

u(x) = arg min
u∈R

1

2
||u||2,

s.t. ÂB(x) ≥ 0,

(6.12)

where

ÂB(x) =
∂B

∂x
(f̂(x) + ĝ(x)u+

1

2

∑
i,j

(
σ̂σ̂T

)
i,j

(x)
∂2B

∂xi∂xj
.

6.3 Simulation Result

6.3.1 Unknown Nonlinear Model with System Identification and
Control

In the first example, we test our result using the following model as

d

[
ẋ1
ẋ2

]
=

[
−0.6x1 − x2

x31

]
dt+

[
0
x2

]
udt+

[
σ1 0
0 σ2

]
dW.
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The safe region is defined as

h(x) = −x22 − x21 + 1 > 0.

The generator of h is calculated as

A(h) = 1.2x21 + x1x2 − 2x31x2 − 2x22u− (σ2
2 + σ2

2),

and we select

b0(x) = h(x),

b1(x) = A(x).

In order to identify f(x) in the drift term, we first randomly sample 10 initial points and
at each initial point, we set u = 0 and simulate the system with ∆t = 0.01. For any
state xt = ξ, we apply the control to the system at state ξ for K times to calculate the
expectation of f(xt) using the central limit theorem as

f(ξ) + ε ≈
K∑
j=0

[xtK+1 − xt|xt = ξ]

K∆t
. (6.13)

The we will get the training data for f(x) as

X = [ξ1, ξ2, ..., .ξN ]T ,

Y = [f(ξ1), f(ξ2), ..., f(ξN)].

and estimate f(x) using linear regression. After f(x) is estimated, we use the estimated
function f̂(x) to identify g(x) in the drift term. We set control input as u = 0.1 since the
system is control affine and g(x) is independent of u. We collect the training data similarly
as in estimating f(x). Through out this example of the simulation, we use polynomial base
functions as

Φ = [1, x1, x2, x
2
1, x

2
2, x1x2, x

3
1, x

3
2]

for both f(x) and g(x). The result of estimation for f(x) is shown in Fig 6.1. We also
calculate the mean square error (MSE) for f1(x) and f2(x) over 100 randomly sample
points and show the result in Table 6.1.

After we estimate the drift term, we collect data using the estimated f̂(x) and ĝ(x) for
100 initial points and 300 simulation steps for each initial point. At each time step, we
calculate the noise data using

φt = xt+1 − xt − f̂(xt) · dt− ĝ(xt) · u · dt
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Table 6.1: MSE for estimation of f1(x) and f2(x) with K = 10, 30, 100 over 100 randomly
sample points.

f1(x) f2(x)

K=10 e−2 5e−2

K=30 2e−3 8e−3

K=100 6e−4 6e−4

Figure 6.1. Estimation of f2(x) = x31 using K = 10, K = 30 and K = 100. The estimated result
is compared with the true value of the function using 30 randomly sampled points. The diffusion
of the system for all the cases is [0.2, 0.2].
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and add it into the data set D. We use inverse gamma distribution as in Equation (6.10)
with α = 1 and β = 1.

We use log-likelihood function as

logL(σ|D) =
n∑

i=1

[
−1

2
log(2πσ2)− φ2

i

2σ2

]
,

where n is the number of data inD. We estimate a σ̂ such that the log-posterior distribution

logP (σ̂|D) = logP (σ) + logL(σ̂|D)

is maximized. The distribution over 10000 random sample from posterior distribution of
σ1 and σ2 is shown in Fig 6.2.
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Figure 6.2. Posterior distribution of σ1 and σ2 over 10000 random samples for nonlinear model.

In order to analyze the performance of safety control w.r.t the estimated system, we
count the number of safe trajectories over 1000 simulations under different initial points
between the SCBF, DDSCBF [139] and Bayesian SCBF. For SCBF, we assume that we have
knowledge of true system and for DDSCBF, we assume that we know the drift of the system
and only the diffusion is unknown to us. The statistical results at initial state [−0.1, 0.7]T

and [−0.1, 0.8]T are shown in Table 6.2. The analytical result in the table is the worst-case
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safe probability calculated based on [138, Theorem III.8]. Since the relative degree if of

r = 1, the worst-case probability is calculated as P = b0(x0)
c0

where c0 = supx∈C h(x) with C
as the safe set. It is easy to find that c0 = 1 so the worst-case probability is calculated as
P = 0.5 and P = 0.35 for initial state [−0.1, 0.7]T and [−0.1, 0.8]T , respectively.

Table 6.2: Safety ratio over 1000 simulation trajectories at initial state [−0.1, 0.7]T and
[−0.1, 0.8]T with diffusion σ1, σ2 = 0.2.

Safety ratio

(−0.1, 0.7) (−0.1, 0.8)

SCBF [138] 91% 55%
DDSCBF [139] 88% 45%
Bayesian SCBF 90% 43%
Analytical [138] 50% 35%

6.3.2 Adaptive Cruise Control Model with System Identification
and Control

In the second example, we use an adaptive cruise control (ACC) model as in Chapter 4 to
validate the estimation of the system and safety control. The model is

d

[
v
z

]
=

[
−Fr(x)/M
vf − v

]
dt+

[
1/M

0

]
udt+

[
σ1 0
0 σ2

]
dW,

where x = [v, z] is the state of the system representing the speed of the behind vehicle and
the distance between two vehicles, respectively. vf is the speed of the front vehicle. The
aerodynamic drag is Fr(x) = f0 + f1x1 + f2x

2
1 with f0 = 0.1, f1 = 5, f2 = 0.25 and the

mass of the vehicle is M = 1650. We require the behind vehicle to reach a desired speed
vd = 22 while keeping a minimum distance with D = 10 from the front vehicle. Since the
second-order generator of h(x) is

AAh(x) = L2
fh(x) + LgLfh(x)u+ ΣT ∂

4h(x)

∂x4
Σ

with

Σ =

[
σ1 0
0 σ2

]
,

92



we select h(x) = (z −D)5 with a non-zero fourth-order derivative. As a result, select

b0(x) = h(x),

b1(x) = Ah(x) = 5(z −D)4(vf − v),

b2(x) =
5(z −D)4

M
· F + 20(z −D)3 · (vf − v)2

− (z −D)4

M
· u+ 120(z −D)(σ2

1 + σ2
2).

We use the same base functions, prior distribution and likelihood function as in the first
example for system estimation. The result of estimation for f(x) is displayed as in Fig 6.3
and the distribution over 10000 random samples from the posterior distribution of σ1 and
σ2 is shown in Fig 6.4.

To control the vehicle to reach the desired speed, we use control Lyapunov function
as in [138]. We calculate the safety ratio over 1000 simulations between SCBF, DDSCBF
and Bayesian SCBF. Note that the SCBF is a non-convex function in this example, we can
not find the supreme value of c0 as in the first example. So we only compare simulated
safety-probability and the result is shown in Table 6.3.

Table 6.3: Safety ratio over 1000 simulation trajectories with diffusion σ1, σ2 = 0.5. The
initial state is [v, z]T = [10, 15]T .

Safety ratio

SCBF [138] 83%
DDSCBF [139] 65%
Bayesian SCBF 78%

Also, as stated in [139], the bottleneck of the DDSCBF is that when the relative degree
is higher than 1, we have to recursively apply this method in each order to calculate higher-
order generators. As in this example, we have relative degree r = 2, we need to learn the
first-order generator, and then use the estimated first-order generator to sample data for
estimating the second order generator. In the process of collecting training data for second
order generator using DDSCBF, we have to sample N points and at each point, sample K
simulations and apply CLT to calculate training data. However, in each simulation, we need
to get the value of first-order generator through network, which is very time consuming. As
a result, we compare the running time between DDSCBF and Bayesian estimated SCBF.
The runtime of both methods are displayed in Table 6.4. In the simulation of DDSCBF,
we select N = 300 and K = 10000.
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Figure 6.3. Estimation of f(x) for adaptive cruise control model. The result is validated using
100 randomly sampled states. (a): Estimation of f1(x). (b): Estimation of f2(x).

Table 6.4: Runtime of learning process

Runtime

DDSCBF [139] over 5 hours
Bayesian SCBF 15s
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Figure 6.4. Posterior distribution of σ1 and σ2 over 10000 random samples for adaptive cruise
control model. The true values are σ1 = 0.5 and σ2 = 0.5.

6.4 Conclusion

In this chapter we address safety-critical control problem for fully unknown SDEs. We use
Bayesian inference to estimate both the drift and diffusion terms of the system and use
SCBF to guarantee safety for the learned system. We validate safety ratio with statistical
results using nonlinear models and compare with analytical safety probabilities.
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Chapter 7

Conclusion and Future Work

This thesis mainly focuses on safety guarantee of systems under uncertainties. Specifically,
we address deterministic systems, stochastic systems and stochastic systems with unknown
parameters. Throughout the paper, we discuss different levels of uncertainty and provide
different learning approaches. For deterministic systems, we use learning methods to ap-
proximate the dynamics of the higher order control barrier functions. We show that the
error in the training and generalization process can be bounded by choosing parameters
small enough during the process, so that the learned function is also a higher order control
barrier function to guarantee safety for such deterministic systems. For stochastic systems
with partial information, we can not calculate infinitesimal generator directly. As a result,
we show that we could approximate the generator given collected data. We also show that
by carefully selecting training parameters, the approximated generator can also guarantee
a worst-case safety estimation. Finally, we discuss fully known SDEs. Due to the fact that
the method in Chapter 5 is computationally demanding when applied iteratively for higher
order degree cases, we propose a method to identify the system first and then control the
system using the identified system. However, we do not provide further safety guarantee
based on such method, and this would be an interesting direction for future work. Below
is a more detailed conclusion of our work in each chapter.

7.1 Conclusion

In Chapter 4, we consider stochastic systems driven by Gaussian noise. We consider
the pros and cons of the existing formulations for stochastic barrier functions (such as
frequently used SRCBFs and SZCBFs), and propose stochastic control barrier functions
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(SCBFs) for safety-critical control of stochastic systems and extend the worst-case safety
probability estimation to higher-order SCBFs. We show that the proposed SCBFs pro-
vide good trade-offs between the imposed control constraints and the conservatism in the
estimation of safety probability, which are demonstrated both theoretically and empiri-
cally. Our simulations with the automatic cruise control model and the Dubins vehicle
model have underscored the practical applicability of our approach. These applications
not only validate our theoretical findings but also give insights for implementing SCBFs in
real-world scenarios, such as autonomous vehicle navigation and robotic control systems.

In Chapter 3, we consider safety-control for deterministic systems with unknown pa-
rameters. We propose a learning framework to show that the derivatives of CBFs can be
obtained using the nominal system and observations from the simulations of the systems.
We extend previous work for CBFs with relative degree one into HOCBFs. We show
that under some reasonable assumptions, the learned derivatives of the HOCBF provide a
robust safety guarantee for the system.

In Chapter 5, we discuss stochastic systems with unknown diffusion. We take advantage
of previous work to estimate infinitesimal generators of Lyapunov functions with respect to
SDEs and extend the idea to the whole state space. We show that we can use observed data
to estimate the generator of SCBF when we do not have full knowledge of the stochastic
systems. Additionally, we provide safety guarantee using the learned generator for such
systems.

In Chapter 6, we expand our study of system uncertainty to address that both the drift
and diffusion of the SDE are unknown. We propose a two-stage method by using Bayesian
inference to estimate the system first and synthesize safe controllers using SCBFs. We show
that the learned system can achieve similar safety ratio compared to the real systems. We
also compare the runtime with the method proposed in Chapter 5, showing that identifying
the system first dramatically reduces runtime, especially for cases with a higher relative
degree.

7.2 Future Work

In this thesis, we discuss problems of safety-critical control under uncertainties. Al-
though this thesis covers safety-critical control under uncertainties, including paramet-
ric and stochastic uncertainty, there remains several unexplored topics in both theory
and practice, particularly for more complex systems or demanding working environments.
Therefore, while we have made significant progress, the field of safety-critical control for
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uncertain systems still holds many opportunities for further research work. As a result,
we will next propose some open problems in the field of safety-critical control for systems
with uncertainty based on the discussion of this thesis.

Safety-critical Control for Unknown System with Limited Data

In Chapter 5 and 6, we identify the dynamics of the generators an the dynamics of the
SDEs, respectively, in order to control stochastic systems safely. The identification relies
totally on the observations from the simulation and consequently, the robustness is heavily
based on the quality of observations we get. However, it is not always the case that we will
get enough data to satisfy our assumptions of theoretical analysis. Also, our methods rely
on sample paths that is obtained on feasible policies and sparse data cannot always guar-
antee the accessibility of such policies. Recent work propose learning schemes to identify
stochastic systems given limited amount of data as in [159,161]. Given such motivations, it
is worth studying safety-critical control for systems that are identified from limited amount
of data. It is also interesting to establish the convergent rate of identification given different
observation size.

Safety Guarantee of Identified Stochastic System

To the best of our knowledge, we are the first one to discuss safety-critical control of
stochastic systems with completely unknown drift and diffusion as in Chapter 6. We apply
our SCBFs on the identified system and compare with results of the real system. How-
ever, we haven’t address the analytical robustness of the system under current learning
scheme. The performance of the controllers on the identified system is validated only on
numerical analysis, which would be limited. It would be interesting to study such robust-
ness of stochastic systems under different identifying schemes, such as Gaussian process
or Bayesian inferences. The study of robustness in identified stochastic systems would
not only improve the theoretical understanding of these systems but also have practical
implications in areas such as robotic control and autonomous driving.

More Complicated Specification in Practice

Current scope of safety control research often focuses on relatively simple objectives, such as
obstacle avoidance or reaching a single target. These scenarios only require some straight-
forward design of CBFs. However, real-world applications frequently face complicated
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scenarios and requirements. This increases difficulty not only in designing CBFs, but also
in synthesizing reliable controllers. Designing CBFs for such complex requirements is usu-
ally challenging, especially when multiple CBFs are necessary. Additionally, when these
CBFs are integrated into Quadratic Programming (QP) problems architecture, multiple
constraints can result in the situation in which the solution of the QP is infeasible. Future
research could be conducted towards developing methods that enable the design of CBFs
for these complicated scenarios. Furthermore, in Chapter 4, we propose our SCBFs only
addressing safety guarantee of stochastic systems. However, in practice, not only do we
need to provide safety, but also require the (stochastic) systems to satisfy different spec-
ifications. One of the potential direction in the future is to study reach-avoid problems
combining Lyapunov analysis with our SCBFs. More complicated specifications also need
to be considered such as linear temporal combining our theoretical analysis for SCBFs.

99



References

[1] Pieter Abbeel, Adam Coates, Morgan Quigley, and Andrew Ng. An application of
reinforcement learning to aerobatic helicopter flight. Advances in neural information
processing systems, 19, 2006.

[2] Hassan Almubarak, Manan Gandhi, Yuichiro Aoyama, Nader Sadegh, and Evange-
los A Theodorou. Gaussian process barrier states for safe trajectory optimization
and control. arXiv preprint arXiv:2212.00268, 2022.

[3] Bowen Alpern and Fred B Schneider. Defining liveness. Information Processing
Letters, 21(4):181–185, 1985.

[4] Aaron D Ames, Samuel Coogan, Magnus Egerstedt, Gennaro Notomista, Koushil
Sreenath, and Paulo Tabuada. Control barrier functions: Theory and applications.
In Proc. of ECC, pages 3420–3431. IEEE, 2019.

[5] Aaron D Ames, Kevin Galloway, Koushil Sreenath, and Jessy W Grizzle. Rapidly
exponentially stabilizing control lyapunov functions and hybrid zero dynamics. IEEE
Transactions on Automatic Control, 59(4):876–891, 2014.

[6] Aaron D Ames, Jessy W Grizzle, and Paulo Tabuada. Control barrier function based
quadratic programs with application to adaptive cruise control. In Proc. of CDC,
pages 6271–6278. IEEE, 2014.

[7] Aaron D Ames and Matthew Powell. Towards the unification of locomotion and
manipulation through control lyapunov functions and quadratic programs. In Control
of Cyber-Physical Systems: Workshop held at Johns Hopkins University, March 2013,
pages 219–240. Springer, 2013.

[8] Aaron D Ames, Xiangru Xu, Jessy W Grizzle, and Paulo Tabuada. Control barrier
function based quadratic programs for safety critical systems. IEEE Transactions on
Automatic Control, 62(8):3861–3876, 2016.

100



[9] Cedric Archambeau, Dan Cornford, Manfred Opper, and John Shawe-Taylor. Gaus-
sian process approximations of stochastic differential equations. In Gaussian Pro-
cesses in Practice, pages 1–16. PMLR, 2007.

[10] Andrea Bacciotti and Lionel Rosier. Liapunov functions and stability in control
theory. Springer Science & Business Media, 2005.

[11] Felix Berkenkamp, Riccardo Moriconi, Angela P Schoellig, and Andreas Krause.
Safe learning of regions of attraction for uncertain, nonlinear systems with gaussian
processes. In 2016 IEEE 55th Conference on Decision and Control (CDC), pages
4661–4666. IEEE, 2016.

[12] Felix Berkenkamp, Matteo Turchetta, Angela Schoellig, and Andreas Krause. Safe
model-based reinforcement learning with stability guarantees. Advances in neural
information processing systems, 30, 2017.

[13] Franco Blanchini. Set invariance in control. Automatica, 35(11):1747–1767, 1999.

[14] Samir Bouabdallah and Roland Siegwart. Backstepping and sliding-mode techniques
applied to an indoor micro quadrotor. In Proceedings of the 2005 IEEE international
conference on robotics and automation, pages 2247–2252. IEEE, 2005.

[15] George EP Box and George C Tiao. Bayesian inference in statistical analysis. John
Wiley & Sons, 2011.

[16] Stephen Boyd, Stephen P Boyd, and Lieven Vandenberghe. Convex optimization.
Cambridge University Press, 2004.

[17] Lukas Brunke, Siqi Zhou, and Angela P Schoellig. Barrier bayesian linear regression:
Online learning of control barrier conditions for safety-critical control of uncertain
systems. In Learning for Dynamics and Control Conference, pages 881–892. PMLR,
2022.

[18] Zhiyuan Cai, Huanhui Cao, Wenjie Lu, Lin Zhang, and Hao Xiong. Safe multi-agent
reinforcement learning through decentralized multiple control barrier functions. arXiv
preprint arXiv:2103.12553, 2021.

[19] Eduardo F Camacho and Carlos Bordons Alba. Model predictive control. Springer
science & business media, 2013.

[20] Peter J Campo and Manfred Morari. Robust model predictive control. In 1987
American control conference, pages 1021–1026. IEEE, 1987.

101
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[37] Ersin Daş and Richard M Murray. Robust safe control synthesis with disturbance
observer-based control barrier functions. In 2022 IEEE 61st Conference on Decision
and Control (CDC), pages 5566–5573. IEEE, 2022.

[38] Charles Dawson, Sicun Gao, and Chuchu Fan. Safe control with learned certifi-
cates: A survey of neural lyapunov, barrier, and contraction methods. arXiv preprint
arXiv:2202.11762, 2022.
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